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DEPARTMENT OF HOMELAND SECURITY

Officeof the Secretary

6 CFR Part 37

Docket No. DHS-2006-0030

RIN 1601-AA37

Minimum Standardsfor Drivers Licensesand | dentification Cards Acceptable by
Federal Agenciesfor Official Purposes

AGENCY: Office of the Secretary, DHS.

ACTION: Final rule.

SUMMARY : The Department of Homeland Security is establishing minimum standards
for State-issued drivers' licensesand identificationcardsthat Federal agencieswould
accept for official purposeson or after May 11,2008, in accordancewith the REAL ID
Act of 2005. Thisrule establishesstandardsto meet the minimum requirementsof the
REAL ID Act of 2005. These standardsinvolve a number of aspects of the process used
to issueidentificationdocuments, including: informationand security featuresthat must
be incorporated into each card; applicationinformationto establishthe identity and
immigration status of an applicant before acard can be issued; and physical security
standardsfor facilitieswhere drivers' licensesand applicable identification cards are
produced. Thisfinal ruleaso providesa processfor Statesto seek an additional
extensionof the compliancedeadlineto May 11, 2011, by demonstrating material
compliance with the core requirementsof the Act and thisrule. Finally, taking into

consideration the operational burdenson State Departments of Motor Vehicles, thisrule
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extendsthe enrollment time period to allow States determined by DHSto bein
compliancewith the Act to replace all licensesintended for official purpose with REAL

I D-compliant cards by December 1, 2014 for people born after December 1,1964, and by
December 1, 2017 for those born on or before December 1,1964.

DATES: Effective Date: Thisruleiseffective[INSERT 60 DAYSAFTER DATE OF

PUBLICATIONIN THE FEDERAL REGISTER].

Compliance Dates: Extensions. Effective May 11,2008, Federal agencies

cannot accept drivers' licensesor identificationcardsfor official purposes, as defined
herein, from Statesthat have not been determined by DHS to be in compliance with the
REAL ID Act unlessa State has requested and obtained an extension of the compliance
datefrom DHS. States seeking extensionsmust submit a request for an extensionto DHS

no later than [INSERT DATE 60 DAYSAFTER DATE OF PUBLICATION IN THE

FEDERAL REGISTER]. EffectiveDecember 31,2009, any initial extensionwill

terminate unlessa State, no later than October 11, 2009, submitsto DHS a request for an
additional extensionand certificationthat the State has achieved the benchmarks set forth
in Appendix A to part 37. EffectiveMay 11,2011, drivers licensesand identification
cardswill not be accepted from Statesthat are not in full compliance with the provisions
of REAL ID.

Enrollment: EffectiveDecember 1, 2014, Federa agencies cannot accept drivers
licensesor identificationcardsfor official purposes, as defined herein, from any
individual born after December 1, 1964, unless DHS has determined that the issuing State
isin compliancewith Subparts A through D of this rule and the card presented by the

individuals meet the standardsof thisrule. Effective December 1,2017, Federal agencies
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will not accept any State-issued drivers' licensesand identificationcardsfor official

purposesunless such cards have been issued by Statesthat have certified to DHS their

compliancewith Subparts A through D of thisrule.

FOR FURTHER INFORMATIONCONTACT: Darrell Williams, REAL 1D Program

Office, Department of Homeland Security, Washington, DC 20528 (202) 282-9829.

SUPPLEMENTARY INFORMATION:

Abbreviationsand TermsUsed in This Document

AAMVA —American Association of Motor Vehicle Administrators

ACLU—American Civil LibertiesUnion

CAC—U.S. Department of Defense Common Access Card
CDLIS—Commercid DriversLicense Information System
CHRC—Crimind History Records Check

CRBA —Consular Report of Birth Abroad

DHS—U. S. Department of Homeland Security

DMV —Department of Motor Vehicles

DOS—U.S. Department of State

DOT—U.S Department of Transportation

EAD —Employment Authorization Document

EDL —Enhanced driver's license and identificationcard
EVVE—Electronic Verificationof Vita Events

FOIA —Freedom of Information Act

IAFIS—Integrated Automated Fingerprint |dentification

ICAO—Internationa Civil Aviation Organization
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ID —Identification Card

JPEG —Joint Photographic Experts Group

LPR—Lawful Permanent Resident

MRZ —Machine ReadableZone

NAPHSIS—Nationa Associationof Public Health Statisticsand Information Systems
NASCIO—Nationa Association of State Chief Information Officers
NCSL —Nationa Conferenceof State L egislatures
NCIC-Nationa Crime Information Center

NGA —Nationad GovernorsAssociation

NPRM-—Notice of Proposed Rulemaking

Pl —Persondly Identifiablelnformation

RFID —Radio Frequency Identification
SAVE—Sygematic Alien Verificationfor Entitlements
SEVIS—Student and Exchange Visitor Information System
SSA —Socid Security Administration

SS| — Sengitive Security Information

SSN —Socid Security Number

SSOLV —Socid Security On-Line Verification
TIF—Tagged Image Format

TSA —Trangportation Security Administration

TWIC —Transportation Worker I dentificationCredential
USCIS—U.S. Citizenshipand Immigration Services

WHTI —Western Hemisphere Travel Initiative

Biometric Bits 2008-01-11



Tableof Contents

II.

L

Background and Purpose

Discussion of the Final Rule

A. Extensionof Deadlinesand Material Compliance Checklist (Appendix A)
B. Implementation Dates

C. Veificationand Data Exchange Systems Architecture

D. Marking of Compliant REAL 1D Documents

E. Bar on Issuanceof REAL ID Documentsto PersonsHolding Driver's
Licensesfrom Another State

F. Western Hemisphere Travel Initiative
Section-by-SectionAnalysis of Changes from the NPRM

Discussion of Comments

Genera Commentson the Proposed Regulation

Scope, Applicability, and Definitions

CompliancePeriod

Privacy Considerations

m O O W >

Stateto State Database Queries

m

Document Standardsfor Issuing REAL 1D Drivers Licensesand

| dentification Cards

G. ExceptionsProcessing for Extraordinary Circumstances

H. Temporary or Limited-Term Drivers Licensesand |dentification Cards

I. Minimum Driver's Licenseor IdentificationCard Data Element Requirements

Biometric Bits 2008-01-11



J. Validity Period and Renewalsof REAL ID Drivers Licensesand
| dentificationCards

K. Source Document Retention

L. Database Connectivity

M. Security of DMV FacilitiesWhere Drivers Licensesand |dentificationCards
are Manufactured and Produced

N. State CertificationProcess, Compliance Determinations

O. Drivers Licensesand IdentificationCardsthat Do Not Meet the Standardsof
the REAL ID Act.

P. Section 7209 of the Intelligence Reform and Terrorism Prevention Act of 2004

Q. Responsesto Specific Solicitationof Comments

V. Regulatory Analyses

A. Paperwork Reduction Act

B. Economiclmpact Analyses

C. ExecutiveOrder 13132, Federalism

D. Environmental Impact Analysis

E. Energy Impact Analysis

F. ExecutiveOrder 13175, Tribal Consultation

|. BACKGROUND
A. Statutory Authority and Regulatory History
Thisfinal rule establishes minimum standardsfor State-issued drivers licenses

and identificationcards that Federal agenciescan accept for official purposeson or after
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May 11,2008, asrequired under the REAL ID Act of 2005. See, Public Law 109-13,

119 Stat. 231,302 (May 11,2005) (codified at 49 U.S.C. 30301 note) (the Act).

During the terrorist attacks on the United Stateson September 11,2001, all but
one of theterrorist hijackersacquired someform of identificationdocument, some by
fraud, and used theseforms of identificationto assist them in boarding commercia
flights, renting cars, and other necessary activitiesleading up to the attacks. See, THE
9111 CoMMISSION REPORT, FINAL REPORT OF THE NATIONAL COMMISSION ON TERRORIST
ATTACKSUPON THE UNITED STATES (July 2004) (9/11 Commission Report), p. 390. The
9111 Commission recommended implementing more secure sources of identificationfor
usein, among other activities, boarding aircraftand accessing vulnerablefacilities. Inits
report, the Commission stated

Secure identificationshould begin in the United States. The federal

government should set standardsfor the issuance of birth certificatesand

sources of identification, such asdrivers' licenses. Fraud in identification

documentsis no longer just a problem of theft. At many entry pointsto

vulnerable facilities, including gates for boarding aircraft, sources of
identificationare the last opportunity to ensure that people are who they

say they are and to check whether they areterrorists.

Id. at 390.

Congress enacted the Act in May 2005, in response to the 9/11 Commission's
recommendations.

Under the Act, Federa agenciesare prohibited, effectiveMay 11,2008, from
acceptingadriver's licenseor a State-issued personal identificationcard for an officia

purpose unlessthe issuing State is meeting the requirements of the Act. " Officia

purpose” isdefined under $201 of the Act to include accessto Federd facilities,
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boarding Federally-regulated commercia aircraft, entry into nuclear power plants, and
such other purposesas established by the Secretary of Homeland Security.

Undoubtedly, the most significantimpact on the public of this statutory mandateisthat,
effective May 11,2008, citizensof Statesthat have not been determined by DHSto bein
compliance with the mandatory minimum requirementsset forth in the REAL 1D Act
may not usetheir State-issueddrivers licensesor identificationcardsto passthrough
security at airports. Citizensin this category will likely encounter significant travel
delays.

The Act authorizesthe Secretary of Homeland Security, in consultationwith the
Statesand the Secretary of Transportation, to promulgate regul ationsto implement the
requirements under this Act. Section205(b) of the Act further authorizesthe Secretary of
Homeland Security to grant extensionsof time to meet the minimum standards of the Act
when States provide adequatejustification for noncompliance. The Act does nat,
however, give DHS the authority to waive any of the mandatory minimum standards set
forthinthe Act. Those mandatory provisionsare set forth below.

Section 202(b) of the Act directsthat REAL ID-compliant licensesand
identification cards must include the followinginformation:

(1)  Theperson's full legal name, date of birth, and gender;

(2)  Theperson's driver's license or identificationcard number;

(3) A digital photograph of the person;

(4)  Theperson's addressof principal residence;

(5) Theperson's signature;
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(6)

)

Physical security featuresdesigned to prevent tampering, counterfeiting,
or duplicationof thedrivers licensesand identification cardsfor
fraudulent purposes; and

A common machine-readabletechnology, with defined minimum

elements.

Section202(c) of the Act also mandatescertain minimum standardsthat States

must adopt when issuing drivers' licensesand identificationcardsintended for usefor

officia purposes (referredto as REAL ID-compliantcards). Those standardsinclude, but

arenot limited to, the following:

The State shall require, at a minimum, presentation and verificationof (1) a
photo identity document (except that a non-photo identity document is
acceptableif it includes both the applicant's full legal name and date of birth);
(2) documentationshowingthe applicant's date of birth; (3) proof of the
person's Social Security Number (SSN) or verification that the applicantis
not eligiblefor a SSN; and (4) documentationshowing the applicant's name
and addressof principal residence. § 202(c).

The State shall requirevalid documentary evidencethat the applicantis
lawfully presentin the United States. Such evidence shall include
documentary evidencethat the applicant: (1) isacitizen or national of the
United States; (2) isan alien lawfully admitted for permanent residenceor
temporary residence in the United States or pending applicationfor same; (3)
has conditional permanent resident statusin the United States or pending

applicationfor such status; (4) has an approved application for asylumin the
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United States, a pending applicationfor asylum, or has been admitted to the
United Statesin refugee status; (5) was lawfully admitted to the United States
using avalid, unexpired nonimmigrant visa; (6) hasa pendingor approved
applicationfor temporary protected statusin the United States; or (7) has
approved deferred action status. § 202(c)(2)(B).

Statesmust establish proceduresto verify each document requiredto be
presented by the applicant. The State also shall haveenteredinto a
memorandum of understanding (MOU) with DHS to use the Systematic Alien
Verificationfor Entitlements(SAVE system) to verify the lawful status of an
applicant, other thana U.S. citizen. § 202(c)(3)(C).

Statesalso must confirm with the Social Security Administration (SSA) that
the SSN presented by an applicant (as required under § 202 (c)(1)(C)) is
registered to that person. § 202(d)(5).

Statesmust ensure the physical security of facilitieswheredrivers' licenses
and identificationcards are produced; and the security of document materials
and papersfrom which drivers' licensesand identificationcardsare produced.
§ 202(d)(7).

All personsauthorizedto manufacture or produce cardsto appropriatesecurity
clearancerequirements. § 202(d)(8).

Physical security featureson the drivers' licensesand identificationcards
designed to prevent tampering, counterfeiting, and duplicationof the

documentsfor a fraudulent purpose. § 202(b)(8).
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The Act also permitsa State otherwisein compliance with the Act to issue
drivers licensesand identificationcardsthat do not conform to the Act's requirements.
See § 202(d)(11). Federal agencies, however, cannot accept such drivers licensesand
identificationcardsfor an official purpose and States must ensure that such cards or
licensesmust state on their facesthat a Federal agency may not accept it for an official
purpose. See § 202(d)(11)(A). Statesalso must use a unique designor color indicator so
that it is readily apparent to Federal agency personnel that the card is not to be accepted
for an official purpose. See § 202(d)(11)(B).

The Act requiresDHS to determine whether a Stateis meetingthe Act's
requirements based upon certificationssubmitted by each Statein a manner prescribed by
DHS.

II. DISCUSSION OF FINAL RULE

DHS publishedan NPRM on March 3,2007, proposing requirementsto meet the
minimum standardsrequired under the Act. The proposed requirementsincluded
information and security featuresthat must be incorporated into each card; application
information to establish theidentity and immigration status of an applicant beforea card
can be issued; and physical security standardsfor facilitieswheredrivers licensesand
identification cardsare produced. For additional information, please seethe NPRM at 72
FR 10820.

DHS received over 21,000 comments on the NPRM and supporting regul atory
evaluation during the sixty-day public comment period for this rulemaking action.

Responsesto those commentsare set forth in Section 1V of thisfinal rule.
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Thisfinal ruleimplementsthe requirementsof the Act, but with significant changesfrom
the NPRM as aresult of publiccomment, as discussed bel ow.

Asdiscussed above, effectiveMay 11,2008, Federal agenciesare prohibited from
acceptingfor official purposes state-issued drivers' licensesor identificationcards unless
an issuing State certifies, and DHS determines, that it has met the mandatory minimum
requirementsof § 202 of the REAL ID Act. Severa States haveimplemented — or are
working to implement — legisl ation prohibitingtheir Departmentsof Motor Vehicles
(DMVs) from complying with the requirementsof the Act or any related implementing
regulationsissued by DHS. DHS wantsto make clear that effectiveMay 11,2008,
individuals from Stateswho have not obtained an extension of the compliance date from
DHS, or who have not submitted a Compliance Package to DHS under the deadlines
provided in thisfinal rule, will not be ableto usetheir State-issued licensefor federal
official purposes, includingfor identificationto board acommercia airplane. Residents
of Statesthat do chooseto comply, however, through submission of their Compliance
Plan or atimely-filed request for an extension, will be able to continue to use their
current licenseto board commercid aircraft (and for other official purposes) through
December 1,2014. EffectiveDecember 1,2014, Federa agencieswill refuseto accept
non-REAL ID-compliant drivers' licensesfrom all persons born before December 1,
1964 (i.e. under the age of fifty). Effective December 1,2017, anyoneseekingto usea
State-issued driver's licenseor identificationcard for official purpose, including boarding
of commercial aircraft, must have a REAL |ID-compliant card.

A. Extension of Deadlines
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Under section 205(b) of the Act, the Secretary of Homeland Security is authorized
to grant extensionsof the May 11,2008 compliance date to those Stateswho provide
adequatejustificationfor their inability to comply by the statutory deadline. OnMarch 1,
2007, the Secretary of Homeland Security announced, in conjunctionwith the release of
the NPRM, that the Department would grant extensionsto all States requesting
extensions, not to exceed December 31,2009. Inthe NPRM, DHS proposed that States
that would not be able to comply by May 11,2008, should request an extension of the
compliance date no later than February 10,2008, and the proposal encouraged States to
submit requestsfor extension as early as October 1,2007. Under thisfinal rule, States

must file requestsfor aninitia extensionno later than [INSERT DATE 60 DAY S

AFTER DATE OF PUBLICATION IN THE FEDERAL REGISTER]. Thatinitial
extension would expire on December 31,2009. Pursuantto § 37.55 of thisrule, States
must submit requestsfor extensionsto the REAL 1D Program Office. Contact
informationis providedin the" For Further Information™ section of thisrule. Requests
for extension must be submitted from the highest level executiveofficial in the State
overseeing the DMV to the REAL ID Program Office.

DHS received numerous comments from Statesarguing that the lack of a
centralized verification system would make it impossible for most, if not al, Statesto
comply with the minimum statutory requirementsby December 31,2009. DHS
recognizesthe difficulty that many States may havein meeting the statutory requirements
under the Act, but emphasizesthat the Department hasa critical responsibilityto ensure

that identificationdocumentsused to board commercial air carriersor access Federa
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buildings are secure documents and adequately prevent persons from circumventing
Federal security and screening requirementsby use of false or fraudulent identification.

In balancing the operational needs of the States against the security
responsibilitiesof DHS and the Federal Government, DHS has decided to allow Statesto
obtain an extension beyond December 31,2009. DHS, however, will only grant a second
extensionto States that demonstrate that they have achieved certain milestonestowards
compliance with the Act and thefinal rule. States unableto demonstratethis progress
will not be ableto receivean additional extension. DHS hasidentified eighteen
milestones, captured in the" Materid Compliance Checklist,” (Appendix A to part 37 of
thisfinal rule), that States must certify they have met in order to obtain an extension of
the compliance deadline beyond December 31,2009. Theeighteen milestonesareall
mandatory requirementsunder the Act; one of the most important ones, however, isthe
State's ability to verify that the applicant islawfully present in the United States. Any
second extension will terminate effectiveMay 11, 2011, at whichtime, as discussed
above, the State must begin issuing fully compliant REAL 1D cards.

B. Phased Enrollment Periods

DHS initially proposed that Statesdetermined by DHS to be in compliance with
the Act and thefinal rule would have until May 11,2013 to replaceall drivers' licenses
and identificationcards with REAL 1D-compliantcards. Under the NPRM, licenses
intended for Federal official purposesissued by Stateson or after May 11,2008 and
determined by DHS to be in compliance with the Act and thisfinal rulewould be REAL
ID-compliant, and the State would have worked to replace existing licenses, through

standard renewal or replacement processes no later than May 11, 2013. Until that
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phased-in enrollment period concluded on May 11, 2013, Federa agencieswould accept
from residents of compliant States both REAL ID-compliant licensesdated on or after
May 11,2008 or standard licensesissued before May 11, 2013. The NPRM also
proposed the same phase-in period for States requesting initial extensionsof the
compliancedate until December 31,2009, i.e., Statesreceiving an extension would till
have until May 11, 2013 to enroll their current drivers.

During the public comment period, a number of Statesand State associations
noted that States obtainingan initial extension of the compliance date until December 31,
2009, would still be required to enroll their existing driver population (estimated to be
approximately 240 million) by May 11, 2013. Thiswould essentially halve the phase-in
period and create an untenable burden and increased costson Stateswho were committed
to complying with the REAL 1D requirements. Several commenters suggested that DHS
consider arisk-based approach that would permit States and DMV s to defer enrollment
of a proportion of the populationthat statistically may present alower risk of obtaining
false or fraudulent identificationto, among other potential purposes, circumvent
Transportation Security Administration (TSA) passenger screening procedures and
requirementsor to access Federa buildingswith afal seidentification.

DHS recognizesthe significant operational impact on State DMVsif all licenses
issued by a State were required to be REAL ID-compliant by May 11,2008, or May 11,
2013; and believesthat an age-based approach isthe best way to balance operational
concerns against security concerns. DHS has considered the best methodology to target
preventive effortsagainst an individual attemptingto fraudulently obtain an identification

document to gain accessto a Federal facility, nuclear facility, or commercial aircraft. In
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the absence of threat reporting about particular individuals, to whichthe DMVs will not
have access, DHS has determined that the most appropriatesubstitutecriteriato apply is
age.

DHS has determined that the most logical option to reduce the significant
operationa burden on Statesisto allow Statesto dividetheir license-bearing population
and re-issue REAL ID-compliant licensesthrough a two-phased enrollment. This
approach would reducethe operational burdens on States, which otherwisewould haveto
reissue licensesto the maority of their license-bearing popul ationswithin two yearsfor
States requiring and obtaining extensionsuntil May 11,2011. DHS also has determined
that a phased enrollment based on age is consistent with the intent of the REAL 1D Act
by focusing thefirst phase of enrollment on the population of personsthat may havea
higher propensity to obtain and use fraudulent identification.

To determinealogica ageto use asa cut-off point for atwo-phased enrollment,
DHS determined, based on comments received and statistical analysisof incident reports
obtained from the TSA, that solely for purposes of establishing an age-based enrollment
for compliancewith the REAL ID Act, thelogical point of divisionwould beto allow
Statesto defer enrollment for personsover the age of fifty. Thestatistical analysis
supporting this determination was conducted by DHS utilizing TSA incident reports
identifying personsarrested or detained for use of fraudulentidentificationat TSA
screening areas during the period from October 1,2004 through July 25,2007. This
analysisroughly indicatesthat persons over the age of fifty were lesslikely to be

involved in TSA-related law enforcement incidentsinvolvingfalse or fraudulent
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identification. More specific informationon the methodology underlying this assessment
is providedin SectionIV.C. below.

Accordingly, DHS, under thisfinal rule, has devel oped a phased enrollment
approachfor States who have certified compliancewith the requirements of the Act and
thisfinal rule, and have been determined by DHS to be in compliance with the Act and
thisrule. Under thisfina rule, once a State certifiescompliance with the REAL ID Act
and thisfina rule, the State may focus enrollment first on issuing REAL 1D-compliant
cardsto individualsborn after December 1, 1964 (thosewho will be lessthan fifty years
of ageas of December 1,2014, the date of full compliance). Statesmay delay thefull
enrollment of personsborn on or before December 1, 1964, for three additional years,
until December 1, 2017.

DHS believesthat this approach balancesthe security objectiveof improving the
reliability of identificationdocuments presented for official purposes, includingthe
boarding of commercial aircraft, with the needs of the Statesto spread out their
compliance costs over a greater period of time and to obtain the necessary legal and
budgetary approval from withintheir Statesto comply with the regulations. DHS also
notesthat States will be ableto reducetheir overall compliance costs based on phased
enrollment approach. Theeconomic analysisis presented in section V. of thisrule.

C. Verificationand Data Exchange Systems Ar chitecture

The REAL ID Act requiresStatesto verify supportingdocuments with the issuing
agency. Becauseour population movesfreely among the States, each State will need the
capability to verify documentsfrom issuing agenciesin all other States. Although the

Act placesthis burden on the States, DHS has worked to consider several technical
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solutions that would provide Stateswith this capability. DHS hasinitiated a verification
systemsdesign project to definethe requirements for the optimal system for REAL ID.
DHS isworking with the American Associationof Motor Vehicle Administrators
(AAMVA), the Department of Transportation(DOT), the Social Security Administration,
the Department of State (DOS), the National Association of Public Health Statisticsand
Information Systems (NAPHSIS), and State representativesto define requirementsfor a
“hub” based network and messaging systemsto support the requirementsof REAL ID.
DHS is assessing the extent to which the current AAMV A network, communications, and
systemsarchitecturecan serve as a platform for deployment of REAL ID data
verification and State-to-Statedata exchanges.

The backbone of this hub would be AAMV Anet, the network system that
AAMVA operatesto facilitate dataverificationfor State DMVs. DOT iscurrently
funding an ongoing project to upgradethe capability of AAMV Anet by buildingin such
security featuresas end-to-end dataencryptionand Federa Information Security
Management Act-based security standards. The DOT-funded project will potentially
expand AAMYV Anet’s capability to provide the capacity to handlethe increased
transaction volume for the required State-to-Statetransactions. Finally, the AAMVAnet
backboneresideson a private network with no connectivity to the Internet. 1t has been,
and will continueto be, a highly securetransportationlayer for all communications
between Statesand agency databases.

With respect to data verification, AAMV Anet aready supports verification of
both social security numbers (SSNs) and birth certificates. These applicationsystems

enable Statesto query the Socia Security On-LineVerification (SSOLV) database
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managed by the Social Security Administration(SSA) and the Electronic Verification of
Vital Events(EVVE) system owned and operated by NAPHSIS. While 47 States
currently verify SSNs through AAMVAnet, verificationof birth certificatesislimited to
those Stateswhose vital eventsrecords are availableonline. In both casesonly State
DMVs can initiate queries; personal datais verified and not exchanged; and no persona
informationis created, modified, or stored as aresult of the transaction. Workingwith
both SSA and NAPHSIS, DHS isidentifying requirementsfor enhancementsto both
applicationsystems.

U.S. Citizenshipand Immigration Services(USCIS) is working to modify the
SAVE system to allow Statesto facilitatetheir ability to meet the verification
requirements under the § 202(c)(3) of REAL ID Act, arequirement that States routinely
utilizethe SAVE system to verify the lawful statusof REAL ID card applicants.
Currently, amajority of States have already entered into Memorandaof Understanding
with USCIS to access and use SAVE, asrequired under section202(c)(3) of the Act.
USCIS isdevelopingastandard user interfaceto meet all State DMV business process
needsfor immigration-rel atedtransactionsand to draft requirementsfor acommon
messaging system that takes advantage of the same AAMV Anet standardsand
infrastructure that support State DMV queriesagainst SSOLV, EVVE, and other Federa
and State databases.

DHS aso isexploring the alternativeof using the Commercia DriversLicensing
Information System (CDLIS) as the baseline platform for supportingthe State-to-State
data exchange requirementsof the REAL 1D Act and regulation. CDLIS currently

supports queriesto every State DMV every timean individual appliesfor adriver's
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licensein any State or the District of Columbia. CDLIS aready meetsthe dataexchange
requirementsof REAL ID for thosedrivers holding commercia drivers licenses.
Moreover, CDLISisasecure, State-governed system that stores the minimum amount of
personal information possibleto facilitate the routing of queriesand responsesbetween
States. DHS isconsidering an effort to define system requirementsfor REAL 1D State-
to-State data exchanges based upon the CDLIS model or platform. This project would
definea systemsarchitecturefor REAL ID State-to-State dataexchangesthat would
leveragethe ongoing CDL IS modernization project led by the DOT. DHS will work
closely with DOT to build upon current and planned systems designsto meet the
requirementsof REAL ID.

D. Marking of Compliant REAL |D Documents

Section 202(d)(11) of the Act allows Statesto issue, in additionto REAL ID-
compliant licenses, identification cards not intended to be accepted by Federal agencies
for official purposes. Under the Act, however, any such card must clearly stateon its
facethat it may not be accepted by any Federa agency for federal identificationor any
other official purpose; and States must use a unique design or color indicator to alert
Federa agenciesand other law enforcement that it may not be accepted for any such
purpose. DHS will leave thetypes of markingand unique coloring to the discretion of
the individual States, subject to DHS approval as part of the Compliance Packageto
ensurethat DHS officials, such as TSA screeners, can adequately distinguish between
REAL ID-compliant cardsand those not intended for official purposes.

Based on an analysisof feedback from severa cornrnenters, DHS, however, has

determined it would bein the best interest of the nation's security for Statesto placea
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security marking on licensesand identificationcardsto allow Federal agenciesto more
readily determinewhich Statesare issuing licensesor identificationcardsthat are REAL
ID-compliant or have been determined to be" materially compliant”(including verifying
that REAL 1D applicantsare lawfully presentin the United States). DHS will work with
States concerning marking compliant licensesand identificationcards that indicate
whether the document wasissued in material compliance of the Act's requirements, or in
full complianceof the Act's requirementsas set forth in Subpart E of thisrule.

E. Prohibition on States|ssuing REAL ID Cardsto PersonsWho Hold a

Driver's Licensein another State

Section202(d)(6) of the Act requiresthat States"'refuse to issueadriver's license
or identificationcard to a person holding adriver's license issued by another State
without confirmationthat the person isterminating or hasterminatedthe driver's
license." Inthe NPRM, DHS maintained that we are not regulating the issuance of
drivers licensesbeyond that required under the REAL ID Act, but encouragethe policy
of "onedriver, onelicense™ Following commentson the rule, however, DHS believesit
is necessary to clarify that the REAL ID Act mandatesthat a State cannot issuea REAL
ID licenseto a person who is holding a licenseissued by another State or to an individual
who aready holdsa REAL ID card. (A person can, however, hold a REAL ID card and
another non-REAL 1D, non-driver's licenseidentification card). DHS, therefore, revised
§ 37.33, moving that provisionto a separatesection (§ 37.29), to clarify and emphasize
that a State cannot issuea REAL ID card without verifying that an applicant does not

hold another REAL D card or adriver's licensefrom another State, or if the applicant
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holds another driver's license, that he or she istaking stepsto terminate that license. See

§ 202(d)(6) of the Act.

F. Western HemisphereTrave Initiative

Section 7209 of the Intelligence Reform and Terrorism Prevention Act of 2004, as
amended', requiresthe Secretary of Homeland Security, in consultationwith the
Secretary of State, to develop and implement a plan to requiretravel ersentering the
United Statesto present a passport, other document, or combinationof documents, that
are' deemed by the Secretary of Homeland Security to be sufficient to denote identity
and citizenship.” ThisDHS and Department of State (DOS) initiativeisreferred to asthe
Western HemisphereTravel Initiative (WHTI). DHS and DOS have issued several
regulations implementing WHTI travel document requirementsat air ports of entry, and
proposing documentsacceptable for cross border travel at land and sea ports-of-entry.

For additional information on the WHTI rulemaking actions, please see 71 FR 68411
(Nov. 24, 2006)(final air rule) and 72 FR 35087 (proposed land and searule).

Aspart of WHTI, the Secretary of Homeland Security has the authority to
designatealternative documentsthat denote identity and citizenshipthat can be used for
crossborder purposesat land and sea ports-of-entry. In determiningwhich documents
should providea convenient, low-cost alternativefor U.S. citizens, particularly those
residing in border states, DHS notesthat State DMVs are well positioned to providean
enhanced driver's license (EDL) to meet thisneed. DHS is coordinating effortsto ensure
that an EDL, devel oped to meet the requirementsof WHTI, will adopt standards that

REAL ID requires, asthey are defined throughthe REAL ID rulemaking process. For an

' Pub. L. 108-458, as amended, 118 Stat. 3638 (Dec. 17,2004).
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EDL to be an acceptable WHTI document for land and sea cross-border travel, it can only
be issued to U.S. citizens, denote such citizenship on the face of the card, must include
technologiesthat facilitate el ectronic verificationand travel at ports-of-entry. DHS will
continueto work closaly with interested statesto develop drivers' licensesthat can meset
both REAL 1D and WHTI requirements.

The requirementsoutlined above constitute substanti ve changes between the
March 2007 proposed rule and thisfinal rule. A more robust discussion of thisfinal rule
and DHS’s responsesto comments are set forth below.
III. SECTION-BY-SECTIONANALYSISOF THE FINAL RULE

Section 37.01 Applicability

DHS added areferenceto § 202(d)(11) of the REAL ID Act to make it clear that
the provisionsof thisrule apply to States who intend to issuedrivers licensesor
identification cardsthat can be accepted by Federa agenciesfor official purposesand
that intend to be determined by DHS to be in compliance with section 202 of the REAL
ID Act.

Section 37.03 Definitions

DHS added a definition of “full compliance' to clarify the relationshipsbetween
full compliance with the requirements of Subparts A through D, and " materia
compliance” with the proceduresin Subpart E that allow a State to filefor and receivean
extension.

DHS refined the definition of " covered employees” in thisfinal ruleto clarify that

employeesrefersto DMV employees.
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DHS added a definition of " duplicate” for drivers' licensesand identification
cardsissued subsequentto the original licenseor card bearing the same informationand
expirationdate asthe original.

DHS has modified the definition of "'full legal name" to bring it closer to existing
name conventionsused by the Social Security Administration, the Department of State,
and other issuersof source documents.

DHS has added the definition of "materia change™ to provideclarity for Statesas
to when an individual may be required to makean in-person visit toa DMV officeto
obtain an updated REAL ID driver's license or identificationcard when certain
information changesfrom the timethey obtained their previousREAL 1D document. For
the purpose of thisfinal rule, achangeof addressof principal residence does not
congtitute a material change.

DHS has added a definition of "'material compliance” asa basisfor establishing
the benchmarksthat DHS will use to evaluate State progress toward meeting the
requirementsof thisrule. Statesin material compliance with Subparts A through D of
thisrulewill be granted a second extension until no later than May 10, 2011 to meet all
the requirementsof thisrule.

DHS maintained the same definitionof " officia purpose™ asthat proposed inthe
NPRM and set forth in the REAL ID Act; to mean ' accessing Federal facilities, boarding
Federally-regulated commercial aircraft, and entering nuclear power plants.”

DHS aso added a definitionfor " personally identifiableinformation™ as it

pertainsto theserulesand the REAL ID Act.
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DHS changed the definition of ** principal residence” from the location where a
person has hisor her true, fixed, and permanent home and intendsto return, to the
location where a person currently residesevenif thislocationistemporary, in
conformance with the residency requirementsof the Stateissuing thedriver's licenseor
identificationcard, if such requirementsexist. DHS made this changein responseto
commentsthat the prior definitionwould unfairly prevent personssuch as military
personnel or studentsresiding temporarily in a State from obtaining adriver's licenseor
identificationcard from that State.

DHS revised the definition of " sexua assault and stalking™ to incorporatethe
meaning of thesetermsgiven by State laws.

DHS broadened the scope of the term** State address confidentiality™ to allow
Statesto cover not only victims of violenceor assault, but also "' other categories of
persons'” that may need to have their addresseskept confidential.

DHS added a comprehensive definition of theterm " verify" to clarify the scope of
applicationintherule. Thedefinitionmakesit clear that verificationincludestwo
interrelated procedures: (1) inspection to seeif the document is genuine and has not been
altered, and (2) checking to see that the identity data on the document isvalid.

Section 37.05 Vadliditv Periodsand Deadlinesfor REAL ID Drivers Licensesand
| dentification Cards.

The proposed languagein § 37.05 required that all cardsissued, reissued, or
renewed after May 11,2008 had to be REAL 1D-compliant by May 11,2013 in order to
be acceptableby Federal agenciesfor official purposes. Asdiscussed in SectionII above
and the responsesto commentsin Section IV below, DHS has determined that the

followingenrollment schedule will apply under thisfinal rule: (1) effective December 1,
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2014, Federal agencieswill be prohibited from accepting State-issued drivers' licensesor
identificationcardsfor official purpose from individualsborn after December 1, 1964,
unlesstheindividual presentsa REAL ID-compliant card from a State that has certified
and that DHS has determined compliancewith the REAL ID Act and thisfinal rule; and
(2) effective December 1,2017, Federal agencieswill be prohibited from accepting for
official purposesfrom any individual (regardlessof age) State-issueddrivers' licensesor
identificationcardsthat are not REAL |D-compliant.

Section 37.11 Avvlicationand Documentsthe Applicant Must Provide.

DHS proposed, in the March NPRM, that States must maintain photographs of
individuals who applied for, but ultimately were denied aREAL ID card by the State, for
up to one year. However, DHS a so proposed that States must maintain photographs of
personsdenied REAL ID cards based on suspected fraud for ten yearsand reflect inthe
State's recordsthat adriver's license or identificationcar was not issued by the State
because of suspicionsof fraud. 1n responseto comments, thisfinal rulewas amended to
provide a uniform photograph retention provision of fiveyearsfor personswho are
denied aREAL ID card, regardlessof the reason that the State deniesissuanceof a
REAL ID card. DHS has also added a provisionrequiring Statesto retainthe photo for
two years after expiration of the card to allow individualsto renew licensesafter they
haveexpired.

The NPRM also proposed to require, under § 37.11(b), that Statesretain with
applicant sourcedocumentsthe required signed declarationthat the information presented
by the applicantistrue and accurate. Thisfinal rule no longer requiresStatesto retain the

required declarationwith the applicant's source documents, the retention of whichis
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mandated under § 202(d)(2) of the Act. Instead, recognizing the operational burdenson
the States, DHS isexercisingits discretion on this matter to require only that the
declaration must be retained by States consi stent with applicable State document
retention requirementsor policies.

Under § 37.11(c), DHS has added a provisionthat would allow DHS to change
thelist of documentsacceptableto establishidentity following publication of ancticein
the Federal Register.

DHS al so has provided Statesa broader | atitude to accept documents other than
documentsissued by a Federa or State-level Court or government agency to establisha
name change. Moreover, where State law or regulation permits, the State may record a
name other than that contained in the identity document on the face of thelicenseor card
aslong as the State maintainscopiesof the documentation presented pursuantto § 37.31,
and maintainsarecord of both the recorded name and the name on the source documents
inamanner to be determined by the State.

The NPRM proposed, under § 37.11(e), that an applicant for aREAL 1D card
must provide documentation establishing a Social Security Number (SSN) or the
applicant's ineligibility for an SSN. Thisfinal rule amendsthat proposed requirement
to allow an applicant, if a Social Security Administrationaccount card is not available, to
present any of the following documents bearing the applicant's SSN: (i) a W-2 form, (ii)
aSSA-1099form, (iii) a non-SSA-1099form, or (iv) a pay stub bearing the applicant's
nameand SSN. A State, however, must verify the SSN pursuant to § 37.13(b)(2) of this

find rule.
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DHS hasamended proposed § 37.11(f) to give States more discretionin the
acceptanceof documentsrequired to demonstratethe applicant's principal address by
removing specific requirementsthat documents used to demonstrate address of principal
residence be issued "'monthly** and "*annudly."

In response to commentsregarding demonstrating the applicant's lawful statusin
the United States, DHS has amended $37.11(g) with regard to which identity documents
may serve as satisfactory evidenceof the applicant's lawful status. Whileall identity
documentslisted in § 37.11(c) must be verified by the State in the manner prescribedin §
37.13, State verification of some of the identity documentsalso provides satisfactory
evidenceof lawful status. Therefore, if the applicant presents one of the documentslisted
under § 37.11 (c)(1)(1)-(viii)(except for (v)), the issuing State's verification of the
applicant's identity in the manner prescribed in § 37.13 will also provide satisfactory
evidenceof lawful status. State verificationof the remaining identity documentslisted in
§ 37.11(c), however, does not provide satisfactory evidence of lawful status and the
applicant must provideadditional documentationof lawful status as determined by
USCIS.

In responseto comments on the exceptions process proposed in § 37.11(h), DHS
has amended thisfinal ruleto allow U.S. citizensto utilizethe processto prove lawful
status. In response to commentsthat it was unrealisticand too costly to require Statesto
provide quarterly reports analyzingthe use of their exceptionsprocess, this proposed
requirement has been replaced with a requirement that States must conduct a review of

the DMV’s use of the exceptions processand submit the report to DHS as part of their
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certificationpackage per § 37.55. Section 37.11(h) has also reduced the information
required to be maintained by the State when the exceptionsprocessis used.

Section 37.13 Document V erification Requirements.

Based on numerous commentsand ongoing State DMV programs, the rule now
includesthe provisionthat the State must make reasonabl e effortsto ensurethat the
person has not been issued identificationdocumentsin multipleor different names.
Identified by several respondersas thetop priority for reducing the number of fraudulent
licenses issued, this requirement has been reformulated and moved from § 37.11 to 37.13.

In response to concernsthat a number of the verificationsystemscontained in the
proposal would not be operational by the verificationdeadlines, thefinal rule gives States
moreflexibility in verifying documentsand identity data.

DHS added language that providesthat nothing in this section precludesa DMV
fromissuing an interimlicense or alicense under § 202(d)(11) of the Act to permit an
individua to resolveany non-match issue, but clarifiesthat such cards cannot be accepted
for official purposes.

Section 37.15 Physical Security Featuresfor the Driver's License or

IdentificationCard.

DHS has del eted the proposed card design standardsin response to comments
which stated that the standards were an undue burden on the States. DHS has added
language that States must conduct a review of their card design and submit a report to
DHS as part of its certification package that indicatesthe ability of the designsto resist
compromise and document fraud attempts.

Section 37.17 Reguirementsfor the surface of thedriver's licenseor
identification card.
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In response to comments that some States allow a name other than the full legal
name on the identity document to be on the surface of the license, this section has been
amended to requirefull legal name as demonstrated on the applicant's identity document,
but an individual may establish hisor her name with other documentation where State
law or regulation permits, as long as the State maintainscopiesof the documentation
presented pursuant to § 37.31 and maintainsa record of both the recorded name and the
full legal name on the identity document in a manner to be determined by the State.

Under § 37.17(d), the uniquelicense or card identificationnumber must only be
uniqueto each license or card holder withinthe State and not unique acrossall the States
and other covered jurisdictions.

With regard to full facial digital photographspursuantto § 37.17(e), DHS has
clarified the discussionto bring it into closer compliancewith DHS, Federal and national
standards. Languagewas added that allows photographsto bein black and white or

color.
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To provide Stateswith greater flexibility in protecting confidential addresses, §
37.17(f) containsnew language that allowsthe display of an alternativeaddresson the
licenseor card, if a State permitsthis, and acceptanceof an administrativeorder issued
by a State or Federal court to show that an individual's addressis entitled to be
suppressed. States may also use an address convention used by the U.S. Postal Service
where a street number and street name have not been assigned.

Further, § 37.17(g) now requiresthat States establish an alternative procedurefor
individualsunableto signtheir names. The requirement to use the Roman al phabet has
been replaced with use of the Latin al phabet which is more common.

In responseto several commentsfrom Statesand AAMVA that REAL ID-
compliant documentsshould be marked or " branded" as REAL | D-compliant, DHS has
added 37.17(n) which requiresthat REAL ID-compliant licensesand identificationcards
bear a DHS-approved security marking in accordancewith thelevel of compliancewith
the Act.

Section 37.19 Machine readable technology on thedriver's licenseor

identificationcard.

This section contai nstechnical conforming changesto reflect the changes made
in § 37.11(c)(2) allowing a name other than thefull legal name to appear on the licenseor
card if a Statelaw permits. State or territory of issuance has been added to the MRZ data
fieldsto accommodate i nstances where a State may not have a residency requirementor
may allow use of an out-of-State addressto receivealicense.

Section 37.21 Temporary or Limited-Term Drivers Licensesand |dentification

Cards.
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In response to comments that the term**temporary'* may cause confusion under
current terminology practiceswith some DMV, this section adds new terminology and
now refersto such licenses/cards as"' limited-termor temporary.” DHS also added
language that providesthat the verificationof lawful statusfor such licenses/cards may
be through SAVE, or " another method approved by DHS."

Section 37.23 Reissued REAL ID Drivers Licensesand ldentificationCards.

In response to comments, § 37.23 now providesthat States may conduct a non-in-
person (i.e., remote) reissuanceof adriver's licenseor card if State procedures permit the
reissuanceto be conducted remotely, except that a State may not remotely reissuea
license or card wherethere has been any material change in informationsince prior
Issuance.

Section 37.25 Renewa of REAL ID Drivers Licensesand IdentificationCards.

Section 37.25(a)(2) adds language that requiresthe Statesto reverify SSN
information to ensurethat the applicant's informationisstill valid. DHS has also added
explicit languagerequiring that the State must verify electronically informationthat it
was not ableto verify at a previousissuanceor renewal, if the systemsor processesexist
to do so.

Section 37.27 Drivers Licenses and IdentificationCards | ssued During the Age-
Based Enrollment Period.

This section has been added to affirm the acceptability of drivers' licensesand
identification cardsissued, reissued, or renewed prior to the end of the age-based
enrollment period. For example, if anindividual is60 yearsof age and their license

naturally expiresin 2009, the State may issuethat individua alicense under that State's
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current practices, and that license will be accepted for official purposes until 2017, after
which timethat individual must present alicense that complieswith this rulefor that card
to be accepted for official purposes. Asof December 1, 2014, individuals born after
December 1, 1964 (that is, under fifty years old on that date) must present aREAL ID
card when they present a State-issued driver's license or identificationfor official
purposes. Asof December 1,2017, all individualspresenting a State-issued driver's
licenseor identificationcard for official purposesmust present aREAL ID card. The
new section reemphasizesthat an individual's driver's licensewill continueto be
accepted for official purposes until the expiration of the individual's applicable
enrollment period.

Section 37.29 Prohibition against holding morethan one REAL ID card or more

than onedriver's license.

In responseto numerous commentsto clarify the' one driver one license™ concept
inthe REAL ID rules, DHS has created a stand-alone section, § 37.29, that specifically
statesthat an individual may hold only one REAL 1D card, whether itisaREAL 1D
identificationcard or aREAL ID driver's license. Inaddition, prior to issuing a REAL
ID driver's license, a State that is complying with REAL 1D must check with all other
States to determineif the applicant currently holdsadriver's licenseor REAL 1D
identificationcard in another State, and if so, the receiving State must take measuresto
confirm that the person has terminated or is terminatingthedriver's licenseor REAL 1D
identificationcard issued by the prior State pursuant to State law, regulation or
procedure.

Section 37.31 Source document retention
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DHS has added language to § 37.31 to reiterate the requirement that States must
protect any personally identifiableinformationcollected pursuant to the REAL ID Act as
described in the Security Plan (§ 37.41).

In responseto comments, DHS del eted the following requirementsfrom this
section:

e that States must replace black and whiteimagers with color imagersby
December 31, 2011;

e that States using digital imaging to retain source documents must use the
AAMVA Digital Exchange Program or astandard that has interoperabilitywith
the AAMVA standard,

o that all imagesmust be linked to the applicant through the applicant's unique
identifier assigned by the DMV, the amended requirement now statesthat all
images must be retrievableby the DMV if properly requested by law
enforcement.

DHS has also added a provision that allows Statesto record informationfrom birth
certificatesin lieu of retainingan imageor copy if State law permitsand if requested by
the applicant. Thiswill protect medical and other persona information not relevant to
REAL ID.

Section 37.33 DMV Databases

DHS changedthetitle of this sectionfrom " Database connectivity with other
States” to “DMV Databases.” This section has also been amended to requirethat the

DMV database allow capture of thefull legal name and any other name recorded under §

37.11(c)(2) without truncation.
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Section 37.41 Security Plan.

DHS amended this sectionto clarify that each State submit a single security plan
to addressDMV facilitiesinvolved in the enrolIment, i ssuance, manufacturing and
production of drivers' licensesand identificationcards, rather than al State DMV
driver's license/identification facilitiesas stated in the NPRM. Thischangeisin response
to commentsthat it does not enhance overall security to require every DMV office
(which could be interpreted to include administrativeoffices) to submit a security plan
and individual risk assessments.

Furthermore, in response to commentsasking for clarification, § 37.41(b)(iii) now
providesthat the release and use of personal informationmust, at a minimum, be
consistent with the Driver's Privacy Protection Act, 18 U.S.C. § 2721 et seq.

This section of thefinal rule now indicatesthat the fraudulent document training
requirement would be satisfied by a fraudulent document training program approved by
AAMVA. DHS has also deleted the requirementsthat the security plan contain
proceduresto revoke and confiscate drivers' licensesor identificationcards fraudulently
issued in another State, in response to commentsthat States have no authority to carry out
such a requirement.

A new section has been added to § 37.41 to state that the Security Planscontain
Sensitive Security Informationand must be handled and protected in accordance with 49
CFR Part 1520.

Section 37.43 Physical security of DMV productionfacilities

Thissection is unchanged.

Section 37.45 Backeround Checks for Covered Employees
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Section 37.45(d) has been amended to recognize background checksthat are
similar to those required under § 37.45 and that were conducted on or after May 11,
2006, and that the DMV does not have to check referencesfrom prior employersfor
individual sthat have been working with the DMV for at least two consecutiveyears prior
to the Act taking effect. (The Act becomes effectiveon May 11,2008). ThereforeDMVs
would not haveto seek referencesfrom prior employers of employeeswho have been
with the DMV consecutivelyfrom May 11,2006 to May 11,2008. Thefinal rule
clarifiesthat the waiver provisionin § 37.45(b)(1)(v) allowsawaiver of requirementsfor
the determinationof arrest statusand includescircumstances where the individual has
been arrested, but no final dispositionon the matter has been reached.

In response to comments, DHS del eted the requirement that States must conduct a
financial history check as part of the background check of covered employees.

Section 37.45 now requiresthat the State confirm the employment eligibility of
the covered employeg, rather than lawful statusthrough SAVE, and recommendsthat the
State participatein the USCIS E-Verify program (or any successor program) for
employment eligibility verification.

Section 37.51 Compliance — General Requirements

DHS has modified this sectionin response to many comments. DHS recognizes
that Stateswill be unableto meet theall the requirementsof thisrule beginning on
January 1,2010, the day after the terminationof the extension period proposed by DHS
inthe NPRM. For example, requirementsfor State verification of sourcedocuments
depend upon the deployment of electronic systemsthat have not yet been devel oped.

Therefore, DHS proposesthat States meeting key benchmarksfor progress toward

Biometric Bits 2008-01-11



compliancewith the REAL ID Act be granted an additional extension until no later than
May 10,2011 to meet all the requirementsof Subparts A through D. Statesseeking a
second extension would submit a Material Compliance Checklist to DHS no later than
October 11,2009, documentingtheir progress in meeting the benchmark requirements.
States meeting these benchmarkswould also be ableto issue drivers' licensesand
identificationcards bearing security markingsindicating that the licensewasissued in
conformity with REAL ID standards.

Section 37.55 State CertificationDocumentation

Thetitle of the section was amended to reflect the changesto the certification
processdiscussed above. The required contentsof the State certification have been
amendedinthe final ruleto deletethe requirement for a copy of all statutes, regulations,
and administrativeproceduresand practicesrelated to the State's implementation
program. DHS has amended the requirement that a State's governor certify compliance
to read that a State's highest level official with oversight responsibility over the DMV
certify compliance. Inaddition, the frequency of certification reporting has been
modified to be similar to the three-year intervalsrequired by several Department of
Transportation programs. Thus, in accordance, 937.57 "' Annual State Certifications” has
been removed.

Section 37.59 DHS Reviews of State Compliance

DHS has rephrased the informationrequirement in the section to require any
reasonabl e information pertinent to determining compliance with this part as requested by
DHS. Also, DHS must now providewritten noticeto the Statein advanceof an

inspection visit. Thefinal rule providesthat, in the event of a DHS preliminary
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determinationthat the State has not submitted a completecertificationor that the State
does not meet one or more of the minimum standardsfor complianceunder this part,
DHS will inform the State of the preliminary determinationwithin forty-five days.
Finally, this section now includes DHS procedures for reviewing a Material Compliance
Checklist as part of the procedure for granting States an additional extension until no later
than May 10,2011.

Section 37.61 Resultsof compliance determination.

Thefinal rule now statesthat DHS will determinethat a Stateisnot in compliance
when it failsto submit the certificationas prescribedor to request an extensionas
prescribed in the subpart.

Section 37.63 Extension of Deadline

The NPRM was not clear on the timing of submissionsfor requestsfor extension.
Although proposed regulatory text stated that requestsfor extension must be submitted no
later than October 1,2007; the preamble requested submission of compliance plansand
strongly encouraged "' States to communicate their intent to certify compliance or request
an extension by October 1,2007." We clarify the deadlinefor submission of requestsfor
extensionin thefinal rule, providing that requestsfor extension must be submitted to

DHS'no later than [INSERT DATE 60 DAYSAFTER DATE OF PUBLICATION IN

THE FEDERAL REGISTER.." DHSwill notify a State of its acceptance of the

extensionwithin forty-five days of receipt.
This section now includesthe procedure for requesting an additional extension
until no later than May 10,2011. Statesseekingan additional extension shall submit a

Material Compliance Checklist to DHS no later than October 11,2009, documenting the
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State's progressin meeting certain benchmarks. States meeting the benchmarksincluded
in thischecklist will be granted a second extension until no later than May 10,2011.

Section 37.65 Effect of Failureto Comply with this Part

DHS amended thissection to providethat REAL ID drivers licensesand
identification cardsissued by the State during the term of any extension will continueto
be acceptablefor officia purposes until the card expires.

Section 37.67 Non-REAL ID drivers licenses and identificationcards

Thissection was renumbered to § 37.71, consistent with the structureof the Part.
The section was a so renamed to "' Drivers licensesand identification cards issued under
§ 202(d)(11) of the REAL ID Act" to further clarify that DHS interpretsthis section of
the Act to apply only to Statesthat certify and DHS determines are compliant with the
REAL ID Act, as defined by these regulations, and that chooseto also issue drivers
licensesand identification cards under the Act that are otherwise not acceptable by
Federal agenciesfor officia purposes.
III.  Discussion of Comments

During the sixty-day comment period, DHS received over 21,000 commentson
the NPRM. DHS recelved numerous requeststo extend the comment period past the
sixty days provided inthe NPRM. DHS has carefully considered the comments and
determined not to extend the comment period for the NPRM. As discussed above, under
the REAL ID Act, Federal agencieswill be prohibited from acceptingdrivers licensesor
other State-issuedidentificationcardsfrom Statesthat are not in compliancewith the
requirements of the Act by May 11,2008, lessthan one year away. Given the complexity

of the Act's requirementsand these implementing regulations, extending the comment
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period beyond sixty dayswould serveonly to delay issuanceof thisfina ruleand deprive
States of the information necessary for their DM Vs to begin preparationsand adjust their
operations consistent with the requirementsof thisfinal ruleand the Act. Further, in
additionto the 60-day comment period, DHS provided several opportunitiesfor
additional public participationthrough such eventsas the May 1,2007 public meetingin
Davis, California(with participational so availableviawebcast); and meetingswith
stakeholders. We determined that the 60-day comment period and additional DHS
outreach during the comment period provided adequate timefor the public to consider
and provide meaningful comment on the NPRM.

We al so received several comments that were filed well past May 8,2007, the
close of the comment period. Asdiscussed above, given the upcoming May 11,2008,
compliance deadline and the adequacy of the sixty-day comment period and public
outreach, DHS has not accepted or considered commentsthat werefiled after the May 8,
2007 close of the comment period. Because DHS did not extend the comment period,
allowing some commentersto file late - or to provide late filed supplementsto their
comments— would disadvantagethose commenterswho did not file late and would also
have preferred additional timeto file comments or amend the commentsthat were filed
within the deadline. Commentsthat weretimely filed, but not processed immediately by
DHS due to technical errors by the submitter or DHS, are not consideredto have been
filed late and were consideredin the development of thisfinal rule.

A. General Commentson the Proposed Regulation

1. General Commentsin Support of the Proposed Regulation
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Comments. Several commenters expressed general support for the proposed
rule. Commenterswrote that the REAL 1D program will provide a measurableand
positive impact on a wide range of security matters, and that the cost estimates, methods
of implementation, and the projected time frameswere reasonable. One commenter
wrotethat REAL ID correctly specified a set of performance standardsrather than listing
static prescriptivestandards, and that enhanced document security isessential to combat
terrorists, can help improve transportationsafety, and can combat identity theft or other
criminal acts.

Response: DHS agreeswith these commenters, and believes that Statesthat fully
implement these ruleswill improve national security by improving the security and
reliability of a key document carried by many Americans. Boththe REAL ID Act and
the REAL 1D regulationsfocuson improvingthe reliability of State-issued drivers
licenses and identificationcards and decreasing the likelihood that an individual can
fraudulently obtain an identity document or alter alegitimate identity document to create
afalseidentity. Theavailability of better and more reliable security documents means
that government and law enforcement officials have a greater opportunity to prevent
terroristsand other unauthorized persons from gaining accessto commercial airplanes
and Federd facilities.

2. Genera Commentsin Oppositionto the Proposed Regulation

Comment: Many commenters expressed general oppositionto the REAL ID
program. General commentsincluded thefollowing: DHS misinterpreted the REAL 1D
Act, the proposed ruleisincompleteand problematic, adequate studies have not been

conducted to determinethat the program will work, the rul€'s requirements will lead to
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degradationin the level of State DMV customer service, the rule would harm citizens
privacy, and the rule requiresadditional Federal funding. Many commenterswrote that
therulefailsto provide appropriatesecurity, utility, or privacy and one commenter said
the rule"isinadequateto meet the intent of the REAL ID Act and the needs of the states
and citizensof the U.S.” Another commenter wrote that DHS " could have done a better
job of creating a regulatory framework that does not increase the risk of identity theft nor
enable widespread governmental and commercid tracking of U.S. residents.” Several
commentersrequestedthat DHS provide arevised NPRM reflecting commentsand that
DHS accept at least asecond round of comments beforeissuingafinal rule. Other
commenters asked that public advocacy groups and other stakehol dersbe consulted to
ensurethe final rule properly considerscitizenrightsand interests. Several commenters,
including States, wrote that a secure identity credential could increasefraud, identity
theft, and other formsof misuse, including the ability to access confidential information,
and that many security leaks would occur. Two commenterssaid the Federal government
has an existing program, the passport program, that does everything the REAL ID is
supposed to accomplish, and that it makes senseto expand the passport program rather
than revamping State driver's license requirements. Other commenters wrote that an
improved system of Social Security number verificationisamore efficient, lessintrusive
systemfor work statusverificationand driver's licensedigibility.

Response: DHS appreciatesthe many comments received; however, DHS
respectfully disagrees with the commentsgenerally opposing the REAL 1D program.
DHS bdlievesthat both DMV s and the American public will welcome having a more

secureand reliableform of identification, and that DMV swill take the necessary stepsto
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ensurethat their customer service effortsare not degraded as aresult of the regulations.
DHS strongly disagrees with the proposition that the ruleswill lead to an increasein
identity theft, harm privacy, or enable the government to track individualsin their daily
lives. To the contrary, the rules create an environment where it isfar lesslikely that an
individua can fraudulently obtain a State-issued identity document using another
person's identity and identity documents and minimizesthe possibility that one
individual can obtain identification documentsin multiple namesand identities. The
privacy interestsof driver's licenseand identification card applicantsare strengthened,
rather than weakened, since thisrulerequiresall Statesto protect the personaly
identifiableinformation that DM Vs collect from applicants. Establishing minimum
standardsfor Statesto issue more securelicensesdoes not confer any ability on the
government to monitor or track anyone, although it does improve the ability of the
government and private sector partiesto rely on the identity document an individual
presents.

DHS does not believethat additional roundsof commentson the requirements
proposed in the NPRM are necessary beforeissuing thisrule. Some 21,000 comments
werefiled in the docket covering thefull range of issues. In addition, DHS hosted atown
hall meetingin Californiato hear directly from the public and reconstituted the groups
that participated in the 2005 Department of Transportation-lednegotiated rulemaking
committeein order to gather input and comments directly from those groups.

DHS does not agree that a passport issued by the Department of Statefulfillsthe
samefunction as a State-issued driver's license. Individualswho have no intention of

leaving the United Statesdo not need to obtain a passport in order to enter another
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country or reenter the United States. Any of these sameindividuals who desireto drive
would need to obtainadriver's license.

DHS also disagreeswith the comment that a social security number (SSN) isan
adequate substitutefor the statutory requirement that an individual have lawful statusin
the United States. Mere possession of a SSN cannot replace the statutory requirement
that States verify an individua's lawful statusin the United States. Thereareindividuas
who are no longer lawfully present in the United Stateswho have SSNGs.

3. Cost Considerations

Comment: Numerous commenters questioned the anticipated costs of the REAL
ID requirements. Specifically, commenterswrote that the costs of the REAL ID program
would be"huge" "' exorbitant,” " significant,” or "'excessve." Some Stateswrote that
estimated costsfor implementing REAL ID were equal to or substantially exceeded their
current operating budgetsfor motor vehiclelicensing. One State estimated its costsfor
verificationand re-verification will be over $100 millionin thefirst year; another State
estimated its costswould be $19.5 millionfor initial expensesand $9 million ayear for
ongoing expenses. Another commenter suggested that the burden would be particularly
heavy on small States, which would be overwhelmed by the volume of queriesthey
would receiveeach day from Stateswith large popul ationsand which would not have
fundsto improvetheir systemsto handlethe query volume. Commentersidentified
several featuresof REAL ID implementation that they believed would be the most costly,
including verification requirements; the requirementsfor issuing driver's license and

identificationcard renewals; background checksfor State personnel issuing cards; the
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need to upgrade computer systems; hiring additional staff; and renegotiationof existing
contracts.

Response: DHS has examined both the budgetary impacts and economicimpacts
of the proposed rule and understandsthe significanceof these costsfor States. DHS has
also reviewed various optionsthat would reduce the disproportionate burden upon small
states but have not found a feasible alternative that would provide the same benefits but
at alower cost.

DHS hasalso reviewed many of the high-cost optionsof the proposed rule and
has significantly reduced both the infrastructurecosts and the costs of reenrollmentfor
States. Asstated in other parts of thisdocument, DHS agrees with an age-based
approach and concludesthat thereis ahigher risk of individuals under age fifty obtaining
fraudulentidentificationthan thereis for those over thisage limit.

Comment: Commenterswrote that DHS had overestimated the benefits of
REAL ID and that the potential benefitsdid not justify the high cost of implementation.
One commenter stated that cost estimatesare low given that DHS has'*no clear ideaof
how to implement the REAL 1D Act's dictatesand has made some unrealistic
calculations.”

Response: DHS understandsthat the benefitsof the proposed ruleon REAL 1D
aredifficult to quantify and that there are some imperfectionsin the methodol ogy.
Commentersstated that DHS has overestimated the benefitswhen in fact it developed a
"break-even analysis." DHS estimated that if the requirementsof the proposed rule

lowered by 0.061% per year the annual probability of aterrorist attack that caused both
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immediate and longer run impactsthen the quantified benefitsof the REAL D regulation
would be positive.

This" bresk-even' analysiswas based on the rule having an impact on the annua
probability of the U.S. experiencing 911 type attacksin the ten yearsfollowingthe
issuance of the rule. DHS believesthat the probability and consequences of a successful
terrorist attack cannot be determined for the purposesof thisanalysis. However, it was
not necessary to assumethat therewas (or is) a probability of being attacked in any
particular year. Instead, the analysisexamined the reduction in the probability of an
attack so that the expected cost of REAL ID equal ed the expected value of the benefits.
Sinceit isextremely difficult to predict the probability and consequences of a
hypotheticd terrorist attack, DHS asked what impact would the proposed and final rule
have to have on the annual probability of experiencinga 9111 type of attack in order for
thefinal ruleto have positive quantified net benefits. The analysisdoes not assume that
the United States will necessarily experiencethistype of attack, but rather is attempting
to provide the best availableinformation to the public on the impacts of thisrule.

Comment: Many commenterswrotethat the cost of REAL 1D would be borne
initialy by the States, and then passed on to those States' citizensin the form of higher
feesfor drivers licenses, higher taxes, or reduced services. Commenterswrote that
higher fees would be paid by personswho need drivers' licensesbut who do not fly, enter
Federa buildings, or go into nuclear facilities. Another commenter wrote that citizens
would incur large costs to acquirethe source documentsneeded to obtain REAL ID
cards. One commenter wrote that the costs of REAL D would drain resourcesfrom

other vital public services. One commenter wrote lost income would be borne by
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commercia driversand motor carriers domiciled in non-compliant States, and that the
coststo commercial driversto obtain new REAL ID commercid driverslicensesmay
result in reduced trucking servicesto Federa facilities. One commenter wrotethat the
DHS cost estimateof $7.88 billion over ten years would amount to a cost of $96.25 per
REAL ID holder.

Response: DHS acknowledgesthe concernsof theindividuals who commented
that this rule will impose significant costsand believesthat alarge portion of the costs
will be passed on from the Statesto the States REAL ID applicantsin the form of higher
feesfor drivers licenses. But each citizenin the United States, whether he or she hasa
driver's licenseor not will be receiving security benefits as a result of this rulemaking.
For example, the 9/11 Commission believesthat acceptable forms of identificationwill
help ensurethat peopleare properly identified. The Commission's report, which
informed the basisfor the REAL ID Act of 2005 said that: "' At many entry pointsto
vulnerablefacilities, including gates for boarding aircraft, sources of identificationarethe
last opportunity to ensure that people are who they say they are and to check whether
they areterrorists.”

DHS agreesthat some applicantsmight incur added coststo acquire the source
documentsneeded to obtain REAL 1D cards but, overall, DHS has attempted to minimize
the potential added costs while remaining true to the intent of the Act. Peopleare being
provided ampletime to acquireany source documentsthat they might not have so the
potential added costs will be lessened should they take advantage of thisflexibility.

Consequently, the added costs are expected to be small.
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With regardsto commercial driversand motor carriersdomiciled in non-
compliant States, the commenter did not provide any useful cost datathat could be
included in the regulatory analysis. Thiswas probably dueto thefact that it isimpossible
to estimateat thistime how many states would chooseto not participate.

Comment: Severa Stateswrotethat the costs of REAL ID would divert money
from other homeland security projectswhether or not the States diverted a portion of the
Homeland Security Grant Program funding, as DHS would allow them to do. Statesthat
raised the possibility of diverting twenty percent of their Homeland Security Grant funds
wrote that a diversion would be impossible immediately as funds were aready committed
to other uses. One commenter called the use of DHS grantsfor REAL 1D "at best,
window dressing," and another commenter called it "an empty hole."” An additional
commenter identified training and equipment for rescue and first responder personnel as
areaslikely to suffer reduced funding. One commenter wrotethat if REAL ID security
measures ultimately have no effect, those spent dollarswould have been spent more
effectively in maintainingand strengthening proven security measures.

Response: DHS believes that some commentersmay have misunderstood DHS’s
announcement about the use of State Homeland Security Grant Program (SHSGP) funds
for REAL ID purposes. DHSdid not suggest that SHSGP fundswould replace
appropriated moniesfrom Congress to hel p the Statesimplement the rulesand comply
with the REAL ID Act. DHS and the Administration are continuingto work with
Congresson the availability of additional funding to the Statesfor these purposes.

All homeland security funding decisionsrequiretrade-offsamong various

competing prioritiesgiven the availablefunding. The9/11 Commission Report noted
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that fraudul ently-obtai nedidentificationis equivalent to a weapon in the hands of a
terrorist.

4. Unfunded Mandate Reform Act

Comment: Numerous commenterswrotethat REAL ID isan unfunded mandate.
The American Associationof Motor Vehicle Administrators(AAMVA) wrote that past
and proposed Federal budget submissions had fallen far short of securing necessary
fundingfor both the Federal government and the Statesto implement REAL ID. More
than twenty-seven States called for Federal funding of the REAL ID program. Two
States suggested that Federal fundingfor REAL ID not bein theform of grantsfor which
a State would have to submit applications, but rather be either a block grant or set-aside
match for Statefunds. AAMVA wrote that because eighty percent of a SHSGP funding
must be passed along to local governments, in fact a much smaller percentageof
available DHS funding will be availableto each Statefor REAL 1D implementation.

Response: Asdiscussed elsewherein this preamble, DHS is adopting a more
flexibleapproachfor Statesto implement the requirementsof REAL 1D, includinga
second extension period and age-based enrollment. Thisapproachwill permit Statesto
spread out implementationcosts over a greater period of time. Congress has appropriated
$40,000,000 in grant funding to the States. These grantswill be made availableto the
Statesthrough both categorical and competitivegrants. In addition, States may utilizeup
to 20% of their SHSGP funding. Thiscombinationof funding, flexibility and phasing
providestherelief that States and other commentersare seeking.

5. Privacy Concerns
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Comments. Severa Statesand many other commenters expressed concerns
about threatsto the privacy of State residents who apply for REAL ID cards oncethe
requirements are implemented. Commenters also expressed concern for the privacy of
DMV employees who would be subject to background screening. Some commenters
wrote that any privacy requirementsmust adhere to those of the Driver Privacy
Protection Act and applicable Statelaws. Other commenters urged DHS to encourage
Statesto meet agreed-upon privacy and security requirements. Another commenter asked
that privacy and acceptable use policiesaddress State DMV informationsystems,
equipment, employees, and contractors. One commenter wrote that the regulationsomit
crucia privacy and security protectionsto the point that the proposed rule conflictswith
Federa privacy and security principles. Several commenterswere concerned about
privacy protection for immigrants, ethnic minorities, and otherswho might be
discriminated against based on use of the REAL ID.

Response: DHS understands that commentershave many concernsthat
implementation of the REAL ID Act may impact the privacy of driver's licenseand
identificationcard holdersand their personally identifiableinformation. DHS recognizes,
however, the importance of privacy protectionand has sought to addressprivacy ina
comprehensivemanner. First, thefinal rule requiresa minimum of informationto be
collected by the Statesto verify identity for issuanceof alicense or identificationcard
and a minimum of informationto be printed on the card and in the machine readable
Zone.

Second, thefinal rule requiresthe Statesto file, as part of the certification

process, a security plan that explainshow the State will protect the personally identifiable
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information collected, stored, and maintained in DMV records or informationsystems
including a privacy policy.

In addition to this rulemaking, DHS intendsto issue a set of Privacy and Security
Best Practicesthat are built on the Fair Information Principles and Federal Information
Security Management Act (FISMA) standardsto help guide the Statesin protecting the
information collected, stored, and maintained pursuant to the REAL ID Act.

DHS plansto include thefollowing elementsin its Privacy and Security Best
Practices. issuing a clear and understandable privacy policy to each card holder;
providing individual accessand correctionrightsfor card holders; specifying the purpose
for collecting personally identifiableinformation in the privacy policy and limitation of
the useto those purposes; limiting the information collected for those purposes; limiting
disclosure of the information except to agovernmental agency engaged in the
performance of official responsibilitiespertaining to law enforcement, the verification of
personal identity, or highway and motor vehiclesafety, or athird party as authorized
under the Driver's Privacy Protection Act; requiring data quality standardsand security
safeguardsto protect against |0ss or unauthorized access, destruction, misuse,
modification, or disclosure; performing a Privacy Impact Assessment (PIA) to identify
and analyze how personally identifiable informationrelated to implementation of the
REAL ID Actiscollected, used, maintained, and protected; and establishing
accountability for compliancewith the State's privacy and security policiesto ensurethat
these best practicesare fully implemented.

Finally, DHS recognizesthat Stateswill also be guided by their own privacy laws,

which may providegreater protectionsand are not preempted by the REAL 1D Act.
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6. Concernswiththe REAL ID Act Itself

Comments. Many commenterswrote that the REAL ID Act has deficienciesthat
the regulatory process cannot cure. One State asked DHS to work with Statesto identify
problemati c statutory componentsand to seek Congressional amendmentsto facilitatea
"rational and funded approachfor implementation.” Some commenterswrotethat the
rule setsno clear minimum standardsfor Statesto follow. A commenter wrote that there
were no hearingsor Senatefloor debate on the REAL 1D Act; another commenter wrote
that DHS held only one town hall meeting before the comment period ended. One
commenter asserted that the development processdid not recognizeitstribal entitlement
to meaningful consultationregarding the REAL ID regulations.

Response: DHS was charged to issue regul ationsto implement the law that
Congressenacted. DHS held extensive consultationswith the Statesduring the
development of the NPRM and during the public comment period, and the Town Hall
meeting held in Californiaduring the comment period was published in the Federal
Register and available viathe web to a national audience. Over 21,000 commentswere
filed inthe docket. Whileadditional individualsmay have preferred to expresstheir
commentsoraly at town hal meetings, DHS believesthat the scope and breadth of the
commentsfiled adequately informed DHS on the issuesof concern to the commenters.
DHS does not believethat the tribal consultation obligationsrequired by Executive Order
13175 weretriggered in thisrulemaking, asthisfinal rule will not have a substantial
direct effect on one or more Indian tribesand will not impose substantial direct
compliancecostson Indian tribal governments. Further, tribal governmentswill not be

substantially affected astribal membersare licensed through State agencies.
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7. DHS Acting Outsidethe Scope of Its Authority

Comment: Several commenterswrote that DHS is acting outside the scope of its
authority, and cited several examples, including requiring Statesto conduct various
document verifications, requiring States to implement motor vehicle facility security
plans, and requiring Statesto revokelicensescollected by other States. Two States
commented that requiring background checksfor employeesother than those engagedin
manufacturing REAL 1D cards was outside the scope of authority and interfereswith
employee collectively bargained rights. Several commenterswrote that the REAL 1D
Act constitutesa delegation of licensing authority to DHS. Another commenter wrote
that Congressonly intended to excludeillegal aliensfrom eligibility to obtaina REAL
ID.

Response: TheREAL ID Act providesthe Secretary of Homeland Security with
authority to issue regulationsnecessary to implement the requirementsof the Act. DHS
understandsthat there is a balance between Executivediscretion in interpretingthe REAL
ID Act through regulation, while al so respecting the State's autonomy to governan
inherently State function — thedriver's licenseissuance process. DHS has attempted to
preserve State autonomy wherever possible, while remaining consistent with the Act, and
believesthese regulationsrepresent alogical interpretation of the Act and Congressional
intent.

8. Constitutional Concerns

Comment: Several commenterswrotethat requiringa REAL D for accessto
Federa courtsmay raise Constitutional issuesfor litigants, jurors, attorneys, witnesses,

media, and the public. Another commenter wrotethat requiring REAL 1D for accessing
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Federa portswill have consequencesfor intrastate licenseesattemptingto conduct
business.

Response: DHS doesnot believethat the REAL ID Act or theimplementing
regulationswill impede the public's Congtitutional rights. Once REAL ID isin effect, an
individual presentingadriver's licenseto accessa Federa courthousemust usea REAL
ID driver's licenseto do so. However, that individual may present other documents, or
may not be required to present identificationat all, depending on the courthouse's pre-
existing identification policies.

Comment: Severa commenterswrote that the REAL 1D ruleswould
impermissibly commandeer and coerce State governmentsin serviceof a Federal
objectiveand would prohibit Congressfrom exercising its Commerce Clause powers.
One commenter wrotethat courts have long recognizedthat licensing of driversisa
traditional State police, health, and safety function, and under the Tenth Amendment,
such State authority generally is not subject to encroachment by the Federal government.

Response: DHS recognizesboth theimportant national interest in secureidentity
documentsand the Federalism implicationsof the policieswhich underpin thisrule.
Accordingly, DHS has welcomed and encouraged State participationin this processand,
where possible, drafted these rulesin such away asto maximize State discretion. Where
the exigencies of national security and the need to prevent identity fraud have militated in
favor of auniform national standard (e.g., baseline security featureson identity cardsand
background check requirements), DHS has, as reflected above, consulted with Statesin

order to ensure that the uniform standards prescribed could be attained by the States and
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would reflect the accumulated security experience of State motor vehicles
administrations.

Comment: Some commenterswrote that the REAL ID Act and regulations
violatethe Congtitutional right to travel freely from one State to another by denying
citizensin non-compliant Statesthe right to board any plane, interstate bus, or Amtrak
train. Other commenterswrotethat governmentinitiativesconditioningthe ability to
travel upon the' surrender of privacy rights” require particular scrutiny. One commenter
wrote that the Situationisacutefor residentsof Hawaii or Alaskawho often have no
choicebut to travel via Federally-regulated modes of travel.

Response: DHS does not agree that the REAL 1D Act will hinder individuals
rightsto interstatetravel. The REAL ID Act statesthat a Federal agency may not accept
State drivers' licensesor identificationcardsfor official purposesunlessa Stateis
meeting the requirementsof the Act. At thistime, the definitionof " official purposes”
includes boarding Federally-regulated commercial aircraft; no other form of
transportationisincluded. Moreover, travelerswill be able to use identification other
than aREAL ID driver's licenseto board an aircraft. While Federally-regul ated
commercia aircraft are amode of transportation, the Act only prohibit Federal agencies
from acceptinganon-REAL ID license or card where a State-issued driver's licenseis
presented by theindividua. Whereindividualsare allowed to board aircraft or enter
Federd facilities with documents other than a State-issueddriver's license or
identification (such as a passport or military identificationcard), neither the Act nor these
rules change those processesand procedures. Further, an individual with a State-issued

non-compliant driver's license or identificationcard may travel interstateor intrastatein a
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commercia motor carrier, Amtrak train, ship, individual automobile, or any other mode
of transport aside from Federally-regulated commercial aircraft. Thesetransportation
optionsillustrate that individuals' rightsto travel are not substantially impeded.

Comment: Several commentersand States expressed concernwith a State's lack
of authority to request or demand that other jurisdictionscorrect erroneous records about
individualsand that thereis no easily availableprocessfor resolving errors. A number of
commenterswrote that the lack of aprocessfor correctingerrorsinthe REAL 1D Act
violatesboth procedural and substantivedue processunder the Fifth and Fourteenth
Amendments. One commenter expressed concern with the requirementsthat licensing
authoritiesmaintainfor ten yearsthe name and photograph of individualsdenied licenses
because of suspicion of attempting to obtain a fraudulent license.

Response: DHS recognizes that the provision of redressis an important el ement
of any credentialing program. Applicants need a process by which they can accesstheir
records, correct errors, and obtain due processif denied acard. Statesaready provide
such aredress processfor driver's license applicants. Generally, State DM Vs direct
applicantsto the appropriate Federal agency, SSA, to resolve SSN verificationissues or
to USCIS to resolveimmigration status verificationissues. SSA and USCIS have redress
programsin placeto assist individuals whose records are incompleteor inaccurate. State-
to-Staterecord checks are also done routinely, and when an applicant needsto access his
or her out-of-State DMV record, the applicant must make the request directly to the State
DMV. DHSwill work with the Statesto inform the public of their ability to access and
correct DMV records as well as records held in the various Federal data verification

systems used to implement thisrule.
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Theten-year retention period proposed in the NPRM for the photograph and
identity of individualsdenied a license has been reduced in thefinal ruleto fiveyears.
Thislimited retention is necessary to enable State DMV sto reduce the incidence of
individuals who shop among DMV s until one issuesalicense.

Comment: Three commenterswrote that thereis no due processin instructing
DMVsto refer an applicant to the local USCIS office when thereisa non-match through
SAVE. There may be no local USCIS office, and a non-citizen has no straightforward
route to review and correct their records and USCIS lacksjurisdiction to correct errors
made by different immigrationagencies. One commenter wrotethat only through the
FOIA process can an immigrant gain accessto hisor her immigration records, and that
tens of thousandsof FOIA requestsare currently pending.

Response: DHS disagreesthat there isalack of effective due processor redress
when thereis a non-match through SAVE. An individual who believesthat information
about him or her in SAVE isinaccurate, can schedul e an appointment online with USCIS
at www.uscis.gov and be assigned an appointment at the appropriate USCIS office based
ontheindividual's residentia zip code. These appointmentsafford an opportunity to
meet with an Immigration Officer face-to-faceto resolve any non-asylum related issues
relating to a current or pending immigration case. Minimal information, including an
Alien RegistrationNumber or Receipt Number is required to schedule an appointment.

Comment: Several commenterswrote that REAL ID hasthe potentia for
fostering discrimination, particularly against non-citizens. One commenter urged DHSto
ensure REAL ID-compliantcardsare all accepted equally, without " geographic

discrimination.” One commenter wrote that REAL D will cause discriminationagainst

Biometric Bits 2008-01-11



U.S. citizenswho “look™ or "sound" foreign. Thiscommenter wrote that DMV
employees must make subtle judgments about whoisacitizen. Another commenter
wrote that non-citizensand foreign nationalswho arein the United Statesfor work or
study will be singled out and that renewing a document will be difficult because DMV
employees will not understand the complexitiesof immigrationlaw. One commenter
urged DHS to promulgaterules prohibiting discriminatory behavior and creating
penatiesfor DMV staff who discriminateagainst individuals.

Response: DHS believesthat the Stateswill take adequate measuresto prevent
discriminationand is unableto create privaterightsof action for the behavior of DMV
employees. DHS disagreesthat citizenswill be treated differently based on their **looks™
or ""sounds” since all personsseeking to obtain a REAL ID-compliant driver's license or
identificationcard haveto establishtheir identity, date of birth, and lawful statusin the
United States. Furthermore, State DMV already work with immigration documentsand
guestionsof citizenship and immigration status under their applicable State lawsand have
developed increasing familiarity with this subject aready, without evidence of
discriminatory practicesin so doing.

9. REAL 1D Will Not Make the Nation Safer

Comment: Commenters wrotethat terrorist intentions cannot be predicted based
on identificationand that REAL ID will not prevent determined bad actorsfrom using a
compliant REAL ID to gain accessto Federa buildings, nuclear facilities, and aircraft. A
number of commenterswrotethat it is not clear whether REAL 1D will enhance the
nation's security or create new opportunitiesfor those seeking to exploit the nation's

security. Commenters also wrote that centralizationof personal datawould createa
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greater security risk and may raise demand and value of a counterfeit document. Some
commenterswrotethat the proposed regulationswould not have prevented the 9111 terror
attackssince all but one of the hijackers could still have obtained a State driver's license.
One commenter said that REAL ID is predicated on aflawed belief that only "' outsders”
intend to harm the United States, yet U.S. citizen"insders" have committed terrorist acts.

Response: The commentersare correct that the REAL 1D rules cannot
completely eliminate the possibility that an individua will commit an act of terrorism
insidethe United States. However, by improving the security and reliability of State-
issued identificationdocuments, the rules substantially increase the ability of the
government and law enforcement to identify with greater accuracy an individual at a
check point or screening opportunity. Furthermore, the rules minimizethe possibility of
an individual possessing multipledocuments, as some of the 911 terroristsdid. The 9111
Commission and Congress have concluded that this ability may prevent or deter future
actsof terrorism.

It isincorrect to assumethat the REAL ID rulescould have had no impact on the
9111 terror attack. Asdescribed in great detail in the 9111 Commission Report, the ability
of theterroriststo easily obtain multiple, legitimate identity documentsfacilitatedtheir
ability to move about the country and to board the ill-fated aircraft with minimal scrutiny.
Under thisfina rule, it will be significantly more difficultfor an individual to useafalse
nameor provide fraudulent documentsto obtain an identificationthat can be used for
purposes of boarding a commercial airplane. Therefore, thefinal rule makesit lesslikely
that aterrorist could circumvent watch-list screening processes and security procedures

(as upgraded or developed post-9111) and board acommercial airplane.
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Further, severa of theterroristsno longer had lawful statusin the United States.
Under the REAL ID Act and thisfina rule, those individual swould now be unableto
obtain REAL ID drivers licensesor would only obtain atemporary driver's license that
clearly indicateson itsface an expiration date tied to the expiration of the holder's status.

10. REAL ID Will Result In Persons Driving Without Licensesand Auto

I nsurance

Comment: Several commenterswrote that REAL ID, and the weeksit can take
to collect documentsneeded to replacelost or stolen licenses, would result inillegal
immigrants driving without alicense and auto insurance, and thiswould present health
and safety risks on the roadways.

Response: DHS does not believethat the implementation of the REAL ID
requirementswill result in persons, particularly illegal aliens, driving without a license
and auto insurance any more than may already be occurring. Most States already require
the collectionand submission of particular documentsin order to replace lost and stolen
licenses.

11. REAL ID Will Place aHeavy Burden on State DMVs

Comment: Many Statesand AAMVA wrotethat if Statesareto maintain their
present levels of servicewhileincorporatingREAL 1D, they will need to hire additional
employees, increase service hours, expand or increase facilitiesto accommodate
customer volume, purchase additional equipment to support personnel, createand
implement public education campaignsto inform customers, and anticipateand handle
increases in customer inquiries. The commentersrecommended several DHS actions,

including coordinating between DHS and DOT’s Federal Motor Carrier Safety
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Administration (FMCSA) to reassesstheir approachto funding REAL ID requirements;
prohibiting Federal agenciesfrom chargingtransactionfeesfor verification; coordinating
among DM Vs, the National Association for Public Health Statisticsand Information
Systems(NAPHSIS), and State vital record agenciesto providereliabledataand
acceptable fees; requiring Statesto empl oy electronic verification systemsonly asthey
become available; and consolidating and synchronizing system devel opment schedul es.
Other commenters recommended changes to the enrollment and renewal processes,
including allowing for waiversof verificationrequirementsfor certain categoriesof
persons whose identification had already been vetted by the Federal government,
allowingtransfersof authorizationfrom State to State of personswith valid REAL 1D
identificationcards, and exempting certain segmentsof the population from REAL ID
requirements.

Response: Based on these comments, DHS is taking several measuresto reduce
theimpact of the rule. First, States meeting specific DHS benchmarksfor progress
toward REAL 1D compliancewill qualify for additional extensionsuntil no later than
May 10,2011. Second, DHS isadopting an age-based approachto REAL 1D
implementation. The rulerequiresindividualsborn after December 1, 1964 to enroll and
receilve REAL ID cardsprior to December 1,2014, in order for those cardsto be accepted
for officia purposes. Individualsaged fifty or older on December 1,2014 will not be
required to enroll until December 1, 2017. After December 1, 2017, all individualswill
have to possess REAL ID cardsin order for those cardsto be accepted for official
purposes. Thistimeline will substantially reducetheimpact of REAL ID on DMV

operations and budgets.
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Comment: Many States and commenterswrote that REAL ID will significantly
increase servicetimes at DM Vs, resulting in adegradation of service. AAMVA
estimated that DMV workloadswill increaseby 132 percent and that transactiontimes
for license renewalswill double. One commenter wrotethat central issuancewould
impose considerable burdenson citizens of rural, low-density states. Severad Stateswrote
that the inability to use the Internet would impose a significant burden on DMV
operations; one State wrote that the elimination of telephoneand mail-in addresschanges
would force approximately 400,000 additional personsinto its DMV offices.
Commentersalso wrote that State DMV swill be required to add new staffingand
infrastructureand, at the sametime, replaceor reconfigure their existing offices. States
commented that hundredsof new employeeswill need to be hired and new costsincurred
to obtain fingerprinting and background and financial checksof DMV staff. A few States
noted that they will have to renegotiate contractsfor servicessuch as card printing or
purchase new printers.

Response: DHS understandsthe cornrnenters concernsand agrees that forcing
the entiredriver's license and identification card holder population into a compressed
timeframewould likely resultin increased DMV servicetimesand a genera degradation
of services. Thefinal rule permits, for example, additional timefor enrollment, remote
license transaction processing, and eliminatesthe necessity of in-person DMV visitsfor
address changes. Further, thereis no requirement for financial background checks or
central issuanceof licenses, although anumber of States have adopted central issuance as

abest practice.
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Comment: Several commenterswrote that State DMV officialswill require
extensivetraining in recognizing the many types of immigration documents and statuses
that applicantsmay present. One commenter wrote that REAL ID would change State
DMVs"into a wide-ranging enforcement agent of the Federal government in areasfrom
immigration rulesto Social Security fraud." Commentersalso wrotethat State DMV's
will be required to add new staffing and infrastructureand, at the sametime, replace or
reconfiguretheir existing offices. A few Statesnoted that they will haveto renegotiate
contractsfor servicessuch as card printing or purchasenew printers.

Response: DHS disagreesthat the REAL ID Act or itsimplementing rules would
resultin DMV employeesacting as enforcement agents. Therulesrequirethat the DMV
issue compliant licensesonly to individualslawfully present in the United Statesand
whose Socia Security Number can be verified with the Social Security Administration.
DHS a'so believesthat the rulessimplify the handling of immigration-related issues,
which DHS concedesisa very complicatedarea. DMV officiasare required to verify a
non-citizen's lawful statuswith DHS. The SAVE system administered by USCIS
permitsDMV s" one stop shopping' to verify an individual's lawful statusin the United
States. Furthermore, many States provide extensive document training to their personnel
to assist in identificationand authenticationof valid documents. Furthermore, State
DMV salready work with immigration documentsand questions of immigration status
under their applicable State laws and have developed increasing familiarity with this
subject.

Comment: Commenterswrotethat State DMVswill be required to undertake

other activitiesthat they do not currently perform. One State wrote that by some State
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laws, drivers' licensesand State ID cards are issued by two separate government
agencies. Severa States said they would need to acquirenew or enhanced records
management systems. Other Stateswrote that they will haveto physically rearrangetheir
facilitiesto comply with the REAL 1D requirementto maintaina photo of everyonewho
applied for alicense.

Response: Whilethere may be activitiesDMVs may now need to performin
order to issue more securedrivers' licensesand identification cards under REAL ID,
Congressdeterminedthat these activitiesare necessary in order to ensure more secure
and reliable formsof identification. Understanding that these new functionsmay cause
strainon some DMV facilities, thefinal rule providesflexibility and additional timefor
statesto implement these activities.

12. Those Without Accessto Required Documents

Comment: Several commenterswrote that REAL 1D would impose significant
burdenson low-income individual sin the form of significantly higher feesfor licenses
and 1D cards, higher additional coststo obtain necessary underlying documents, and extra
timefrom work, potentially involving lost wages, to apply for REAL ID cards. One
commenter wrote that a consequence of these burdens could bealikely increasein
counterfeited | D cardsand large numbers of individuals who lack Federally-compliant
identification. Severa commenters stated that certain groupswould be unfairly affected
by the requirement to produce certain documents, including foreign nationals, Native
Americans, domestic violencevictims, the homeless, the elderly, and military personnel.
In addition, commentersdescribed circumstancesthat could impedeindividuals access

to required documents, such as natural disasters.
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Response: DHS believesthat the REAL ID Act does not have adisproportionate
impact on certain groups. Thereis no evidencethat many of these groups|ack the
documents required to establish an individual's name, date of birth, SSN, and lawful
status. Should States determine that the economically disadvantaged individualsare
experiencing a hardship in abtaining the necessary documentsor cannot afford the license
fee established by the State, nothing in the rule precludes a State from offering the
driver's license or identificationcard or copy of a birth certificateat a reduced cost or
waiving the fee altogether. In addition, thefinal rule enables Statesto establishan
exceptions processfor a variety of situationsand circumstances, including circumstances
where a particular suite of documentsare unavailable followinga natural disaster.

13. REAL ID Will Be A Burden To End-Users

Comment: Two commenterswrote that the responsibilityfor validating REAL
ID cardsisa government function and should not be delegatedto air carriers. Instead,
DHS should provide' readers,” similar to those used by Immigration and Customs
Enforcement, for use at airports. Two commenters requested the rule make clear that the
current option regarding individuals submittingto a more extensive physical search rather
than showing ID before passing through airport security will not be affected by the REAL
ID Act.

Response: Neither the NPRM nor thisfinal rule govern what documents should
be accepted or proceduresfollowed at airportsand Federa facilitieswhenan individual is
unableto present a REAL I1D-compliant document as hisor her form of identification.

DHS does not agree with the comment that validatinga REAL 1D isexclusively a
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government function, and believesthat a wide variety of entitieswould want to validatea
REAL ID document before acceptingit asavalid form of identification.

Comment: Another commenter asked how end-users could continue routine
functionsif, after 2013, State-issueddrivers licensesdo not meet REAL ID standards,
since REAL 1D would be required for accessto nuclear facilities. If aStateisnot in
complianceor elects not to participatein the REAL 1D program, access by persons with
licensesfrom those Stateswould be prohibited, and the ability of the plantsto function
could be serioudly impaired. A commenter mentioned that an access authorization
program supervised by the Nuclear Regulatory Commissionisaready in place. One
commenter wrote that while commercia nuclear power plantsarelicensed by the NRC,
they are privately owned and operated and security isthe responsibility of the
owner/operator, not the Federal government; therefore, they should be exempted from the
final rule requirements.

Response: Sincethe REAL ID Act specifically included accessto a nuclear
facility asan example of an" officid purpose,” DHS cannot smply exempt nuclear power
plantsfrom the scope of the rules. DHS agreeswith the commenter that access
authorization programs supervised by the Nuclear Regulatory Commissionmay provide
sufficient safeguards concerning accessto nuclear facilities. The NRC-supervised
programs may set forth aternative proceduresor acceptableforms of identificationfor
persons seeking accessto a nuclear facility; however, if anindividual is presenting a
driver'slicense or State-issued identificationcard, it must be REAL ID-compliant

pursuantto the REAL ID Act.
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Comment: Onecommenter expressed concern about the impact of REAL 1D on
commercial truck drivers, and suggested that driverswithout REAL 1D identification
cardswould befar less valuableto carriers. One commenter wrote that motor carriers
domiciled in non-compliant Stateswould be at a severedisadvantagein finding drivers,
and commercial driversthemselveswill haveto absorbthe additional costsof REAL ID,
including increased feesto obtain licensesand lost income.

Response: Any additional feesthat DMVs may charge to obtain aREAL ID
document will not fall disproportionately on commercial drivers. Nothingintherules
precludes companiesemploying commercia driversfrom subsidizingthe costs incurred
by the driversthey employ. Furthermore, aREAL ID driver's licenseis not the sole
document acommercial driver could useto access a Federd facility. Sincea Federa
facility may accept other formsof identificationor establishalternative proceduresto
admit individuals with non-compliant licensesto Federd facilities, DHS does not believe
that commercial driver's license holderswill be disadvantaged by living in a State that
chooses not to comply with the REAL ID requirements.

B. Scope, Applicability,and Definitions

Comment: Two State commenters and the AAMVA requested clarificationof
the terms verification, authentication, and validation. Two commentersasked for aclear
definitionof theterm " Federd facility.” One commenter wrotethat it isa statutory
requirement to consult with the U.S. Department of Transportation in developing new
definitionsfor driver licensingterms. Commentersal so requested clarificationregarding
what ageindividualswill be required to obtaina REAL ID. It wassuggested that the age

requirement should be consistent with the age airlinesrequire passengersto have their
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own identification documents. One comrnenter expressed the need to inform the public,
in detail, how individualswill be impacted by not obtaininga REAL ID.

Response: DHS agreesthat the term " verification™ should be clarified. Thefinal
rule defines™ verify" to include two processes. ensuringthat the sourcedocument is
genuine and has not been altered and that the identity data contained on the document are
valid.

DHS does not believe that the term Federd facility needs further definitionand
cannot predict how individualswithout a REAL ID-compliant driver's license or
identificationcard (either through their own choice or because a State does not issue
compliant documents) will be impacted. DHS notesthat individual swithout a REAL ID-
compliant document will still be ableto enter Federa facilitiesand board commercia
aircraft, and these rules cannot determinewhat alternative documents are acceptablefor
those purposes. DHS believesthat each State can determine the appropriate minimum
agetoissuea REAL ID-compliant driver's licenseor identificationcard to its residents
and does not believethat asingle Federd standard is necessary in thisarea.

1. Definitionof " Officia Purpose’”

Comment: Two Stateswrote that since many Federd areasrequire
identification, all ""official purposes” must be clearly stated in the rule so that States can
make informed decisionson whether to be REAL ID-compliant based upon theimpact on
the State budget versusthe negative convenienceimpact onitscitizens. Numerous
commenterswrotethat the definition of " officia purpose™ capturesthe requirements of
the REAL ID Act and they are opposed to expanding the definition. Commenters stated

that, should DHS decide on expanding the definition of " official purpose, it should not
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be done without an open comment period. One commenter wrote that DHS has
arbitrarily chosen to restrict the required presentment of REAL |D-compliant documents
to amuch smaller set of official usesthan was contemplated by Congress, and this
contradictsand undermines DHS's statutory mandate to enforce Federal immigration law.
One State suggested that DHS createal list of applicable Federal facilities. One
commenter voiced concern over possibleexpansion of the definitionto include Federally
licensed firearms deal ers and that residents of non--compliant States could be blocked
from purchasing firearms. One commenter encouraged DHS to consider all the waysin
which REAL 1D could be used and not limit it to boarding of Federally-regulated
commercia aircrafts, entering of Federa facilities, and nuclear power plants.

Response: DHS agrees with those commenters who noted that the proposed
definitionof "officid purpose” isconsistent with Congressiona intent. DHS s neither
expanding nor limiting the definitionfurther in thisrule. DHS will continueto consider
additional waysin whichaREAL ID licensecan or should be used and will implement
any changesto thedefinition of " officia purpose™ or determinationsregarding additiona
usesfor REAL ID consistent with applicablelaws and regulatory requirements. DHS
does not agreethat it must seek the approval of Congressasa prerequisiteto changing the
definitionin the future (except of courseto remove one of the three statutorily-mandated
official purposes) as § 201(3) of the Act givesdiscretionto the Secretary of Homeland
Security to determineother purposes.

DHS does not intend that a REAL 1D document become ade facto national 1D
based on the actionsof othersoutside of DHS to limit their acceptance of an identity

document to a REAL ID-compliant driver's licenseor identificationcard.
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Comment: Commentersproposed other acceptable documents, including over-
the-counter interim identificationcardsand tribal identificationdocumentsthat should be
accepted for official purposes. Another State noted that Canadian citizensdriveto the
United Statesand fly out of local airportsand that it would benefit them economically to
accept Canadian passportsasidentificationcardsfor Federal purposes. AAMVA wrote
that for Stateschoosing not to comply with REAL ID, an alternateform of identification
isessentia to ensurethat commercia carriersand driverswho deliver to Federa facilities
continue to have unimpeded accessto thesefacilitiesand that interstatecommerceis not
impeded. One commenter wrotethat tribal 1D issues must be incorporatedinto the
regulation at the outset. One cornmenter wrote that DHS’s disallowingof Transportation
Worker Identification Credential (TWIC) asan aternativeto a REAL ID document
becauseof "'dow progress” in implementing the TWIC program will beinvalid if DHS
extendsREAL ID implementation. The cornrnenter suggestspermitting useof TWIC
becauselike REAL ID, TWIC alsois a Federally-vetted identificationcard.

Response: Asnoted in other responses, the REAL 1D ruledoesnot control what
other, if any, alternativedocumentscan be accepted by Federal agencieswherean
individua seeksto present an identificationdocument other than a State-issued driver's
licenseor identificationcard (which, under the Act and thisfinal rule, must be REAL ID-
compliant).

2. Other Definitions

Comment: One State asked for several amendmentsto the rule definitions.

Specifically, the State asked that ' ability to affect™ be clarified to mean " direct ability to

affect”; that digital photograph should read as™"adigitally printed col or reproduction of
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the face of the holder of thelicenseor ID card™; that a definition be added for foreign
passports, clarification that providing aforeign passport with avalid visaisan acceptable
document for validatinga REAL ID; clarificationthat " principa resdence” isnot a
residency requirement, but merely defines principal address; and clarificationthat
Secretary means' Secretary of the U.S. Department of Homeland Security.” AAMVA
suggested that the term "' reissued” be amended to include ™ only when material changes
arerequired such as name changes.™

Response: DHS agreesthat the term "' principa residence™” needs additional
clarificationand has defined the term in the rule to mean the location where apersonis
currently domiciled (i.e., presently resideseven if at atemporary address) in conformance
with the residency requirementsof the State of domicile, if such requirementsexist. DHS
agrees with the comment regarding material changes and the rule now statesthat a State
may conduct a remotereissuanceif State procedurespermit as long as there has been no
material changein the applicant’s informationsince prior issuance. DHS believesthat
the definitions of " ability to affect” and "' foreign passport™ do not need further
clarification. DHS decided against the proposed definition of "'digital photograph™ since
certain high-security featureswork best with a black and white photograph and DHS does
not want to preclude States from using such technology to securetheir licenses.
C. CompliancePeriod

Comment: Many commenters, including at least twenty Statesand AAMVA,
wrotethat the complianceperiod istoo short and isimpossible to meet. Specificreasons
cited for why the compliance period istoo short included thefollowing: the compliance

deadlinefailsto takeinto account the States cyclesfor valid drivers' licensesand
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identifications, systems that DMVs must use to verify documentsunder REAL ID either
do not exist or are not operational; the compliance deadline compel s Statesto take on the
unfunded expensesof hiring and training more staff and making significant infrastructure
changes, waiting timesfor customersat DMV swill increase, the compliance deadline
reflectsafailureto understand how State legislatures work and how complex the process
isfor issuing Statedrivers' licensesand identificationcards, and compliance deadline
leavesinsufficient timefor Statesto appropriatefundsfor the cost of implementing
REAL ID. Commentersalso wrote that States have no incentive for requesting such
extensions, and several State |egislatureshave declined to even attempt compliance with
the Act or therule.

Response: DHS agrees with the commentersthat Stateswould be unableto
fulfill the entire range of REAL ID regulatory requirements by May 11,2008.
Therefore, DHS istaking several measuresto reduce the impact of therule. First, States
meeting specific DHS benchmarksfor progresstoward REAL 1D compliancewill be
granted additional extensionsuntil no later than May 10,2011. Second, DHSis adopting
an age-based approach to REAL ID enrollment and will only requireindividuals born
after December 1, 1964 to enroll by December 1,2014, in order to receive cards
acceptablefor officia purposeson December 1,2014. Thus, individualsaged fifty or
older on December 1, 2014, will not be required to be enrolled until December 1, 2017.
These measureswill substantially reducethe impact of REAL 1D enrollmenton DMV
operationsand budgets.

DHS has chosen this approach as the most effective and expeditiousway to

achievethe purposesof the Act. DHS believesthat this approach balancesthe strong
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national security objectiveof improvingthe reliability of identificationdocuments
presented for official purposes, including the boarding of commercia aircraft, with the
needsof the Statesto spread out their compliance costs over a greater period of timeand
to obtain the necessary legal and budgetary approval from withintheir State to comply
with the regulations.

Comment: Many commentersand Statesdid not agree on the proposed
compliance period and suggested additional ideas, from basing the compliance period on
the natural license expiration date to extending compliance through 2018. Two
commenters wrote that a six-month planning deadline after possible publication of afinal
ruleis unredistic, and oncethere are operational systemsavailableto all jurisdictionsfor
implementing REAL ID, States should have at |east one year to connect to those systems
beforeissuing compliant cards. Other commenterssuggested delaying the full
implementation date by some other term of years commensurate with State driver's
license renewal periods. Another commenter wrote that State | egislaturesneed two years
after issuanceof afinal ruleto enact enablinglegislation. One State suggested a four-
year compliance delay, as the State hasa lack of funding; other States proposed adelay
of fiveyearsfollowingfinal rule publication because those States will not complete
legidlation and budget actions before that time. One commenter wrote that the
compliance date would result in every State requestinga waiver and compressing the
enrollment process from five yearsto something less. AAMVA suggested a ten-year
compliance period, to 2018, and a so recommended that DHS avoid setting the
implementation period until there are systemsfor verificationaccessiblein dll

jurisdictions.

Biometric Bits 2008-01-11



Response: Asnoted above, DHS agrees that the compliancedate should be
extended and therefore has extended the enrollment deadlineto December 1,2014, for
drivers after December 1, 1964 (that is, under agefifty), and to December 1, 2017 for all
other drivers as described above.

Comment: Commenters wrote that DHS should permit Statesto grandfather into
REAL ID compliancethoseindividual swho have held adriver's licensefor ten years.
Another commenter wrote that DHS should give Statesthe flexibility to delay re-
verifying certain populations so that States maximizetheir resourcesand avoid severe
servicedisruptions. Where a State can verify customer data before issuing alicense or
identificationdocument, DHS should permit Statesto use" alternativerenewal processes™
during the REAL 1D enrollment period. Another commenter wrote that a State should be
ableto waive verification requirementsfor membersof the military, Federal employees,
and passport holders who already have been through a Federa vetting process. Another
commenter proposed grandfathering in any State that can demonstrate that its processfor
issuing drivers licensesor identificationdocumentsissimilar to REAL ID.

Response: The REAL ID Act does not authorize Federal agenciesto accept non-
-compliant cards from specific age groupsor other popul ations through a grandfather
clause. DHS, as discussed above, recognizesthe operational burden on Statesif they
were required to reenroll al licensed driver's by theinitial proposed enrollment date of
May 2013. DHS hasdetermined, based on comments received requesting defermentsor
exemptionsfor populations based on age and a statistical analysisof TSA incident report
data, that an age-based enrollment would provide Stateswith the most reasonable

implementationoptions.
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DHS has determined that, based on TSA incident report datait has reviewed, that
alogical dividing point for age-based enrollment would befifty years of age. Asaresult,
therule requiresthe Statesto focusfirst on individuals born after December 1, 1964,
whenissuing REAL ID cards. Theseindividuals will be under fifty years of ageon
December 1,2014. DHS hasdetermined that deferringthe REAL ID enrollment
requirements until December 1, 2017, for those individuals born on or before December
1, 1964, will relieve the Statesof some operationa burden associated with re-licensing
thelir license holders. Thisprovisionwill enable States to extend the enrollment of this
lower-risk populationuntil December 1, 2017.

Thisapproachis based on areview of several datasetsthat correlated age and the
propensity to commit aterrorist act and age and the likelihood to commit a criminal act.

Depending on the specific data set examined, different age cutoffsstarting at the
age of thirty-fivewould be appropriatefor the REAL ID final rule. Of the several data
setsthat were examined, the best data set isonefiom TSA, becauseit isthe only one that
shows a correl ation between activities occurring within TSA’s purviews, an incident
resulting in aarrest, the age of the individual and the use of afiaudulent identification.

For thisfinal rule, datawas collected and analyzed on the total number of TSA
incidents involvingthe use of fraudul ent i dentificationrepresenting the time period from
October 1,2004 through July 25,2007. The data was then sorted and those potential
incidents involvingthe use of afraudulent identification (using the key wordsfiaud,
false, fake, and ID) were extracted. Each incident report was read and those incidents
that were not germaneto the REAL 1D rulemaking were purged. Finaly, DHS, using

both the raw data as well asthe cal cul ated rates (based on the number of individuals
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flying), grouped the incidentsinto different age groups. The resultswere a data set that
correlated one of the primary requirementsof this rulemaking (the need to present an
appropriateidentification prior to boarding an airplane) to the use of afraudulent
identification by the age of anindividual.

A total of 98 incidents of where an individual was arrested that involved the use
of afraudulent identificationwasincludedin thisgroup. The age of theindividuas
arrested was availablefor 86 of the arrests. The weighted mean age of an individual
arrested was 32 yearsof age with a standard deviationof 8.95 years. Thismeans that
about two-thirdsof those individuals who wereinvolved in an incident wherean arrest
occurred were between the ages of 23 and 41. About ninety-five percent were between
theages of 14 and 50.

Using this data, DHS estimated the percentage of individual swho would be
prevented from using a fraudulent identification(as aresult of the REAL ID rule) for the
age cutoffs41, 45.5, and 50. Based upon a normal distribution, 66.7% of al individuals
using a fraudulent identificationwould be between the ages of 23 and 41 (1 standard
deviation) and 95% of all individuals would be between the agesof 41 and 50. These
statisticswere then used to estimatethe risks associated with the age cutoffsof 41, 45.5,
and 50. An age cutoff of 41 would allow DHS to potentially prevent the likelihood of
83% of all individualsfrom using afraudulent identification. But asameans of
providing additional national security, thefinal REAL 1D rule would not have prevented
17% of the individualsfrom using a fraudulent identification.

With a cutoff of age 50, DHS would potentially prevent the likelihood of 97% of

all individualsfrom using fraudulentidentification. But asameansof providing
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additional national security, thefinal REAL 1D rule would not have prevented 3% of the
individualsfrom using a fraudulent identification. Since the age cutoff 45.5 isthe
midpoint of the ages50 and 41, DHS estimated the likelihood that REAL 1D would
prevent the use of afraudulent identification, by using the averagesfor the age cutoffs50
and 41 and found that an age cutoff of 45.5 would prevent the likelihood of 90% of all
individualsfrom using a fraudulent identification. But as ameansof providing additional
nationa security, thefinal REAL ID rulewould not have potentially prevented 10% of

the individualsfrom using a fraudulent identification (See Table Below).

Table 1: Risks Associated with Different Age Cutoffs

Risks Associated with Different Age
Cutoffs
Potential Potential
Per centage Per centage
Number of Number of
Age I ncidents I ncidentsnot
Cutoff Prevented (%0) Prevented (%0)
41 83 17
455 90 10
50 97 3

The TSA datawas analyzed even further by stratifying the universe of these 86
arrestsinto three categories. The categoriesare 1) arrestswhere afraudulent
identificationwas discovered, but the fraudul ent identificationwas not the reason that the
individual became a suspect; 2) arrests where the individual wasa TSA Sdecteeand

during the process, afraudulent identification was discovered; and 3) arrests where the
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individual became a suspect because of his/her use of that identificationand the use of a
fraudulent identification was the causefor the arrest. Because DHS was not ableto
determinea priori the characteristicsof the population as a whole asto who usesafake
identificationand who does not (in order to determinean appropriateage cutoff), the best
that can be done isto examinethe ages of those who were arrested when the use of a
fraudul ent identification was the cause of the arrest and compare that population to those
who were arrested where a fraudulent identificationwas discovered at the time of the
arrest but the fraudulent i dentification was not the reason to suspect the individual. The
resultsshow that the means of each populationare not statistically different from each
other. In other words, we cannot say that the samplesare from different populations and
we accept the null hypothesis.

Comment: One commenter wrote that the waiver process by which a State may
request an extension of the compliancedeadline to December 31,2009 is acceptable, asit
gives States the time they need to plan, budget, and implement the regulations. Another
commenter wrote that compliancerelated to the verificationof lawful statusof aliens
could beimplemented by all 56 states and territoriesby the May 11,2008 deadline, and
that thereis no rational basis to extend the specific deadlinefor SAVE compliance. One
commenter wrote that DHS should institutea formal safe harbor so that a State may be
deemed compliant if it is making reasonable progresstoward implementing REAL ID.
One commenter wrote that when there isalegitimate reason to grant an extension for one
State, it should apply to all states. Another cornrnenter wrote that a State's request for an
extension should be deemed judtified in the absence of extraordinary circumstances. One

commenter wrote that DHS has demonstrated flexibility by allowing Statesto delay
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implementationand creating a petition processfor States needing more time, and the
commenter encouraged DHS to continue collaborating so that States have the necessary
flexibility to comply with the law.

Response: Although the above commentsindicated that certain aspectsof the
proposed rule do not require an extended compliance period, all the commenters
observed that States would be unable to meet the overal compliance deadline proposed
inthe NPRM. Asnoted earlier in this preamble, in addition to the extension proposed in
the NPRM through December 31,2009, DHS isallowing a second extension request
valid until no later than May 10,2011 .

Alsoasnoted earlier in this preamble, DHS has chosen this approach as the most
effectiveand expeditiousway to achieve the purposesof the Act. DHS believesthat this
approach balancesthe strong national security objectiveof improving the reliability of
identificationdocuments presented for official purposes, includingthe boarding of
commercial aircraft, with the needs of the Statesto spread out their compliance costs over
agreater period of time and to obtain the necessary legal and budgetary approval from
within their State to comply with the regul ations. Furthermore, because some Statesare
uniquely situated and have taken different stepsto come potentially closer to compliance
with the REAL ID Act than other States, DHS does not believethat ""one sizefitsal™
when it comesto the use of the Secretary's extensionauthority.

D. Privacy Considerations

Comment: DHS received numerous comments regarding the need to protect the

privacy of REAL ID cardholders. The commentsraised awiderange of concerns

includingthe creation of a national 1D; establishment of a Federal databaseon all 1D
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holders; the uses of the ID; the need to set specific standardsto protect privacy, including
addressing data storage, accessrules, safeguarding the data, and retention period for the
data; the need to provide a redress process; limiting Federal accessto the data; who
should operate or govern the query system; and best practicesfor privacy protectionof
the data. AAMVA also commented that the States are committed to protecting privacy
and that they are prepared to address privacy in their security plansand many aready
have such plansin place.

At least one State and severa other commenters, including NASCIO, expressed
concernsabout the development, governance, and protection of privacy in Federal
reference databases. NASCIO recommended collective State governance. Many
commenters wrote that State information security requires extreme caution, given that
exposing personal informationin untested databases would result in great harm if a
security breach occurred.

Response: DHS recognizesthat protecting the privacy of REAL ID cardholders
iIsa prerequisiteto obtaining the public's trust in the REAL 1D card. DHS has addressed
those concernsin thefina ruleto the full extent of itsauthority by mandating protections
for the personally identifiableinformationDMVs collect, store, and use pursuant to the

REAL ID Act and its implementing regul ations.

1. Privacy ConcernsRegarding a National ID and a Federal Database
With regard to concernsthat REAL ID will createanational 1D, DHS does not

intend that REAL 1D documentsbecome a de facto national ID and does not support
creationof anational ID. TheREAL ID Act, however, does not provide authority for

DHS o issuerestrictionson who may or may not use REAL ID cards. DHS can only
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define those “official purposes” for which a REAL ID credential must be used in lieu of
other State-issueddrivers licenses. Thefinal rule haslimited " officia purposes” to those
set forth inthe Act — accessing Federd facilities, boarding Federally-regul ated
commercia aircraft, and entering nuclear power plants. In addition, thefinal rule does
not requirethat the REAL D driver's license or identificationcard number or design be
unique nationally, thus possibly limiting the functionality of the REAL 1D card or
identificationnumber asa national ID card. Itisunclear at thisearly stage whether
REAL ID cardsin fact will be used differently from current State drivers' licensesand
identificationcards; but if cardhol dersexperience specific abuses regarding third-party
misuse of these cards, Congress and the States can determine whether and how to address
such abuses.

With regard to concernsthat REAL 1D will create a Federal database on all
REAL ID card holders, DHS does not intend to own or operatea database on al driver's
license and identification card holders. REAL 1D implementation, however, will require
amessaging system (generally known as a'"hub™) to serve asthe backboneto support the
verificationchecksREAL ID requires. In addition, the State-to-Statedata exchange will
likely require a software application (likely an index or pointer system) to enable the
States to exchange limited informationto identify whether an applicant for acard holdsa
card in another jurisdiction.

DHS is mindful that the States expect to continue to have control over their
systems, their information, and the processesthat govern any use or access. DHS agrees
that issuesrelating to the governanceof any State-to-State exchangeof information are

critically important, and that the Stateswill need to play an important rolein determining
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the governancestructureof any system(s) that may interfacewith State licensing systems
and the Federal verificationsystemsrequired to implement REAL ID. Many of the
individual State comments emphasized that they are committed to protecting privacy and
that they are prepared to address privacy in their security plansand aready have such
plansin place. The governanceof the system(s) necessary to conduct the data checks
will be established in consultationwith DOT and the Statesduring thefirst phase of the
REAL ID implementation. The Privacy Impact Assessment issued in conjunction with
thefinal rule discussesthe governanceissuein more detail.

Asdescribed above, DHS is currently working with AAMVA, DOT, the Socia
Security Administration, the Department of State, National Association of Public Hedlth
Statisticsand Information Systems (NAPHSIS), and State representativesto define
requirementsfor a messaging system to support the multiple data verification checks
REAL ID requires. The backbone of the messagingsystem could be AAMYV Anet, the
network system AAMV A already operatesto facilitatedata verification for the State
DMYVs. [t isimportant to notefor purposes of privacy and security that the AAMV Anet
backbone resideson a private network with no connectivity to the Internet, making it
much less vulnerableto attacks. It has been, and will continueto be, a highly secure
transportationlayer for all communicationsbetween the States and agency databases.
DHS will work with DOT and AAMVA to build upon the security, privacy, and
governance principlesthat have guided AAMVA and the Statesfor decadesin
conducting licensing checks by reinforcingthe security and privacy featuresof the

AAMV A communicationsand systemsarchitecture.
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In additionto potentially usng AAMYV Anet as the backbone, DHS, DOT, and the
Statesare exploring the alternativeof using the Commercial DriversLicensing
Information System (CDLIS) as the platform for supportingthe State-to-State data
exchangerequirements of the REAL ID Act and regulation. CDLISaready supports
gueriesto every State DMV every timean individua appliesfor adriver's licensein any
State or the District of Columbia. Although privacy groupsurged DHS not to build upon
CDLISsinceitisacentralized database, it is moretechnically and economically difficult
to design a State-to-State data exchange system that avoids using a centra repository (an
index or pointer system) to direct the checksto the appropriateState. DHS understands
that State systems would not be ableto handle the volume of messagesreceived if all
jurisdictionswere sending and receiving messagesfrom all jurisdictionsat the sametime.
The central repository would facilitate the check by identifying which jurisdiction(s) has
amatch and obtainingthe relevant record information. The repository would only be
used to facilitate the State-to-State data exchange or for authorized law enforcement
personnel who are checking a specific licenseor identificationcard against the system.
Moreover, CDLISisa secure, State-governed system that storesonly the minimum
amount of personal information necessary to minimizefal se positivesand to facilitatethe
routing of queriesand responses between States.

With regard to limiting access, (Federa, State, and private-sector) to the State
DMV datastored in the data verification system, DHS, DOT, and the Stateswill define
theaccessrules. TheREAL ID Act does not create Federal accessrightsto State DMV
databases. Moreover, DHS supportslimiting accessto the data verificationsystem to

authorized State DMV personnel and to Federal government agenciesengaged in official
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responsibilitiespertaining to law enforcement, the verificationof personal identity, or
highway and motor vehicle safety. For example, DHS personnel do not currently access
CDLISor AAMVAnet. Itslaw enforcement agentsobtain accessto State driver's license
information using National Law Enforcement Telecommunications System (NLETSs) and
commercial data sources.

2. Protectionof State DMV Databases

To help protect the privacy and security of the personally identifiable information
(PI) held in State DMV databases, § 37.41 of thefinal rule requiresStatesto preparea
security planfor all State DMV facilitiesand systemsinvolved in the issuance,
enrollment, production, or manufacture of drivers' licensesand identification cards, and
to submit the plan to DHS as part of the State's applicationfor certification. Thefinal
rule requirement for the security plan to include reasonableadministrative, technical, and
physical safeguardsto protect the security, confidentiality, and integrity of the personally
identifiableinformation collected, stored, and maintainedin DMV recordsand
information systemsis consistent with key informationsafeguardsoutlined in the Privacy
Act of 1974 (5 U.S.C. §552a) and the Federal Information Security Management Act of
2002 (44 U.S.C. 36).

The security plan requiresa number of important privacy and security safeguards
including, but not limited to: (1) proceduresto prevent unauthorized access, use, or
disseminationof applicant informationand imagesof source documents retained pursuant
to the Act; (2) standardsand proceduresfor document retention and destruction; (3) a
privacy policy; (4) aprohibitionon release and use of personal information that, at a

minimum, isconsistent with the Driver's Privacy Protection Act, 18 U.S.C. § 2721 et
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s2g.; (5) access controls, including employee access badges, background checksand
systemscontrols; (6) emergency incident response plans, (7) internal audit controls; (8)
physical security of facilities wheredrivers licensesand identificationcardsare
produced; (9) security of the document materialsand papersfrom which drivers' licenses
and identification cardsare produced (§§ 37.41 and 37.43).

The requirement that the security plan include a privacy policy regarding the
personally identifiableinformation collected and maintained by the DMV providesa key
privacy protection. Although the final rule does not definethe specific content of the
privacy policy, DHS expects that the policy will reflect the fair information principles
noted in the NPRM, which call for openness, individual participation (access, correction,
and redress), purpose specification, data minimization, use and disclosure limitation, data
quality and integrity, security safeguards, and accountability and auditing. These
principlesare widely recognized and embodied in numerous Federd, State, and
international law and codes of practice. In additionto reflectingthese principles, DHS
recognizesthat the privacy policieswill need to be consistent with State privacy laws
governing DMV s information practices, and thefinal rulein no way reducesthe
protections States already afford PII held by DMVs.

With regard to concernsregarding disclosureof PII from DMV databases, the
final rule requiresthat the security plan include a prohibitionon release and use of
personal informationthat, at a minimum, is cons stent with the DPPA. Althoughthe
DPPA providesfor alarge number of permissibleuses, it isthe only Federd law that
currently appliesto State DMV recordsand will provideafloor that Statescan build

upon to further limit the disclosure of DMV record information.
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3. Privacy Concerns Regarding the M achine Readable Technology
Employed by REAL ID

Section.IV.1.8 of the commentsdiscussion discussesthe commentsand responses
regarding the machine readablezone (MRZ) on REAL ID cards. In brief, commenters
were split between the privacy groupsthat were concerned about third party “skimming”
of informationfrom the MRZ if it is not encrypted, and the State and |aw enforcement
groups that opposed encryption because it could interfere with speedy law enforcement
accessto theinformationand it would be difficult and costly to manage encryption keys
acrossso many jurisdictions.

Given law enforcement's need for easy accessto the information, and the
complexitiesand costs of implementingan encryptioninfrastructure, DHS is not
requiring encryptionof the MRZ at thistime. If, inthefuture, the Statescollectively
determinethat it isfeasibleto introduceencryption, DHS may consider such an effort so
long as the encryption program enableslaw enforcement easy accessto the information
inthe MRZ. Moreover, inthe future, DHS, in consultationwith the Statesand DOT, and
may consider technology alternativesto the PDF417 2D bar code that provide greater
privacy protections after providing for public comment.

Asdiscussed in the Privacy Considerationssection of the NPRM (72 FR at
10824-25), DHS strongly encouragesthe Statesto address concernsabout the ability of
non-law enforcement third partiesto collect or skim persona information stored on the
REAL ID drivers licensesor identificationcards. Some States, such as California,
Nebraska, New Hampshire, and Texas have passed lawsthat prohibit the collection of

information on adriver's licenseor identificationcard. 1n addition, AAMVA has drafted
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aMode Act®that, if enacted by a State, would prohibit commercial users, except as
provided by the State's legidation, from using a scanning deviceto: (1) obtain personal
information printed or encoded on the card and; (2) buy, sell or otherwise obtain and
transfer or discloseto any third party or download, use or maintainany dataor database,
knowing it to contain persona informationobtained from adriver's license or
identificationcard. The Modd Act authorizes verificationof age for purchasing
alcoholic beveragesor tobacco products, but with strict limitationson the storage and use
of such information.

In addition to concernsabout third-party skimming, privacy groups commented
that accessto the MRZ should be restricted to law enforcement, while other commenters
also supported access without information collection for bars and liquor storesto help
prevent underage drinking. In responseto commenters urgingthat therule limit Federal
agency accessto the MRZ, DHS is not aware of any current plansby Federal agenciesto
collect and maintain any of theinformationstored inthe MRZ. If a Federa agency
should want to use the MRZ to collect and maintain personally identifiable information in
thefuture, any such informationcollected from the MRZ would be subject to the
protectionsof the Privacy Act of 1974 (5 U.S.C. 552a), and other Federal lawsand
policiesregulating the use and handling of personally identifiableinformation, including
requiring appropriatetimefor public notice.

A number of commentersal so urged DHSto limit the dataelementsin the MRZ
to the minimum necessary, particularly if the MRZ is not encrypted. DHS hasreviewed

the elementsidentified in the NPRM and eliminated the requirement to include the name

2" Modd Act to Prohibit the Capture and Storage of Personal Information Obtained from a Driver's
Licenseor ID Card," AAMVA 26-8.2-03,2003.
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history inthe MRZ. All other dataelementsare necessary for DMV and law enforcement
pUrposes.

4, Additiona Privacy Concerns

The privacy groups and individualsalso filed commentson a number of other
privacy issuessuch as redress, the confidentiality of the addressfor certain at-risk
individuals, and the Western Hemisphere Travd Initiative(WHTI)-compliant card and its
use of Radio Frequency Identification (RFID) technology. The commentsand responses
to these additional privacy concernsare discussed in other sectionsof thisfina rule.

Comment: Two States wrotethat the proposed rule did not provide adequate
safeguardsfor datastorage, thereby significantly increasingthe risk of identity theft. One
commenter wrote that even the most rigoroussecurity measurescould befoiled by
personnel with legitimateaccess intentionally or inadvertently exposing information.
Several commenterswrotethat the rule's broad expansion of datacollectionand storage
createsa significant threat to privacy and that guidance on accessto dataand
accountability should be issued. Cornmentersalso wrotethat stored data should be
secured to protect the identitiesof victimsfrom abusersin State government who have
database access.

Response: Section 37.41 of thefinal rule hel psaddress concernsabout adequate
protectionsfor the DMV databasesand informationsystems. It callsfor Statesto prepare
asecurity plan, including providing reasonable administrative, technical, and physical
safeguardsto protect the security, confidentiality, and integrity of the personally
identifiableinformation stored and maintained in DMV records and information systems.

Therule specifically points out the need to include access control measuresto prevent
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unauthorized accessto the information. Statesare already sensitiveto the importance of
protecting their dataand systems. Section37.33(b) will help ensure that DMV s provide
comprehensive, layered security protectionto reducethe incidenceof unauthorized
accessand use. In addition, thisfinal rule does not preempt Statesfrom implementing
privacy protectionsthat are even more protective.

Comment: One State wrotethat DHS should set standardsfor accessing the
required informationfrom the Federal government and other States so that the
verificationprocessis performed similarly by all States. Multiple cornrnenters stated that
they want datasystemsto be one-way and used solely for the purpose of verification;
Federa system ownerswould not be ableto query State databases. Similarly, other
commenters wrote that the rule should limit how States can access Federal databasesfor
purposesof verifying source documentsand should only allow authorized DMV
employees accessto Federal databases. One commenter requested that the final rule
make clear that no State may el ectronically access source documentscontained in DMV
databasesin other States. Several Statesopposed Federal government accessto the
extensivedatacollected by States and suggested a network interfacethat only allowed
State queriesof the databases. One cornmenter wrotethat it i s unclear from the proposed
rule how the federated query service will operate and manage the data between databases
and DMV, and whilestrict access controlsto REAL 1D dataand documentswill help
minimizesecurity and privacy risks, such controlswill not be possible without DHS
answering these questionsprior to implementing REAL ID.

Response: DHSisworkingwith DOT, AAMVA, and the Statesto enhance

existing querying systemsto meet the requirementsof the REAL ID Actand rule. This
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""federated querying system" builds upon existing systemsthat include verification of
DMV applicant birth certificatesand social security numbers. These existing systems
enable Statesto query the SSOLV database managed by SSA and the EVVE database
managed by NAPHSIS. In both cases, only State DMVs can initiatequeries. Moreover,
SAVE, the USCIS systemfor verifying the lawful statusof individualsin the United
States, isdesigned on asimilar basis, with only Statesableto initiate queries.
Enhancementsto existing systemsto verify information held by the Department of State
will be designed and built on the same principles.

In addition, State-to-State data exchangesrequired by REAL 1D may consider
leveragingthe Commercial Drivers Licensing Information System (CDLIS) asthe
baseline platformfor systemsdesign, development and deployment. CDLISisa secure,
State-governed system that storesthe minimum amount of personal information possible
to facilitatethe routing of queriesand responsesbetween States. Enhancementsto
CDLISto support the requirementsof REAL 1D will not change the fundamental
architectural, security, and privacy principlesupon which CDLIS has been built and
operated by the Statesfor nearly two decades.

Asnoted above, § 37.41 of thefinal rule addressesthese concerns. It callsfor
Statesto prepare a security plan, including providing reasonableadministrative,
technical, and physical safeguardsto protect the security, confidentiality, and integrity of
the personally identifiableinformationstored and maintained in DMV recordsand
informationsystems. The rule specifically pointsout the need to include access control

measures to prevent unauthorized access to the information.
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Comment: One State recommended that paper document retention should not be
required once electronicformatswere secured. Another commenter wrote that REAL ID
should collect only the datathat is absolutely necessary and keep it for only aslong as
necessary, and requirementsshould bein placeto periodically review and purge
information.

Response:  Section202(d)(2) of the Act mandatesthat States'' retain paper copies
of sourcedocumentsfor a minimum of 7 years or images of source documents presented
for aminimum of 10 years" DHS does not have discretionto change that requirement.
Accordingly, under thisfinal rule, States may chooseto keep paper copies, microfiche, or
digital images of source documents. Depending on the method of document retention
adopted by the State, the State must maintain paper copiesfor a minimum of seven years,
or microfiche or digital imagesof source documentsfor a minimum of 10 years pursuant
to the Act. We note that the NPRM proposed to allow retention of microfichefor 7
years, however, as discussed above the statute mandates retention of "'images” of source
documentsfor 10 years. A microficheisafilm image, rather than a paper copy, of a
document; therefore, we have corrected the error in the proposed ruleto more accurately
reflect the statutory mandate.

Comment: Many commenters Wrote that obtaininga REAL 1D could becomea
requirement for participationin American life, and that a REAL 1D could be used for
purposes beyond what is contemplatedtoday, such as controllinggun ownership or
smoking. Another commenter wrotethat implementing REAL 1D would undoubtedly
result in a system that political and agency heads would not restrain themselvesfrom

using and expandingin thefuture, and that REAL 1D would becomea practical necessity

91 Biometric Bits 2008-01-11



for anyone wishing to travel on an airplane, open a bank account, collect Social Security
benefits, or take advantageof other government benefit programs. Other commenters
wrote that the result would be adividing of the citizenry into those who have REAL
identification cards and those who do not, with the later group subject to suspicion. One
commenter urged DHS to make clear in the final regulationsthat driver's license
numbersand 1D card numbers must be unique within a State and that the REAL 1D cards
should not have a nationally standard format.

Response: DHS agrees with the comment that a driver's licenseor identification
card number needsto be unique only within a State and need not be a unique nationally
identifying number. DHS also understands the concernsrai sed in the comments about
how a REAL 1D might be used outside of the defined " official purposes” identified in the
Act and thisfinal rule. DHS does not intend that a REAL 1D document become ade
facto national identificationcard. Whether States chooseto require presentation of a
REAL ID for State purposesis not within the purview of DHS’s authority under the Act -
which appliesto documentsthat Federal agenciescan accept for official purposes— and
thusisoutside of the scope of this rulemaking.

E. Stateto State Database Queries

Comment: Several commenters suggested the following requirementsfor State
databases. using a single agreed-uponnaming record keeping, clarifying™ transferable'
functionalities, implementationof point-to-pointinterfacesfor data verification, a
decentralized query system, and a system to check for duplicate registrationsin multiple
States. One commenter suggested that every State have a data governance committee.

Several Statesoffered best practi ce suggestionsto support State database security,
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including encryption, annual employee confidentiality agreements, secured data centers,
testing programs to determinetampering, security audits, and multi-factor authentication.

Response: DHS agreesthat issues relating to the governance of any State-to-
State exchangeof informationis critically important, and that the Stateswill need to play
an important role in determiningthe governance structure of any system(s) that may
interface with State licensing systemsand the Federal verificationsystems. DHSis
mindful that the Statesexpect to continue to have control over their systems, their
information, and the processes that govern any use or access.

During the initial period of REAL 1D implementation, States will conduct data
verificationusing their current methods of connectionto SSOLV, SAVE, and the other
State DMVs. Stateswill continueto use AAMV Anet to connect to these data sources.
AAMV Anet is governed by the Board of AAMVA and is subject to the security and
privacy requirementsestablished by the associationof DMVs. AsDHS, DOT, AAMVA,
and the States compl etethe upgrade of existing systemsto meet the requirements of
REAL ID, these systemswill be deployed and operated on the same basis as the current
network of AAMV Anet-based systemsfor DMV verification of applicant dataand State-
to-Stateexchangesof driver information. The architectureof these systemswill
determinethe scope and extent of the privacy concernsthey pose.

F. Document Standardsfor Issuing REAL 1D Drivers Licensesand

| dentification Cards

1. Identity
Comment: One State agency asked whether the term** source document™ in the

proposed ruleis synonymous with "identity document” used in the Act. One State wrote
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that it was concerned about individualshaving to surrender their REAL ID card from one
State when moving to a new State and applyingfor anew card. Many commenters wrote
that certain applicantswould have difficultiesobtaining proper source documents,
including refugees, lower-income individuals, personswho livein rural areas, the elderly,
minorities, and abusevictims. Another State suggested that the rule should only specify
criteriaand procedures rather than alist of specific documents.

Response: DHS disagreeswith the comment that the rule should specify criteria
rather than alist of specific documents acceptable to establish a person's identity.
Limiting the number of documents meansthat only the documents which DHS has found
to be the most securemay be used to demonstrate identity. Second, identifying specific
documentsimprovesthe chancesthat DMV employeeswill be ableto distinguishvalid
from fraudulent documents because there will be fewer categoriesof documentswith
which they will need to befamiliar. Third, asmaller list of documentsincreasesthe ease
of verifyingthe documentsindependently, a related statutory requirement and one that
will be very effectivein reducing document and identity fraud.

DHS does not agree that certain categoriesof individual scannot reasonably
obtain the identity documentsspecified in the rule, but the rule provides areasonable
level of discretionary flexibility to addressthesetypes of cases.

Comment: Cornmenterswrotethat the list should be expanded to includea
variety of documents, including adoption papers, refugee status paperwork, expired
foreign passportsif USCIS documentationis current, passportswith expired visas,
derivative visas, Immigration Court documents, foreign birth records, foreign nationa

identificationcards, the1-94 (Arrival-DepartureRecord), and the I-797 (Notice of
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Action). Refugeesand asyleesare more likely to have these documents before they
receive an Employment Authorization Document (EAD). Two States suggested that
documentsthat can be el ectronically verified through SAVE should be acceptable.
Commenterswrote a so that foreign applicantsmay have documentsthat are not on the
list but may have been issued by DHS or the courtsto prove immigration status.

Response: The document list provided in the proposed regul ation and adopted
under thisfinal ruleisonly for demonstratingidentity, not lawful statusin the United
States. DHS agreeswith the commenterswho suggest that any document verifiable by
SAVE isacceptablefor proving lawful status, and that is what thisfinal regulation
provides. These caninclude FormsI-797 and1-94 asthey provide sufficient information
for a State DMV to check SAVE, which will be the method by which aienslawfully
present in the United States establish lawful status. But because many of these
documents (including the oneslisted above) cannot, and are not intended to, provea
person's identity, an additional document must be provided for that purpose. Inthe case
of refugees and asylees, they will be ableto obtain a Form I-766, Employment
Authorization Document.

DHS cannot accept the comment that foreign documents be included on the list of
acceptabledocumentsto proveidentity. First, section202(c)(3)(B) of the Act
specifically prohibitsany States from accepting any foreign document other than a
passport. Second, the Act requiresthat documents presented for proof of identity be
verified by the issuing agency. State DMV cannot be expected to verify with foreign

governmentsthe validity of documents. DHS has, instead, decided to usethe U.S. visa
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within the foreign passport as the identity document that a nonimmigrant alien can
present.

Comment: Onecommenter wrote that adelayed birth certificateshould be
considered an acceptabledocument. One Statewrotethat many birthsin rural areasare
not recorded, and States should be ableto use other documents. One cornmenter wrote
that arequirement for a certified copy of a birth certification would place a hardship on
poor persons. One commenter supported the concept of re-verificationof birth
certificatesfor renewals of REAL identificationcards, except that the rule should alow
the option for the applicant to use documents with the current legal name instead of the
nameat birth.

Response: While confirmingidentitieswith delayed birth certificatescan be
problematic, thisfinal rule does not preclude a State from acceptingavalidly-issued
delayed hirth certificate. DHS agreesthat some, mostly elderly, individualsmay not have
abirth certificateat all. Asaresult, thefina rule permitsa State to use its exceptions
processto determinewhat alternative documentsan individual may present in thislimited
circumstanceto establish hisor her date of birth. DHS does not agree that lower-income
individualswill have a hardship obtaining certified copiesof their birth certificatesand
believesthat States may be able to assist thoseindividualsfor whom the cost of obtaining
abirth certificateis prohibitive. Further, DHS believesthat thereisvauein re-verifying
applicantinformationupon renewal of drivers licensesand identificationcardsand has
amended the renewal sectionsto requirere-verificationof SSN prior to issuance.

Comment: Commenters requested a variety of additional documents be

considered as acceptable source documents, including Federally-issued identification
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documentssuch as military identificationcards, the Common Access Card, retired
military ID cards, dependent military ID cards, Veteran AffairsUniversal Access Photo
ID cards, and Transportation Workersdentification Credentials(TWIC). Some
cornrnentersal so requested that Native American Tribal Documents be deemed
acceptablesourcedocuments. One State asked whether atribal photo identificationcard
accompanied with a Canadian birth certificate (which is currently acceptableto the
commenting State) will be acceptableto DHS. If not, these popul ationsmay encounter
particular difficulty obtaininga REAL ID.

Response: DHS does not agree with comments suggesting addition of Native
American Tribal Documents, TWIC cards, or Common Access Cards (CAC) or military
identificationissued by the U.S. Department of Defense asidentity documentsfor REAL
ID purposesat thistime. DHS continues to understand from the Department of the
Interior and Bureau of Indian Affairsthat Tribal membersaresimilarly situated to the
genera population, and have accessto the identification documentsset forthin the rule.
WhereaTribal member does not have the necessary document to establish identity, date
of birth, or lawful status, a State's exception process can take thisinto account based on
the State's knowledge and experiencewith Tribal documentsin itsareaof jurisdiction.

In regard to the use of aTWIC as proof of identity, at thistime, DHS does not
believethat it would be feasiblefor Statesto accept TWIC cardsasinitia proof of
identity by personsapplying for aREAL ID card. Firgt, section 202(c)(3) of the REAL
ID Act requires Statesto verify al documents presented by applicantsas proof of
identity. The capability for Statesto verify a TWIC card currently does not exist at this

time.
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Second, athough a TWIC holder must have been determined to be lawfully
present in the United Statesto obtain the TWIC, the TWIC does not necessarily expire
when the holder's lawful statusexpires. Therefore,aDMV could not usethe TWIC card
alone as evidenceof lawful status and the applicant would haveto present botha TWIC
(for identity) and a separate document (for status).

Accordingly, thereislittlebenefit to theindividual or the DMY at thistimeto
includea TWIC as an acceptableidentity document. Assuch, thefina rule does not
include TWIC as an acceptableform of identification. However, DHS will revisit this
issuein the future should such a capability become availableand will consider the ability
for Statesto verify TWICs with the federal government asthe standardsfor the'"hub™ are
developed.

2. Socia Security Documentation

Comment: Several commenters, including States, wrote that obtaining a Social
Security card can be alengthy process. They argued that someindividuals may havelost
their original card, a Social Security number (SSN) does not enhance the identification
process, and indligibility for a SSN is difficult to determineand verify. One commenter
wrote that individualsmight not have a SSN becauseof religious beliefs. One State
wrote that States should have the option of requiringa Socia Security card.

Response: The REAL ID Act requiresthat individualsprovide proof of their
socia security account number or verificationthat they are not eligiblefor a social
security account number. Whilethetypica proof submitted to DMVs isa Socid
Security card, the ruleallowsfor the submission of alternate documents, such asa W-2

form, SSA-1099 form, or pay stub to establishthe SSN. Useand verificationof the SSN
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iIswidely seen by dmost every State as an effectivetool in enhancing the identification
process. DHS hasfurther amended the rule to clarify for the DMVs when an individual
will have not havea SSN, whichislargely tied to immigration statusand identity
documentsused to apply for adriver's license. Other instances may be addressed in
exceptions processing.

3. Principal Residence Documentation

Comment: Many commenters suggested that the definition of ** principal
resdence’” be amended. One State recommended that DHS define™ principal residence’
asthejurisdictionin which an individual spendsthe most time. Another commenter
requested "' principal residence” be defined as the primary or most important place of
abode of an individual and at which he or she presently has an intention of living for an
indeterminate period. Another State suggested that the definition be changed to require
that a person's principal residence be within the jurisdictionissuing the card and to alow
the Statesto issue exemptions. One State suggested that DHS clarify the definition so
that students, military, visitors, and otherswho are temporarily residing in another
jurisdictionare not required to change their principal residences.

Response: DHS agreesthat the definition of "' principa residence' needs to be
clarifiedintherule. Thetermisdefinedinthefinal ruleasthelocationwherea personis
currently domiciled (i.e., presently resideseven if at atemporary address) in conformance
with the residency requirements of the State of domicile, if such requirementsexist.

Comment: Commenterswrotethat requiring two documents proving residenceis
burdensome on certainindividuals(i.e., recent movers, minors, homeless, and those not

listed as primary payer on accounts) and suggested use of the United States Postal
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Service (USPS) National Change of Addresssystem asaverificationtool. One State
recommendedthat the rule allow use of an on-line addressverificationsystemto replace
the two forms of address documents, at |east for remote renewals.

Response: DHS does not agree that it istoo burdensometo require an individual
to produce two documentsto establish hisor her address of principal residence. Sincethe
State has maximum flexibility in determining what documentsare acceptablefor this
purpose, DHS believesthat the States will be ableto find a combination of documentsfor
each person eligibleto apply for aREAL ID driver's licenseor identificationcard. DHS
believes States may use the procedures established in their exceptionsprocesses when
seeking to document the address of principa residenceof the homelessor other
individualswho may not have afixed street address.

Comment: Commenters wrote that that there are certain groups of people
including students, long-haul truck drivers, the homeless, migrant workers, and others
who do not have asinglefixed addressand who will not be able to meet this requirement.
One commenter requested that the rule be strengthened by clarifying in the exceptions
processthat the requirement of afixed addresswill be waived aslongasa REAL 1D
applicant can make ashowing that they have none and that they can comply with other
documentation requirements.

Response: Asnoted above, DHS bdlievesthat States will be ableto resolve these
issuesthrough the use of their exceptionsprocess.

Comment: Severa cornrnentersnoted the difficulty in providing astreet address
because many rural addresses use rura route numbers only, and recommended new

regulatory text: " An acceptable street addressincludesrural delivery route and/or box
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number or other address convention used by the USPSin all areas of the US wherea
number and street name has not been assigned for US mail ddlivery.” One commenter
wrotethat initsjurisdiction, it is common to find streets with same names throughout
different communitiesand that rural addresses are identified by kilometersand
hectometers within a street addressor neighborhood. Another commenter (a State) has
iIslandsthat do not have home addresses; mail isdelivered to post officeswhere the
residentsmust go to retrievetheir mail. One State noted that many Native American
populationsdo not have physical addresses.

Response: DHS agreeswith these commentsand has amended the rule to define
"address” as an address convention used by the USPS in areasof the United States. and
Territorieswhere a number and street name has not been assigned for U.S. mail delivery.

Comment: One commenter wrote that address changes make up the largest
number of driver record changes and many States do not require issuance of a
replacement card until the next renewal cycle. Several commenters, including States,
wrote that when an address change occurs, no REAL 1D card need be required and that it
is cost prohibitivefor States to issue new documentsfor address changes.

Response: DHS agreeswith these commentsand is no longer requiringan in-
person transactionfor an individual to change hisor her address. DHS also leavesit to
State law and procedure when and under what circumstancesa State requiresissuance of
areplacement driver's license or identificationcard.

4. Lawful Status Documentation

Comment: Several commenterswrote that there are many examples of lawfully

present immigrants who may not have the listed documentsand that thelist should be
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expanded. One commenter wrote that these omissionsviolatethe Constitution by
denyingto individualsin these classesthe rights and privileges accorded to others, and
stated immigration documentsdo not always reflect actual status. A State wrote that
Temporary Protected Status aliens should be required to provide documentation from
DHS of an establishedidentity. Some commentersobjected to the need for an unexpired
U.S. visaon aforeign passport. They pointed out that renewing a visawould involve
foreigntravel, and in any casea visadoes not authorizea stay in the U.S. for any
particular period of time. An alien with nonimmigrant status may lawfully extend or
change hisor her nonimmigrant status without maintaining avalid visastamp. One State
noted that in some cases a passport might expire before the visa.

Response: DHS hasincluded thelist of documentsas verifying identity of the
person presenting them, not lawful status. Lawful statusmay be determined through
verification against DHS’s SAVE system. Alienswho are granted Temporary Protected
Statusare already eligiblefor EADs, Form I-766, and thus have a document proving
identity. DHS does not believe that this rule treats citizensand aliens differently--each
isrequired to prove identity and lawful statusto obtain a REAL ID driver's license.
Further, DHS does not believe that treating citizensand aliensdifferentlyisin violation
of the Constitution, but an inherent right of a sovereign nation and one that reflects
American constitutional law. Regarding thevisain aforeign passport, DHSis not
treating the visaitself as a document establishinglawful status. Again, the check of
DHS’s SAVE system will accomplishthat purpose. Thevisaisused to verify identity
and can be verified with theissuing agency — the U.S. State Department. DHS cannot

verify, with the issuing agency asrequired by statute, foreign passports becausethereis
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no guarantee that issuing aforeign government would respond to a DMV request for a
specific passport. Finaly, likeall documentsthat verify identity, the document itself
must be unexpired to assurethat a significant amount of time has not passed such that the
person's appearancehas changed. Thisisafundamental rule with issuance of al types of
documentsthat are designed to prove a person's identity.

5. Veification of Documentation Presented

Comment: Onecommenter wrotethat DHS should partner with AAMVA in
implementing document verificationrequirements. Several commenterswrote that States
need ongoing training and guidancefor verificationand to be advised what to do if
documents cannot be verified. A few commenters noted that the verificationof
documentsis only a verificationthat paper contains legitimatedataand not that the
applicant is the owner of the paper or that the document is authentic. A State asked who
makesthe determination of whether a State's verification procedureis ™ effective.”
Severad commenterswrotethat Federa electronic verification systemsdo not exist yet or
need significant enhancements; therefore, compliance requirements should be delayed.
One commenter wrote that States must find their own waysto verify documents but that
Stateslack the legal authority to force compliance. Commenterssuggested States use
third party databasesor automated document authentication systems and shareimagesto
deter identity fraud. One State asked whether it would haveto re-verify source
documentsif the applicant dready had aREAL ID from another State.

Response: DHS isworking with AAMVA and State representativesto design
and implement verification systems to support the requirements of the REAL ID Act and

thisrule. Representativesof numerous Statesand the Federal agencies responsiblefor
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verificationof identity informationfor REAL ID and related Federal government
programs are continuing to meet to develop recommendations on prioritizationof data
and document verification systems based on risk and value. Two verificationsystemsare
currently availablefor use by all States— the SSOLV system for verificationof social
security numberswith the SSA and the SAVE system managed by USCIS for verifying
that an applicant is lawfully present in the United Statesand for how long. These
systems have been in widespread use for many yearsand are highly effective. DHS s
working to improve further the usability and accuracy of these systems and to meet
REAL ID-specific requirements. DHS isa so working with the appropriate Federal and
nongovernmental agenciesto verify other documentsand applicant datamandated by this
rule. Asthesesystemsare deployed and become widdly availablefor use by States, DHS
plansto publish noticesof availability and timetablesfor required use in the Federal
Regigter.

DHS recognizesthat verificationconsists of two separateelements: (1)
determiningthat the source document is genuineand has not been altered; and (2)
determiningthat the identity data contained on the document isvalid. Electronic
verificationsystems can support these elements. However, DHS recognizesthat other
methods can be employed by Statesto confirm one or more e ements of identity
assurance. Electronicverificationsystemsare only one component of a suite of measures
to assure States that the applicantsare who they say they are and that they are lawfblly
present in the United States.

DHS recognizesthat there are many different techniquesfor verifying theidentity

and qualificationof applicantsand will evaluate the effectivenessof such techniques.
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Comment: AAMVA and severd Stateswrote that a system of passport
verificationsthrough the Department of Stateis not available and it will be difficult for
Statesto determine name matches. One commenter wrote that States must find their own
waysto verify documentsbut that Stateslack the legal authority to force compliance.
Commenterssuggested that States use third party databases or automated document
authenticationsystems and share imagesto deter identity fraud. One State asked whether
it would haveto re-verify source documentsif the applicant aready had a REAL ID from
another State.

Response: DHS isworking with the Department of Stateand AAMVA to
provide a capability to verify passports, U.S. visas, and other information held by the
Department of State. When this capability iswidely availablefor State use, DHS will
publish aNotice of Availabilityinthe Federal Register and establishtimelinesfor State
use of this capability. DHS isalso working with Federal, State, and nongovernmental
organi zationsto identify and improve name formats and matching algorithmsused by
identity verificationsystems.

Comment: Commenterswrotethat they supported the use of a SAVE systemto
verify lawful status because State DMV staff should not have to be immigration officials,
but that many improvementsneeded to be made to the system. Comrnenterswrote that
SAVE needsto indicatethe type of pending nonimmigrant status the applicant has, as
well as work authorizationinformation. Another commenter wrote that for studentsand
exchange visitors, informationis provided in the Student and Exchange Visitor

Information System (SEV1S) system, but SAVE and SEVIS are not yet linked. Several
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Stateswrote that they should not have to pay transactional costsfor Federally-mandated
verification through a Federal system.

Response: The SAVE system has proven to be a highly effective means of
verifying immigrationstatus information for many DMVs and other Federal and State
agency usersfor twenty years. DHS isworking with AAMVA and USCIS to improve
the usability, accuracy, and reliability of the SAVE system even further, to include access
to SEVISand other datathrough SAVE.

DHSis committed to expediting and subsidizing the improvement, design,
development, deployment, and operation of verificationssystemsto support the
requirementsof the REAL ID Act and thisrule; however, the States havetypically borne
the costs of verifyingthe identity and qualificationsof applicantsfor drivers licensesand
identificationcards,

Comment: Several commenterssupported the use of the EVVE system, but
pointed out that it isnot ready for implementation, and that an exception processwould
be needed. Statesopposed having to bear the costsfor verification.

Response: DHS recognizesthat the EVVE system is not ready for full
implementation. Thefina rule providesfor additional timefor Statesto implement
EVVE or another system that providesfor the verificationof birth records. Verification
of identity informationis a vauabletool that many DMVs utilize. Birth dataiscurrently
collected and maintained by the States, and DHS is not seeking to Federalize these
records.

Comment: A few commenters supported the continued use of the SSOLV

system, even though manual intervention is sometimes needed and the systemis
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sometimes not available. One State wrotethat it opposed havingto re-verify SSNsthat
were previoudy verified through SSOLV.

Response: DHS agreesthat the SSOLV system isthe best existing system to
verify anindividual's SSN. DHS does not believe that the short amount of timeit takesa
State to enter an SSN and verify it through SSOLV isan unreasonable burden to impose,
even for those personswhose SSN was previoudy verified through SSOLV. Forty-eight
Statesand the District of Columbiacurrently have the capability to verify SSNsthrough
SSOLV or other means. Thisrequireselectronic verificationof SSNswith SSA but
allows Statesto use other meansthan SSOLV. Verification of SSNsthrough SSOLV
costs penniesand istypically completed in afew seconds. DHS, AAMVA, and the
Statesare working with SSA to improve the accuracy and reliability of the SSOLV
system.

Comment: Several Statesand cornrnentersexpressed concern that Statesare
required to verify an individual's address of principal residence, yet DHS concedesin the
rulethat no such method exists. AAMVA wrotethat in order for the Statesto support the
verification process, DHS must clarify what the'" system of document verification
acceptableto DHS' really means. One State wrote that DHS should devel op national
standardsfor address requirementsand verification; AAMVA wrote that this verification
should be |eft to the Statesto determine and provideto DHS in their certification plans.
Several Stateswrote that development or implementation of an electronicverification

system for proof of principal residenceisnot feasible.
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Response: DHS agreesthat States are best situated to verify an individual's
address of principal residence. Therule gives States maximum flexibility in determining
anindividua's addressof principa residence.

Comment: Many commenterswrote that DHS should delay implementation of
thisfinal rule until all system components needed for verificationarein place and tested.
AAMVA and severa Statesexpressed concern about the cost for verification processes,
particularly programmingcostsfor States to adapt State systemsfor the new requirements
and to establish connectionswith verificationsystems. Stateswrotethat an all-driver
verificationsystem is needed for implementing the REAL 1D program. Commenters
suggested expanded use of the Commercia Driver License Information System to satisfy
the one-driver, one-record goal. Some commentersobjected to the concept of anationa
database. Some commenterswrote that electronic verification systems must be fast and
reliable; providereal -time, accurate information; and be integrated into the REAL ID
issuance process. One commenter favored a decentralized query system where one DMV
uses an applicant's basic identifyinginformationto send requests to other jurisdictions.
A few Statesasked how a compliant State would interface with anoncompliant Statein
verifying an out-of -Statecard. Other commenterswrote that the requirement to check
with other Statesto see whether aREAL 1D had been issued should apply to all drivers
licenses, not just REAL ID identificationcards.

Response: Two of the critical systemsfor verifying Socia Security Numbersand
lawful statusare fully operational and currently used by many or most States. Asstated
above, DHS isworking with other Federal agencies, nongovernmenta agencieslike

AAMVA and NAPHSIS, and the Statesto design and deploy additional systemsas
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quickly as possible. These systemswill be integrated with the licensing i ssuance process
in each State. States cannot and will not be required to use systemsthat are not fully
operational and availablefor use.

DHS is also working with the Department of Transportation, AAMVA, and the
States to enhance the functionality of CDLISto meet the requirementsof the REAL 1D
Act and thisregulation. Neither the Act nor this regulation requiresthe design or
deployment of a new national databaseor any new system of exchanging of information
between States beyond that already implemented through CDLIS and the National Driver
Regigter. All Statescurrently participatein the exchangeof driver information mandated
under these processes. The REAL ID final regulation smply requires Statesissuing
REAL ID drivers licensesor identificationcardsto verify that an individual does not
possessavalid driver's licenseor identification card in another State. This requirement
issimilar to the existing statutory and regulatory requirements for commercia drivers
licenses. When thisfunctionality isavailable, DHS will publish aNoticein the Federal
Register detailing the procedures and timeline for State-to-State exchange of data
required under the Act.

G. ExceptionsProcessingfor Extraordinary Circumstances

Comment: Three Statesand three other commenters said that DHS should set
minimum standardsfor the exceptionsprocessso that there is consistency acrossthe
States. However, other States noted that the process should not betoo rigidly defined,
because the very nature of an exceptionwill by necessity deviate from the current
process, and that there are too many variablesthat need to be analyzed on a case-by-case

basisto develop arigid exceptionsprocess.
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Response: DHS disagreeswith the commentsthat DHS should establisha
uniform exceptionsprocessfor each State. DHS recognizesthat each jurisdiction may
faceitsown unique and particular set of facts and circumstances to resolve and that DHS
isunableto addressall such circumstances. DHS believesthat States must have the
flexibility to craft an exceptions process adequate to the needs of their Statesand
recognizesthat no two State exceptionsprocessesmay beidentical.

Comment: AAMVA and multiple States opposed the requirement that States
submit quarterly reportsto DHS analyzingtheir exceptionsprocesses. Four of these
commenters suggested that the information could be included in a State's annual
certificationreportinstead. Further, AAMVA and many Statesopposed the provision
requiring State exceptions processesto be approved by DHS and said this requirement
would reach too far into the day-to-day operationsof State agencies.

Response: DHS agreesthat the proposed rule's requirement for aquarterly report
on the use of the exceptions processistoo burdensomea requirement for the States. The
fina rule strikesthe quarterly reporting and requires Statesto submit areport as part of
the recertificationpackagea State will submit to DHS in connectionwith REAL ID. As
necessary and appropriate, a State can designatethisreport as Sensitive Security
Information (SSI).

Comment: Onecommenter said that DHS should allow Statesto employ
exceptionsprocessing on any list of documents that they deem circumstantially
appropriate. Numerous commentersopposed prohibiting use of the exceptions processto
demongtrate lawful status. In general, these commenters believed that many legal

immigrantsand other groups of people would not be able to meet the rule's requirements
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for proving lawful status. One commenter said that the scope of the exceptionsprocess
described in the proposed regulatory text does not correspond to the scope of the
exceptions processdescribed in the rule's preamble. The commenter urged DHS to revise
the proposed regulation to explicitly include all data elementsrequired under the REAL
ID Act within the scope of the exceptions process.

Response: DHS agreesin part with the commentssubmitted. Under thisrule, the
exceptions process can how also be used by a U.S. citizento establish hisor her lawful
statusin the United States. Thiswill accommodatethe needs of elderly or rura residents,
for example, who have not obtained a birth certificate but were born in the United States.
The exceptionsprocess may not be used by non-citizensto establish lawful statusin the
United States. That status must be verified in all instanceswith DHS.

Comment: Several commentersrequested that State records not include a "full
explanation” regarding why alternativedocumentationwas accepted. These commenters
expressed concern that victimsof domestic violencewould be forced to disclosetheir
history of abuse and that information about their location and any name changes would
be widdly accessiblein State databasesof driver records. They recommendedthat a
generic statement be added to records of victimsof domestic abusethat would indicate
that alternativedocuments were accepted 'for reasonsof public safety.” Three
commenterssaid that it would not be feasiblefor Statesto mark exceptionsin their data
files until they complete computer system upgrades.

Response: DHS agreesthat Statesmay use statementslike'for reasons of public
safety™ or similar generic expressionswhen using the exceptions processfor victims of

domestic violence or others, where the State feelsit is necessary to preservethe
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confidentiality of the reason the exceptions processwas used.

Comment: Some commenterssuggested that the exceptionsprocess be
broadened to include specific popul ationsof individual swho may have problems
producing the required documents, who may not spend the mgjority of time at home (out-
of-State students, active military personnel), or who may not be ableto cometo the DMV
in person (individua swith disabilities). Other commenters, including AAMVA,
suggested that the exceptions be related to risk and could factor in year of birth or
duration of continuousrelationshipwith the State of licensure. Similarly, one State
suggested that the rule grandfather all current holdersof drivers' licensesor identification
cardsthat were previoudy verified as lawfully-present through SSOLV and/or SAVE.

Response: As noted above, DHS does not believe it would be beneficia to
establish a uniform exceptionsprocessfor all States. DHS recognizesthat each
jurisdiction may faceits own unique and particular set of factsand circumstancesto
resolve and that DHS is unableto address al such circumstances. DHS believesthat
States must have the flexibility to craft an exceptionsprocess adequate to the needs of
their State and recognizesthat no two State exceptionsprocesses may beidentical.

DHS does not agree with the comment that individual scan be " grandfathered" for
REAL ID purposes. Thefact that an individual once had lawful statusin the United
States when checked through SAVE is not indicativeof hisor her present status. As
noted elsewhereabove, DHS does not believeit is burdensometo requirean SSOLV
check for all personsseekinga REAL 1D driver's license or identificationcard.

H. Temporary or Limited-Term Drivers Licensesand | dentificationCards

[§ 37211
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Comment: Two commenterssaid that use of the term could cause confusion
with other licensetypes and requested that another |abel such as"limited-term"” be
substituted to avoid confusion. One commenter suggested that temporary cardsindicate
on the face whether the holder isacitizen or non-citizenbecause any immigration status
can be lost or revoked or expireat any timeduring life of the card.

Response: DHS agreeswith these commenters. DHS has added the phrase
"limited-term™ to avoid any confusionwith existing State licensing schemesinvolving
temporary drivers' licensesor identificationcards. The sectionof the ruleis now entitled
"Temporary or Limited-Term Drivers Licensesand IdentificationCards."

Comment: Two Statessaid that matching the expiration date of atemporary
driver's licenseor ID card to the end date of an applicant's authorized stay would require
major internal system and business process changesand may also requirealegidative
changein some States.

Response: DHS notesthat matching the expirationdate of atemporary or
limited-termdriver's licenseto the end date of an applicant's authorized stay in the
United Statesis a requirement of the statutethat DHS lacksthe authority to change.

Comment: Several commenters opposed the provision limiting the duration of
temporary licensesor I1D cardsto the duration of admissionor to one year if the
applicant's authorized stay does not have afixed expirationdate. Numerous commenters
cited concern with how the period of authorized stay isdetermined, in the event, for
example, that a person hasa visathat expiresin two years but the1-94 expiresin two
months. One country urged DHS to accept the term of validity of the visa, whichare

generaly valid for relatively long periods, asthe ™ period of time of applicant'sauthorized
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Say."

Response: These commentscannot be accepted. Section 202(c)(2)(C)(ii) of the
Act requiresthat the duration of the driver's licenseto be limited to the period of the
person's authorized stay or in the case of no specific period, aduration of oneyear. DHS
does not have the authority to amend or change thisdirect statutory requirement. The
period of admission will be determined not by documentsthemsealves, but with the use of
the SAVE system which can best identify a person's lawful period of admission. Finadly,
avisacannot be consideredto be a person's period of authorized stay asa visaonly
allowsapersonto apply for admissionto the United States. 1t doesnot represent, in any
sense, permissionto stay within the United Statesfor any particular period of time.

Comment: Commenterssaid that this provisionwould be unduly burdensome
for many individualswho havelawful statusfor extended periodsof time, suchasF and J
visaholders, and specifically expressed concern that the rule iseliminatingalong-
standing provisionfor J-1 participants, who, under State Department regulations, are
entitled to athirty-day grace period after completion of their programsto travel within the
United States One of these comrnenterssuggested that States be allowed to use the end
dateslisted on the certificatesof eligibility for each of these visatypesasthe "ending
date" of statusfor the purposeof obtaining adriver'slicense.

Response: Again, the determinationfor lawful statusin the United States will be
made by the SAVE system, not particular documents. SAV E takesinto account the grace
periodsto whichthosein certain F and J statusesare generaly entitled. 1t should be

noted, however, that since F and J non-immigrants are admitted for "' duration of datus,"
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which isan indeterminate period, they would normally be issued licenses valid for one
year.

Comment: Two States said that annual, in-person enrollment for these
individualswould provide little added homeland security value while overcrowding
DMV offices.

Response: DHS agreesin part with these comments. Thefina rule providesthat
individualsholding REAL ID cardsthat are not temporary or limited-termmay renew
remotely where there has been no material change in the individual's information(i.e.,
name or lawful status) and the State re-verifiesthe individua's lawful statusand SSN
where applicable. Because lawful status can change over time, DHS believesthat it is
necessary for a State to determinethat theseindividualsremain in lawful status prior to
extendingthe validity period of any REAL ID-compliant driver's licenseor identification
card.

Comment: Three commenters asked DHS to clarify whether temporary drivers
licensesand ID cards need to have the security featuresof REAL ID-compliant
documents.

Response: Temporary or limited-termdrivers licensesand identificationcards
qualify as REAL |D-compliant documentsso they must contain the same security
featuresasany full-term REAL ID driver's licenseor identificationcard.

Comment: One commenter asserted that temporary driver's licenseor
identificationcards should not be permitted because international and foreign licensesare
valid for individualswho are in the United Statesfor lessthan one year.

Response: The REAL ID Act permits Statesto issuetemporary or limited-term
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drivers licensesand identificationcards. States will continue to determinehow long an
individual must be present or have residencein a State beforethe State requiresthat
personto obtain adrivers licensesor identificationcard. Nothing intheserules
precludes Statesfrom permittingan individual to use an international or foreign licenseto
operate amotor vehiclein a State.

Comment: Commenters had specific comments about how thisannual renewal
provision would affect particular groups. Several domestic abuse advocacy organizations
said that the annual requirement would give more power to abuserswho have confiscated
or destroyed the identification documents of their victims. One cornrnenter said that DHS
needs to amend the rule because the confidentiality requirements under the Violence
Against Women Act (VAWA) precludeentry of certain immigrant victimsinto the
SAVE system. The group suggested that if yearly renewal is required of immigrant
victims, it should use the fax-back system devel oped by the INS to verify eigibility for
Federal public benefits. A State expressed concern with DHS having defined ** sexual
assault,” " stalking," “[d]omestic violence," and "' dating violence™ in establishing
exceptionsfor the REAL 1D requirement to display an individual's principal residence
addressonthe licenseor identificationcard. The State arguesthat the proposed
regulation would requirethat any State wishing to comply with the regulations must
adopt the Federal definitionof thesecrimes. Thiscommenter arguesthat DHS can avoid
this Federalism implication by allowing Statesto continue to decide who should be
protected under address confidentiality programs.

Response: DHS agrees, in part, with thesecomments. Thefinal ruleclarifies

any misperception in the NPRM that a State would have to adopt the VAWA definition
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of certain terms, and makesit clear that States can continue to enroll and safeguard
victims based on their own laws. DHS disagrees with the commentsthat the renewal
requirement conflictswith any provisionsof VAWA. If anindividua's identity
documents have been destroyed by an abuser, a State can address this situation through
its exceptions process.

Comment: AAMVA, two other commenters, and four States expressed concern
with the proposed requirement that atemporary document clearly stateonitsfacethat it
istemporary. The commenters said that modifying cardsto comply with the proposed
rule would be costly and suggested that the ruleinstead allow Statesto use arestriction
code on the front with clarifying language on the back. One State requestedthat DHS
provide the exact wording that must be displayed on the face of atemporary card. One
privacy group said that identifyingthe card as temporary on itsface would amount to a
"scarlet letter for immigrants and would lead to discriminatory interactionswith police
and other individuals. One State commented that it does not support the"*facid
branding' of cards.

Response: DHS does not agree with these commentsand has clarifiedtheruleto
state that atemporary or limited-term license must indicateonthe license and in the
machine-readable zonethat it istemporary. States may use different methodsto indicate
the temporary nature of the license, such as using restriction codes on the front of the
card and explanatory text on the back of the card.

Comment: AAMVA and one State said that they support in-person renewalsfor
temporary REAL ID drivers licensesor identification cards because lawful statuscan

change and the population of individuaswith temporary lawful statusisfar smallerand
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eas er to manage with in-person renewals than the larger populationof U.S. citizens. In
contrast, one State requested that DHS allow applicantsto mail in copiesof the
appropriatedocumentsproving lawful status aslong as the State verifiesthe information
viathe SAVE system. One commenter suggested that foreign studentsbe allowed to
renew onlineif they are required to do so annually. One State questioned how many one-
year terms of extension would be permitted if length of stay is not specifiedon a
submitted Federal immigrationdocument. Two States wrotethat after an applicant
obtainsa REAL ID card, the applicant should not have to re-supply source documentsfor
renewalsor conversions. Severa Statessuggested that the rule state that notice of change
of address may be made on-lineor by mail aslong as electronic verification can be
accomplished.

Response: DHS agrees with the AAMVA comment that individualsholding a
temporary or limited-termlicensemust renew in person in order to present evidence of
continued lawful status. DHS believesthat thisis necessary because lawful statuscan
change, and thispolicy is consistent with the language of the REAL ID Act. Assuch, the
requirement remains unchanged from the NPRM.

Changesof addressmay be made on-line, by mail, or as otherwise permitted by
the DMV. Thereare no limitson how many yearsa State can issue a one-year license or
identificationcard to an individual who is present for an undetermined " duration of
datus” aslong asthat individual remainsin that lawful statusor ancther.

Comment: Numerous States expressed concernthat the current processing time
involved in USCIS review of applicationsfor variousimmigration statusesimpacted by

REAL ID will result in alarge number of applicantswho wish to renew their licenses but
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their applicationsto extend their status has not been acted on by USCIS withinthe year.
Two States suggested that Statesissue interim documentsthat would be vaid for very
short periods until an applicant recelveshisor her permanent document demonstrating
lawful status. Another commenter suggested that such an interim card be based on the
applicant's visauntil authorizationis received and verified through SAVE, which should
be programmed to contact the querying State when thereis an updated applicant status.
One cornrnenter recommended that the rule allow Statesto use alicense expiration date
90 days beyond the expiration date of the immigrationdocument to alow for USCIS
processing of applicationsto extend lawful status. Commenterssaid that individualsin
certain statuses will not be ableto comply with the requirement to present documentation
showing extended lawful status upon renewal because in most cases, their statuseswill
not have been extended but merely continued.

Response: Again, State DM Vs will usethe SAVE system, and not particular
documentation, to determinethat the license applicant isin lawful status. An application
that is properly filed with USCIS entitlesthe person to remain in lawful status beyond the
period listed on the person's Form 1-94 or other immigration document, that information
isreflected inthe SAVE system. Thus, aliensin these situations would be ableto obtain
REAL ID-compliant licensesand States would not have to add any additional processes
with USCIS.

I. Minimum Driver'sLicenseor |dentification Card Data Element Requirements

1. Full legal name

Comment: Many commentersraised i ssues about the concept of full legal name.

One commenter stated that the provisioninfringes on powersreserved to the States in that
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it dictatesto the States acceptablemethodsfor name changes, and that it effectively
nullifiesthe common law name change process that some States permit. Proposed

§ 37.11(c)(2) would have required the applicant to present documents showing alegal
name change, but several commenters pointed out that these documents may come from
local or foreign government sourcesin additionto Federal and State governments. Two
States opposed the proposed requirement to present these documents, and an individual
opposed having name changeinformationon the REAL ID. One State suggested that the
rule also should provide instructionsfor individualswhose gender has been legally
changed.

Response: DHS agrees that where State law or regulation permitsan individual
to establish a name other than that contained on the identity document he or she presents
for aREAL ID driver's licenseor identification card, the State shall maintain copies of
the documentation presented pursuant to § 37.31 and maintain arecord of both the
recorded name and the name on the source documentsin a manner to be determined by
the State. Theuseof initialsor nicknamesshall not be permitted, except to the extent
that aninitial is necessary to truncate a name longer than 39 charactersin length, in
which case the name should be truncated pursuant to |CAO-9303 standards. DHS also
agreesthat local or foreign government-issued documents can be used to establisha name
history. Thefinal rule reflectsthese changes.

Comment: Numerous Statesand AAMVA stated that thereis no standard naming
conventionfor Federal agenciesand as aresult passports, immigration documents, and
social security cards list disparate names, making identifying the full legal name difficult.

Many States commented that the Federal government needsto adopt a single standard for
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full legal name and apply it to all Federal records, rather than depending on the State
DMVs to resolvethisin the face of multiple Federal approaches. Dueto discrepancies
among naming conventions, one commenter suggested that DHS provideal list of most
acceptableto |east acceptabledocumentsused to establishfull legal name. Severa
commenterswrote that documentsevidencing a name changemay comefrom local or
foreign government sourcesin addition to Federal and State governments.

Response: DHS agreesthat thereis no standard naming convention currently
used by Federal agencies. It would be beyond the scope of DHS’s rulemaking authority
to impose such a conventionon all Federal agencies. Nevertheless, the lack of a common
Federd standard does not mean that DHS should not establish minimum standardsfor the
Statesto follow as required by the REAL ID Act. However, based on comments
received, DHS is slightly modifying the definition of the definition of "'full legal name"
to bring it closer to existing name conventionsused by the Socia Security
Administration, the Department of State, and other issuers of source documents.

Comment: AAMVA and numerous States commented that the States need
flexibility and DHS should drop the prohibitionagainst using initialsand nicknames.

One State wrote that the name on the driver's license should be the one the person
chooses to use, with thefull legal name stored in the database and in the MRZ, and that
without common naming conventions, it isimprudent to assume that a regulatory
requirement forcing the public to adopt a single name will achieve any desired end. One
State commented that it should be ableto use an adternative name if the applicant's
sourcedocuments clearly show alink between that name and the name presented on other

source documents.
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Response: Asnoted above, DHS agreesthat where State law permitsan
individual to establish a name other than that contained on the identity document
presented for aREAL ID driver's license or identificationcard, the State must maintaina
record of how the name was established in a manner to be prescribed by the State. The
useof initialsor nicknamesshall not be permitted, except to the extent that an initial is
necessary to truncate a name longer than 39 charactersin length, in which case the name
should be truncated pursuant to ICAO-9303 standards. Wherethe individual hasonly
one name, that name should be entered in the last name or family namefield, and the first
and middle name fields should be left blank. Place holderssuch as NFN and NMN
should not be used.

Comment: Both Statesand victim advocacy groups objected to the full legal
name requirement becausethe rule would not provideexceptionsfor victims of domestic
violence. Therulewould requirethat past names be included in DMV records, which
would expose victimsto danger. In addition, the SSA requiresvictimsto changetheir
names before changing SSNs and prohibits them from revealing previousnamesand
SSNs. Cornrnenterswrote that the proposed rule conflictswith this prohibition by
requiring that the previous names be revealed as well as with the court ordersunder
which many victimsare granted new identities.

Response: The REAL ID Act does not include any exceptionsfor victims of
domestic violence not to providetheir full legal names. DMVs may want to take
appropriate measuresto protect the confidentiality of those records so that a stalker or

victimizer could not use the DMV database to locate the individual .
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Comment: Many commenters noted concern with the name requirement for the
MRZ, particularly inclusion of the name history onthe MRZ. States questioned whether
some name historieswould fit on the MRZ. Others questioned the need for the
requirementif the history isavailablein the State DMV database and cited the potential
for abuse. Many aso commented that the requirement would result in acompleterewrite
of States' systems and isone of the most costly partsof the rule. For example, one State
commented that the 125-character field would delay itsimplementationfor 3to 5 years
until it can obtain a new mainframe.

Response: DHS agrees with the commentsand is no longer requiringthat the
name history be stored on the MRZ.

Comment: One State asked for guidelinesfor trand ating names from other
alphabets: aname in the Cyrillic alphabet can be changed to the Latin alphabet a variety
of ways. Another cornmenter recommended referencingthe AAMVA name
specificationsgenerically rather than a particular edition. The commenter also suggested
changing "' Roman alphabet™ to "' Latin a phabet.” Commentersnoted other problemswith
thefull legal name requirement, such as naming conventionsin other countriesand
cultures, conversion of these namesonto variousimmigration documents, and the
" Americanization™ of foreign nameswhen living in the United States.

Response: DHS has changed ""Roman’ aphabetto™'Latin™ aphabetin thefinal
rule. DHS s not requiringany particular trandliteration method, but notesthat both
AAMVA and ICAO have published standardsthat address theissuesraised in these
comments.

2. Gender
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Comment: Two Statesraised issuesabout how gender isdeterminedfor
transgender individual sand whether gender will be included as a verifiableidentifier
through EVVE.

Response: DHS will leavethe determination of gender up to the Statessince
different States have different requirementsconcerning when, and under what
circumstances, atransgenderedindividual should be identified as another gender. Data
fieldsin EVVE are outsidethe scope of this rulemaking.

3. Digital photograph

Comment: A number of Statesobjected to the requirement to take the
applicant's photograph at the beginning of the licensing process because doing so would
require extensivechangesto State processes, facilities, and vendor contracts. According
to one commenter, only seven States currently take an applicant's photo at the beginning
of the process. One State requested a cost-benefit analysisfor taking the photograph at
the start of the process. One comrnenter suggested using an inexpensiveimage capture at
first, then replacing the image with the final digital photo on issuance.

Response: Under § 202 (d)(3) of the REAL ID Act, Statesmust subject each
person applyingfor adriver's licenseor identificationcard to a mandatory facial image
capture. Submissionof an applicationfor adriver's license occursat the beginning of the
licensing process, and as such, requiresthat the photo be taken at the beginning of the
process. Additionally, from alaw enforcement and operational perspective, an up-front
Image capture process servesas a deterrent to individual s attempting to present fraudulent
documentsor to " office shop™ within ajurisdictionwhen their application may have been

already denied in another office.
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Comment: A number of commenters objected to the requirement for a color
photograph becauseit would bar the use of laser engraving. One commenter stated that,
photographs are better for checking identities. However, AAMVA and other States
recommended that the required image bein color.

Response: DHS agreeswith those commentersthat a black and white photograph
should also be acceptablein order to facilitatethe use of laser engravingtechnology by
Stateschoosing to employ thistechnology to deter counterfeiters, and the altering and
tampering of their drivers' licensesand identificationcards. Thefinal rule has been
changed accordingly.

Comment: Onecommenter suggested that DHS replacethe ICAO 9303
standard's aspect ratio with the AAMVA’s aspect ratio, which isthe Universal Camera
Aspect Ratio.

Response: DHS believesthe proposed ICAO aspect ratio, with an Image Width:
Image Height aspect ratio range of 1:1.25 and 1:1.34, will accommodatethe AAMVA
Universal Camera Aspect Ratio of 1:1.33.

Comment: Several commenterswrote that requiring photographs could burden
the free exerciseof religionfor some groups, such as Amish Christiansand Mudlim
women. One commenter noted that banning the wearing of vellsand scarveswould
require new State legislation. Another commenter asked DHS to clarify that a person
may not wear any garment that affectsthe reliability of facial recognition technologies.
Another State said the regulation should require Statesto refusealicense or ID to anyone

who appearsin disguiseor distortsthe face when photographed.
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Response: AsDHS stated in the preambleto the NPRM, the REAL ID Act
requiresafacial photograph, which servesimportant security purposes. Given these
security concernsand the clear statutory mandate, DHS believesthat adriver's licenseor
identificationcard issued without a photograph could not be issued asa REAL ID-
compliantdriver's licenseor identificationcard. Many States now issue non-photo
drivers licensesor identificationcards based on the applicant's religiousbdiefs. States
may continueto issuethesedrivers licensesor identificationcardsto such individuals
and DHS recommends that these drivers' licensesand identificationcards be issued in
accordancewith the rules for non-compliantdrivers licensesand identificationcardset §
37.71.

Whilethefinal rule does not specifically addressindividual swho appear in
disguise or who distort their face when photographed, DHS expectsthat Stateswill
implement their own proceduresto ensurethat the photographsare accurate
representationsof the individuals.

Comment: Some States objected to the requirement for a profile photographfor
people under 21 yearsof age becauseit will defeat biometric facia recognition systems.
One cornrnenter suggested printing the cards with adifferent orientationto differentiate
under-21 licenseeswhile dlowing for facial recognitiontechnologies.

Response: A typographical error in the NPRM left the mismpression that DHS
was requiring a profile photograph for individualsunder age 21. Thefinal rule does not

require a profile photograph for people under 21, and instead requiresafull facial digital

photograph.
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Comment: One commenter recommended that States be required to sharetheir
images. Another State commented that the requirement to retainimagesof people
suspected of fraud would mean that they had to keep all images because the suspicion of
fraud may occur long after the licenseisissued, and datastorage costs would be
significant.

Response: DHS agreesthat there would be substantia value in preventing the
acquisition of multipleidentity documentsif Stateswere ableto exchange imagesof their
license holderswith one another. DHS believesthat the States have the sameinterest and
therefore States must ensure that the same individual does not have multipledrivers
licensesor identification cardsfrom the same State. DHS al so encourages Statesto
participatein AAMVA Fraud Early Warning System (FEWS) or similar system for
exchanging information on fraud or attempted fraud in the issuance of drivers' licensesor
identificationcards. DHS believesthat the volume of images of individualswho start, but
do not complete the application process, will not be so great asto impose substantial data
storagecostson the States.

4. Addressof principal residence

Comment: One State noted that it hasa' homelessexception™ to its proof of
residency requirement where proof of residency documentsare waived if the applicant
providesa letter, on letterhead, signed by the director of a homelessshelter, certifying
that theindividual ishomelessand staysat that shelter. It suggested that this be an
acceptable action under an " exceptionsprocess” for the homeless. Other States voiced

concernthat the rule does not address the "' truly homeless," those not living in a shelter.
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Response: DHS agreesthat a letter, on |l etterhead, sgned by the director of the
homeless shelter, certifyingthat an individual ishomelessand stays at that shelter, should
be sufficient to establish an individual's address of principal residence under a State's
exceptionsprocess. As noted above, States have wide latitude to addressissues
concerning an individual's address of principal residence within their State-specific
exceptionsprocess.

Comment: AAMVA, other commenters, and many Statescommented that DHS
allow Statesthe authority to provide for the confidentiality of individual's address of
principal residence, including the categoriesof individualswho would be subject to the
addressexception. One commenter suggested that DHS devise standard rules governing
addressconfidentiality rather than allowing each State to devise separateand unique
requirements. One State claimed that a confidential address program is unnecessary.

Response: DHS agreesthat States should have broad authority to protect the
confidentiality of the addressof principal residence for certain classes of individuals.
DHS has added additional clarifyinglanguage in thefinal rulethat should help to
aleviateany uncertainties.

Comment: Numerouscommentersclaimed that the confidential address
provisionin the rule did not addressall individualswho may have legitimatereasonsfor
protecting their addressesfrom public disclosure. Comrnentersnoted that § 37.17(£)(1)
was too narrow and would not quaify individualswho would otherwisebe protected
under Statelaw. Severa Statesrecommended additional address exceptionsfor the
following categories: sitting and former judges, Federd officialsin limited

circumstances, covert law enforcement officersas long asthe officer providesa letter of
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authorization, State administrativepersonnel engaged in law enforcement, participantsin
the witness protection program, and victims of domesticviolence. One commenter stated
that the exemption should include family members when lawsor court orderssuppress
the addresses of thoseindividuals.

One commenter claimed that the partial exemption to the principal address
requirementisinadequateby removingthe option of not listing an addressand relying
solely on State lawsthat cover alimited number of individuals. The commenter noted
that only 24 States have confidentiality programsin place, which is a requirement for the
exemption to apply. Victimsin the remaining jurisdictionswill not be protected unless
they can obtain a court order suppressingtheir addresses. Another commenter wrote that
States have created forma address confidentiality programsand have also provided
general measures of residential address privacy and thisrule overridesthese substantial
protections.

Response: Asnoted above, DHS agreesthat States should have broad authority
to protect the confidentiality of addresses. DHS has clarified language in thefinal rule so
that it isclear that a DMV may apply an alternate addresson adriver's licenseor
identificationcard if the individual's addressis entitled to be suppressed under State or
Federa law or suppressed by a court order including an administrativeorder issued by a
State or Federal court.

Comment: A few Statesclaimed that use of alternativeaddressesisjustifiedon
the REAL ID cards, but that the principal residence must be capturedand storedin a
securedatabase. They requested clarification from DHS on how States would meet the

requirements related to the protection of the principal residence addresses. Another State
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noted that it has no confidential addressprogram, but it permitsa post office box to be
displayed on the identificationdocument if requested, but again it retainsthe permanent
addressin a database. One commenter stated that the better level of protection would be
to notein the MRZ that the individual's addressis protected and provide a pointer to
whatever relevant authority handlesthose addressesfor that jurisdiction. Thisprocess
would also serve a secondary purpose in that anyone seeking the addresswould make a
request that could be logged and validated.

Response: DHS agreesthat an individua's true address must be captured and
stored in a secure manner in the DMV databaseeven if an aternateaddressappearson
theface and MRZ portionsof thedriver's licenseor identificationcard.

Comment: Onecommenter recommended that the final ruleallow courtsto issue
administrativeorders suppressing the collection of REAL ID informationor itsdisplay on
identificationdocumentsin any jurisdictionwhere thelegislature has not acted to protect
privacy.

Response: DHS agreeswith this comment and has changed thefinal ruleto
reflect that an address may be suppressed by a court order includingan administrative
order issued by a State or Federal court.

5. Signature

Comment: Two Statesand another commenter stated that the rule needsto allow
for peoplewho cannot sign the card, such as minors, and older or disabled persons. If
Statesuse a signature match, an alternative process must be available.

Response: DHS agreeswith these comments. Section 37.17(g) now provides

that a State ' shall establish alternativeproceduresfor individualsunableto sign their
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names.” Thislanguage gives the States wide |atitudein how to address situationswhere
anindividual is unableto sign hisor her driver's licenseor identificationcard.
6. Physical Security Features

Comment: Numerous States and other commenters stated that DHS should
provide security objectivesor performance standards, and not specify particular
technologies, materias, or methods. AAMVA wrote that States are using the AAMVA
Driver Licensing/Identification Card Design Specificationas the minimum standard and
to change direction now would be costly for States. AAMVA further commented that
restrictingall State-issueddrivers licensesand identificationcardsto a single security
configurationcould introduce new security vulnerabilitiesrather than protect the drivers
licensesand identificationcardsagainst fraud. AAMVA wrotethat it is not aware of any
jurisdictionthat usesall the listed security featureswith the proposed card stock in its
card design or production. Numerouscommenters Stated that the proposed requirements
would eliminate over-the-counter issuance systemsand place an unnecessary financial
burden on States.

Response: DHS understandsthat there are challenges States may facein
producing securedrivers licensesand identificationcards. Thefinal rule removes
requirementsto use specific technologies, and providestheflexibility for Statesto
implement solutions using a combined set of security featuresthat provide maximum
resistanceto counterfeiting, alteration, substitution, and the creation of fraudulent
documents from legitimatedocuments. DHS will work with stakehol dersto develop
performance standardsand a methodol ogy for adversarial testing.

Comment: Cornrnenters were concerned that DHS was not targeting its security
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enhancement properly, and that increased security features would not accomplish the goal
of reducing fraud. AAMVA and another State commented that major DMV fraud and
abuse issuesare not associated with the cards, but with source documentsthat cannot be
verified, system breakdowns, and people who breach integrity. Another State
commented that unless airports, Federal facilities, and nuclear plants have document
authenticationsystems, implementationof REAL ID iswithout purpose. One State also
stated that unless inspectorsare trained in fraud detection or equipment is available for
detection, fraud will continue. One cornmenter recommended that the AAMVA
fraudulent document recognition training be used.

Response: DHS agrees, generally, that no single solution eliminatesall fraud
relating to an identity document. That iswhy the NPRM proposed, and thefinal rule
requires, stepsto improveinternal proceduresat DMVs aswell asthe physical driver's
license or identificationcard issued by the States. DHS agreesthat fraud detection
training isan important el ement in an anti-fraud regime and endorsesthe use of
AAMVA’s fraudul ent document recognitiontraining or equivalent by the States.

Comment: AAMVA stated that States cannot consider making any changes until
existing contractswith card integratorsexpire or they will face high penaltiesfor
breaking existing contracts; any change would require Statesto proceed though the
competitive bidding processes, eval uate proposals, award new contracts, and implement
the complex and expensive process of re-engineering their issuance processes. Any
wholesale changein card design will be costly, complex, and time consuming. Severa

Statesalso noted that contractual processeswill slow implementation.
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Response: DHS understandsthat existing vendor contractsmakeit difficult for
some Statesto make changesduring the term of their card contracts. Thefinal rule
providesflexibility in card solutions. DHS will require Statesto take appropriate
measuresto issuedrivers licenses and identification cardsthat are resistant to tampering,
alterationor counterfeiting.

Comment: Commenters, particularly Statesthat issuedrivers' licensesand
identificationcards™ over the counter,™ objected to check digit specification, unique serial
number, application of variabledata, and laser printing. One commenter supported
associating card stock serial number with acustomer. One State agreed with
incorporation into the card of taggant (aradio frequency identificationchip) and marker,
but said that only State employees need to know if the Stateis using such embedded
technology. One State noted that it uses seventeen overt, covert, and forensic security
featuresto make counterfeiting difficult; it recommended that States use different designs
and combinationsof security featuresto deter counterfeiters. One commenter wrote that
the proposed ruleincludesa requirement for an optically variablefeature and suggests
that a"diffractive optically variablefeature” be included to enhance protection. The
commenter said it is unclear how thisfeature enhances protection over existing State-
issued drivers licenses and identificationcards as many aready use such technology.
The commenter recommended optically variableink asa security feature. Thisink
technology, currently used in U.S. passportsand outlined in the FIPS 201 security
standards, is not reproducibleusing commonly used or availabletechnologies, and
requires much lesstraining to authenticatequickly. No readersor special equipment are

required to observethe color shifting effect, meeting the requirementsin the proposed
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rulefor aLevel 1 security feature. Additiona forensic security, such as micro-flakes
with etched on numbers, logos or wordsthat are visible under low-power magnification
can beincluded in the micro-flakesof the overt optically variable color shift technology,
meeting the requirementsin the proposed rulefor aLeve 2 and Leve 3 security features.

Response: Thefinal rule providesfor a performance-based, not prescriptive,
approachto card solutions. Specific security requirementsare not mandated in therule.
However, thefina ruleincludesrequirementsfor threelevelsof document security
designed to provide maximum resistance to counterfeiting, alteration, substitution, and
the creation of fraudulent documents from legitimate documentsthat are not reproducible
using common or availabletechnologies. DHS encouragesStatesto explorethe range of
existing and still-to-bedeveloped technologiesin thisarea. Thefina rule requires States
to use card stock and printing materialsthat are not widely availablecommercialy in
order to significantly decrease the likelihood that adriver's license or identification card
could beeasily counterfeited or atered.

Comment: Onecommenter recommended inclusionof adigital signatureasa
Level 3 security feature.

Response: Thefinal rule providesfor performance-based, not prescriptive
requirementsfor implementation. Whiledigital signaturesoffer a higher level of
security, Statesmay chooseto investin other, similarly securetechnologies. DHS
encourages Statesto consider the use of thisand other security features.

Comment: Statesasked for clarification as to the meaningsof "*inspector,”

"microlinetext,” ""'micro print,” "' external surfaces,” "'taggant,” and "'marker."
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Response: DHS hasremoved the requirementsinvolving these terms, so does not
need to clarify theseterms.

Comment: Two commentersstated that security features should not make it
impossibleto copy or create adigital image of alicense, and that the rule should make it
clear that any print on the image must not obscurethefeatures. One State asked that
DHS remove language forbidding reproducible security featuresand retain § 37.15()(2).

Response: DHS agreesthat the security featuresemployed should not make it
impossibleto copy or createadigital image of alicense. Many private sector industries,
including the banking sector, often need to reproduce and retain a copy of an individua
account holder's driver's licenseor identificationcard. DHS also agreesthat print on the
image should not obscuretheindividual's features.

Comment: One commenter recommended incorporating some security features
inthe substrate.

Response: Thefinal rulerequireslevel 1, 2 and 3 security featuresthat provide
multiplelayers of security, and States may adopt security features that meet their needs,
including incorporating security featuresinto the substrate.

Comment: One commenter stated that requiring a color photo and laser printing
meansthat two printerswill be needed.

Response: Thefinal rulealowsfor either acolor or black and white photograph.
Laser engraving, while a very effectivesecurity measure, is not a requirement of thisrule.

Comment: One State commented that it currently uses adversarial testingfor its
cardsand provided detailed information on its process. AAMVA and several Statessaid

that there are no adversarial testing standards and that DHS should devel op them and
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either take responsibility for testing the cards or certify the testing organizations.
Another commenter recommended that there should be a single center for adversaria
testing using asingle set of criteriato avoid the undue influence of vendors and disparate
standards. Some States suggested alternativesto adversarial testing, such as card design
security programsor security audits. One commenter'suggestedthat adversarial testing
occur only if the State card has changed rather than annually. Another commenter
recommended testing every five yearsor at contract changes.

Response: The development of standardsand adversarial analysisand testing of
drivers licensesand identificationcardsis an effective approachto ensuring that these
documents provide maximum resistanceto counterfeiting, smulation, alterationand
creation of fraudulent drivers' licensesand identificationcards. DHS will work to
develop performancestandardsand adversarial analysisand testing.

Independent adversarial testingis an important tool in limiting the ability of
someoneto tamper, alter, or counterfeit adriver's licenseor identificationcard. DHS
agrees with the commentsthat thereare no recognized testing standardsto date and a lack
of availableand accredited testing facilities. Therefore, DHS has removed the
requirement for States to obtain an independent adversarial test of their card security.

Comment: Numerous commenters objected to the card stock requirement,
stating that the NPRM design specificationessentially callsfor polycarbonate material
and AAMVA and its members do not support polycarbonateasthe only optionfor the
cards. Thismaterial is not used anywherein the United Statestoday, i s the highest cost
card materia in productiontoday, and isonly availablefrom alimited number of

vendors, which negates State requirementsfor competitivebidding. Another commenter
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noted an inconsi stency between polycarbonatecard stock and the requirement to meet
ICAO 9303. ThelCAO standard requiresa color photo, but polycarbonate card stock
allowsonly black and white photos.

Privacy groups supported use of polycarbonate cardstock in conjunctionwith
laser engraving because laser engraving on other card stocksmay be removable. One
commenter indicated that other stockswould functionaswell. Another commenter stated
that requirementsfor card stock durability should be based on the renewa period used by
the State. One State asked to whom missing card stock should be reported.

Response: Thefina rulereflectsaless-prescriptiveapproachto card security,
and does not mandatethe use of a specific card stock and prescriptive security features.
Thefinal rule requiresStatesto use card stock and printing methodsthat are not widdy
availablecommercialy in order to significantly decrease the likelihood that adriver's
licenseor identification card can easily be counterfeited or atered. Statesshould develop
and utilizea system of reporting missing card stock and other secure suppliesand
equipment related to the productionof drivers' licensesand identification cardsto other
State DM Vs and law enforcement.

/. Machine Readable Technology

Comment: Privacy groupsand several States recommended laws limiting the
collection and storage of Machine Readable Zone (MRZ) data by third parties. Severa
other Statescommented on the importance of accessibility for law enforcement and noted
that the same informationis available on the front of the identification cardsin human-
readableform. Some commenterswanted MRZ access restricted to |aw enforcement,

while others supported also providingaccessfor bars and liquor storesto help prevent

Biometric Bits 2008-01-11



underagedrinking but limiting their collectionand storage of the personal information.
One commenter stated that nothing inthe REAL 1D Act authorizesFederal agenciesto
read and collect information contained in the MRZ and cited to the Conference Report
statement that the MRZ must only be ableto be read by law enforcement officials. One
commenter opposed any indication in the MRZ that a personwas an owner or buyer of
firearmsor was licensed to carry afirearm; the commenter also asked that DHS forbid
theinclusion of thisinformation unlessrequired by State law.

Response: The REAL ID Act doesnot provide DHS with authority to prohibit
third party private-sector uses of the information stored onthe REAL ID card. Asnoted
In the proposed rule and the PIA issued in conjunctionwith the rulemaking, at |least four
States (California, Nebraska, New Hampshire, and Texas) currently limit third-party use
of the MRZ, and AAMVA hasissued amode Act limiting such use. DHS encourages
other Statesto take similar stepsto protect the informationstored in the MRZ from
unauthorized access and collection. In responseto commenters urging that the rule limit
Federa agency accessto the MRZ, DHS is not aware of any current plans by Federa
agenciesto collect and maintainany of the informationstored inthe MRZ. If a Federd
agency should decide to use the MRZ to collect and maintain personaly identifiable
information in the future, any such information collected from the MRZ will, of course,
be subject to the protectionsof the Privacy Act and other Federal lawsand policies
regulating the use and handling of personaly identifiableinformation. Thisfina rule
does not require (and the NPRM did not propose) that the MRZ contain any information

about firearm ownership.
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Comment: Many commenters suggested data el ementsthat should or should not
beinthe MRZ. AAMVA stated that thefinal rule should limit the MRZ elementsto
thoseset out in itsdriver license card design standard. Another commenter wrote that
DHS should set the minimum dataelementsin the MRZ at zero and the maximum at full
legal name, date of birth, and license number. Other commenters stated that dataon the
MRZ should be limited to what is on the face of the document. One State recommended
inclusion of the issuing State in the MRZ to facilitatethe routing of NCIC inquirieshy
law enforcement agenciesusing in-car bar code reading equipment. Another commenter
suggested limiting the MRZ datato a pointer that does not correspond to the ID number
that would link to a database limited to law enforcement. One commenter recommended
including the digital image in the MRZ using the ISO/IEC 18013-2 standard. Two States
opposed including an inventory control number (ICN). One commenter objected to the
PDF standard because the NPRM preamble had referenced adopting most of the data
elementsin the 2005 AAMVA Driver's License/Identification Card Design, which
includescoding for race.

Response: Thefinal rulemandatesthat the States usethe PDF417 2D bar code
standard with the following defined minimum data el ements: expirationdate; holder's
legal name; issue or transactiondate; date of birth; gender; address; unique identification
number; revision date (indicating the most recent change or modification to thevisible
format of thelicenseor identification card); inventory control number of the physical
document; and State or territory of issuance. The proposal inthe NPRM to include the

full name history, includingall name changes, has been dropped. Raceis not adata
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element contemplated in thisrulemaking and the referencein the NPRM to the AAMVA
standard was not intended to includerace as a data element in the MRZ for REAL ID.

The majority of commenterson theissue of datael ementsrecommended limiting
the data elementsto those needed by law enforcement and the DM Vs to carry out their
duties. Thefinal rule setsthe minimum elementsto include, but recognizesthe authority
of theindividual Statesto add other el ementssuch as biometrics, which some currently
includeintheir cards.

Changesin technology in the future may enable the Statesto reducethe elements
to a pointer that would electronically link to a database and provide only authorized
partiesaccess to informationthat today is stored in the MRZ. The current technology
availableto State DMV s and most law enforcement officers, however, doesnot provide
that capability.

Comment: Several commenters said the 2D barcodeis easily copied and
reproduced. One commenter supported the 2D barcode, but noted that it is not meant to
be a security feature; the 2D barcode does not allow an upgrade of an encryptionscheme,
does not employ.dynamic formsof authentication, does not store audit trails, and does not
use other security features. One commenter stated that the rule for the barcode was
insufficient, particularly that there was no barcode standard specified which would
facilitate the common machine readabl e technol ogy requirement mandated by the REAL
ID Act. Two existing standardscould provide the basisfor what is needed: oneisthe
AAMVA format and the other isthe format in the draft of part 2 ISO standard 18012.
However, the proposed rulerequired fields that are specified differently or arejust not in

either of these standards. One commenter objected to the standard because the selected
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version includes coding for race. One cornrnenter stated that mandatory requirements
makeit difficult to keep up with technology. A security group and one State stated the
bar code should include arevisiondate.

Response: DHS recognizesthat a 2D barcode may have security vulnerabilities
and technology limitationscompared to other availabletechnologies. However, the
PDF417 2D barcodeis already used by 45 jurisdictionsand law enforcement officials
acrossthe country. A different technology choice could hamper law enforcement efforts
and may pose an additional financia burden on the States. DHS supportseffortsof
Statesto explore additional possibletechnologies in additionto the PDF417 2D barcode.

DHS disagreeswith the notion that the standard sel ected should berejected
becauseit includescoding for race. DHS has never stated that race should be encoded on
the license, and specifically stated in the proposed rulethat it was not incorporating
wholesalethe card data elements currently required by AAMVA.

Comment: One cornrnenter supported the decisionto omit an RFID device. It
stated, however, that the NPRM does not discusswhat informationfrom a card should be
made available digitally and what purposeit would serve.

Response: DHS s not requiring that Statesemploy RFID in REAL 1D Act cards;
rather the only technology required by the fina ruleisthe use of the PDFA417 bar code,
which most States already use on their cards. Theinformation stored on the MRZ
enableslaw enforcement officersto compare the informationon the MRZ with the
information on the front of the card to determinewhether any of the information on the
front has been altered and to automatically popul ate law enforcement reports, increasing

officer safety. Theability to run the MRZ through a scanner deviceal so enablesan
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officer to quickly retrievethe informationon the card and request from their dispatch
office additional information on the individual, while maintaining visua contact with a
suspect, a safety considerationfor the officer.

8. Encryptionof MRZ information

Comment: Commenterswere divided on whether some or all datain the MRZ
should be encrypted. In general, groupsconcerned with privacy issues supported
encryption, although one commenter argued that encryption would provide afalse sense
of security. Three States supported encrypting MRZ data. Groups supporting encryption
cited thefollowing:

--The capture of data by other users, such asfinancial, retail, or commercia
institutionsthat could retain, use, and sell the personal data.

--The possibleinclusion of additional privateinformationin MRZ, such as
residential address, race, [trans]gender, or legal name history that could exposethe holder
to harm if captured and revealed.

--Congressional intent to limit use of the datato law enforcement.

Some commenters stated that if DHS does not mandate encryption, it should at
least not prohibitit. Otherssupported encryption of only some data, specifically data not
availableon thefront of the card. One supporter stated that DHS should have donea
comprehensive analysis of encryption systemsand their costsand presented that data.

Numerous other commenters, including the Statesand AAMVA, opposed
encrypting thedata. Other commenters were divided among those who believeditis

feasibleto encrypt the data, those who considered it infeasible, and those who offered
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alternative technologies, particularly smart cardsand public key infrastructure.
Commentersopposing encryption cited the following reasons:

--Thedifficulty of managing encryptionkeysthat could be used to decrypt any
REAL ID. If asinglekey was used, oncethe key was compromised, every driver's
licenseissued with the key would beinsecure. If multiple keysare used (e.g., different
keysfor each State), then every law enforcement agency would have to be able to access
all of thekeys. Multiple keyswould limit the threat because key compromisewould
affect fewer drivers' licenses, but would increasethe difficulty of using the MRZ data
acrossthe country. Onceakey iscompromised, any license issued using that key would
haveto be replaced to be secure.

--The cost of systemsfor law enforcement. The costs cited included the cost to
replace existing readersplus the cost of setting up an encryption system and the ongoing
costsof managing keys.

--The additional timerequired for law enforcement. Particularly if multiplekeys
are used, law enforcement and DMV officialsmay need moretimeto read thedata. This
added time requirement would limit the ability to check the validity of documents
quickly, particularly those from other States.

--Theinability of non-law enforcement to use the datato verify the validity of the
information on the face of the card. Businessesalso usethe MRZ datato determineif the
document isgenuine. Eliminatingthat ability would harm businessesthat rely on the
driver's licenseand would affect the ability of restaurantsand barsto confirm ages.

These businesses can help identify criminal use of false documents using the MRZ.
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Some commentersargued that the government should set limits on the retention and use
of the datarather than encrypt the MRZ.

--Thefultility of encrypting data present on thefiont of the card. Commenters
stated that if the dataincluded in the MRZ are readableon thefiont of the card,
encrypting the MRZ providesno protection because optical scanning readers are capable
of transdlatingthe card datainto a database. Theinformation can also be copied or
transcribed.

Response: DHS considered the many comments on thisissue and acknowledges
that the skimming of the personally identifiable informationfrom the MRZ raises
important privacy concerns. Nevertheless, given law enforcement's need for easy access
to the informationand the complexitiesand costsof implementing an encryption
infrastructure, no encryption of the MRZ will berequired at thistime. If the States
collectively determinethat it isfeasibleto introduce encryption in the future, DHS will
consider such an effort, as long as the encryption program enableslaw enforcement to
have easy accessto the information in the MRZ. Moreover, DHS, in consultation with
the States, DOT, and after providing for public comment, is open to considering
technology alternativesto the PDF417 2D bar code in the futureto providegreater
privacy protections.

J Validity Period and Renewalsof REAL ID Drivers Licensesand | dentification
Cards

1. Validity period

Comment: At least two commenterssaid that the proposed eight-year validity

period istoo long, because it would give counterfeitersand forgerstoo much timeto
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learn how to simulateor alter cardsin circulation. The groups recommended that DHS
require Statesto adopt a validity period of no morethanfiveyears. AAMVA and one
State said that State DM Vs should be allowed to determine the duration of their licenses
based on business processes and needs. A few Statessaid that a validity period of no
more than eight yearswould createdifficultiesfor elderly and some disabled personswho
areclearly not national security risks. These Statesasked for theflexibility to
grandfather these populationsor to issue cards with extended validity periods.

Response: TheREAL ID Act establishesa maximum licensevalidity period of
eight years. Nothinginthe Act or the rules precludes a State from adopting a shorter
validity period for business, security, or other needs.

2. Reverification of source document information

Comment: AAMVA and several Statesexpressed strong oppositionto the
requirement that Statesre-verify informationand source documentsfor renewalsand
replacements of drivers' licensesand identificationcards. They said that this requirement
would be costly, burdensome, and unnecessary in part because of the processesthat many
Statesaready havein placefor renewals and replacements. In addition, some
commenters claimed that the requirement to re-verify source documentssuch as address
documentation isimpossibleto comply with becausethereis no electronic system to do
so. One State DMV pointed out that because Federal and State databasesare not updated
inreal time, it islikely that changes would not be immediately verifiable.

One State supported requiring re-verificationof birth certificatesbecause changes
to the birth certificate, such as a name change, could be made after the original birth

certificate verificationoccurred. Thissuggestionwould also allow for matching against
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State death informationto prevent fraud. Another State endorsed the re-verification of
information for temporary REAL 1D licensesand for driver and ID card holderswho do
not have Social Security numbers.

Response: DHS agreeswith the commentsthat it i's not necessary to re-verify all
sourcedocuments at renewal. DHS proposed this requirement in the NPRM sinceit
recognized that the quality of recordkeeping in both Federal and State databases would
improve over time. Instead DHS hasamended the ruleto requirereverification of SSN
and lawful status prior to renewal and verificationof informationthat the State was
previously unableto verify electronically.

Comment: Several State DMVs asked DHSto clarify exactly what they would
need to do to "'re-verify" information. For example, one State asked if Stateswould be
required to verify each source document and imaged piece of information if electronic
verification systems were not available at the timeof initial enrollment. One State asked
if Statescould use original sourcedocumentsto re-verify applicant information if the
documents have expired since the date of original verification. Another State asked DHS
to explainthe difference between "verified" and "validated" asreferencedin §
37.23(b)(1)(ii) of the NPRM.

Response: Asnoted above, DHS s not requiring Statesto re-verify source
documentsat renewal. However, Statesmust reverify the SSN and lawful status upon
renewal and electronically verify informationthat the State was previoudly unableto
verify electronically.

Comment: AAMVA said that DHS should allow Statesto determineif they

want to re-verify informationthat has already been verified by another State. AAMVA
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said that the new State of residency should be able to determinewhether to "'re-vet™" an
applicant's information. One State requested that DHS allow a license transferred from
another State to be renewed or replaced remotely, even if the new State of residence does
not have electronic copies of the applicant's identity documentation. One State said that
therenewal of a REAL ID-compliant card should only require the minimum combination
of aREAL ID document and some proof of address. Another State suggested that States
be allowed to exempt from re-verification applicantswho have been verified at initia
enrollmentas U. S. citizensand who have had no changesto name or Social Security
information. A few commentersmentioned that a birth certificate should not be re-
verified if there wasa copy of it maintained at the DMV.

Response: The NPRM did not proposeany requirementsfor how a State should
treat aREAL ID issued by another State except to proposethat a REAL ID driver's
license or identification card be accepted as an identity document, to establish name and
dateof birth. When an individual moves from one State to another, the new State would
still berequiredto verify theindividual's SSN and ensure that he or sheislawfully
present in the United States
3. Renewals

Comment: AAMVA recommended that § 37.23 be entirely stricken except for
paragraph (b)(2)(iii) of the NPRM, which would require holders of temporary REAL ID
cardsto renew them in person each time and to present evidence of continued lawful

status.
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Response: DHS disagreeswith the comment and believesthat it is necessary to
have standards governing the renewal of a REAL ID-compliant driver's licenseor
identification card.

Comment: One commenter wrotethat the rulewould makeit far more difficult
and expensivefor current holdersof acommercial driver's license(CDL) to renew or
replacetheir licenses, that delays and the expensein having a license renewed or reissued
are particularly important for this segment of the population, and that they might force
driversto seek other employment altogether.

Response: DHS disagreeswith thiscomment. DHS has not been presented with
evidencethat CDL holderswill be affected disproportionately by the REAL ID
requirementsor that the REAL ID requirements will force commercial driver's license
holdersto seek other employment.

Comment: Commentersexpressed strong oppositionto the restrictionthat
remote transactionswould be allowed only if *'no source information has changed since
prior issuance' (§ 37.23(b)(1) of the NPRM). In particular, many States, AAMVA, and
other commenters wrote that applicantsshould be able to make address changes without
having to appear in aDMV office, and that only material changes (e.g., name change)
should prompt the need for an in-person visit. In general, commenterswrotethat they do
not currently requirean officevisit for address changes, and some said they do not issuea
new card when notified of an addresschange. They said that requiring in-personvisits
for address changes would dramatically increase the number of visitorsto DMV offices,
with huge cost increasesfor State agencies(which some DMVs said the Federal

government should cover), without necessarily improving national security. Some States
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further commented that making address changes more difficult for customerswill result
in these individualssmply not notifyingthe motor vehicle department of new addresses,
which creates greater problemsfor State and local government and law enforcement.

Response: DHS agrees with these commentsand has removed the requirement
that an address change must be accomplished through an in-person visit to the DMV.
Additiondly, thereisno requirement in the final rulefor Statesto issue a new card when
notified of an addresschange.

Comment: DHS received several commentson someof the methodslisted in the
preamblefor authenticatingidentity prior to issuing a renewed license.

Response: Since DHS isonly requiringthat Statesestablisha procedureto
ensure that the proper individual is receiving a renewed document and is not requiring
any specific method, these commentsare not discussed asthey are deemed outsidethe
scope of theregulation.

Comment: AAMVA commented that the requirement that every other renewa
take placein-personto allow for an updated photo would penalize residentsof Stateswith
shorter renewal cycles. One State suggested that § 37.23(b)(2) of the NPRM should be
changed to requirein-person renewals and recapture of a digital imageonce every sixteen
years, regardlessof the period of validity of a State's cards. Two comrnentersstated that
allowing sixteen years between photo updates might be too long because a person's
appearance can change significantly during that time, and that the usefulnessof the
photosfor facial recognition (manua or computerized) would greatly diminishover a
sixteen-year time period. One State recommended that DHS adopt a ten-year in-person

renewal cycle. Two Statescommented that exceptionsto in-person renewalsshould be
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establishedfor active military and the el derly.

Response: DHS disagrees with the commentsand i s retaining the requirement
that a new photo be taken at every other renewal of aREAL ID driver's licenseor
identificationcard. Enabling Statesto maintaintheir own renewal cycles permits States
to planfor theflow of peoplethrough the DMVs. While DHS agreesthat an individual's
appearance can change significantly over sixteen years, DHS has concluded that an
every-other-cycle photo requirement will meet State needsto reducein-personvisitsat
the DMV swhile not posing an unacceptable security risk. Statesare freeto imposea
more frequent photo reguirement.

4, Reissuance of documents

Comment: One State said that it would be overly burdensometo require all
applicantsfor replacementdrivers licensesor ID cardsresulting from lost, stolen, or
mutilated documentsto personally appear at aDMV office. Another Statewrotethat, in
many instances, the affected customer will not have the supporting documentsreadily
available, which may result in some individual sdriving without alicense.

Response: DHS agrees with the comments. Inthefinal rule, States may replace
alogt, stolen, or mutilated document without requiring an in-person transaction. Current
State practices will dictate what documentationneedsto be presented for replacement
drivers' licensesand identification cards.

Comment: Some States, AAMVA, and several other commenters recommended
against requiring a new card for address changesand asked that DHS allow Statesto
propose interim methods of tracking address changes between renewal cycleswithout the

requirement for issuance of areplacementcard (unless State law requiresit).
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Response: DHS agreeswith the comments. Thefinal rule does not mandate that
aStatereissue adriver's licenseor identificationcard for an address change unless
otherwise required by State law.

Comment: A number of States suggested that the definition of "' reissued” be
changed to indicate that the license containsmaterial changesto the personal information
on the document. An applicant for a"reissued" document would be requiredto
personally appear at aDMYV officeto provide proof of the change. Furthermore, the
State suggested that DHS create a definition of " duplicate’ as a card that wasissued
subsequent to the original document that bearsthe same informationand expirationdate
astheoriginal.

Response: DHS agreeswith the comments. Thefina rule does not mandate a
personal appearanceat a DMV for areissued driver's licenseor identificationcard unless
material information, such as name or lawful status, has changed. Thefina rule adopts
the proposed definition for a duplicatecard.

K. Source Document Retention

Comment: AAMVA expressed concernabout the proposed requirements dealing
with transferringdocument imagesand linking document images to the driver record, and
opined that the requirement to color scan and exchange documents using AAMVA’s
Digital Image Exchange programis misplaced. Another commenter stated that this
program dealsonly with photosand that it would be a giant leap to consider its usefor
documents.” Several commenters objected to the costs of purchasing scanners, using
computer storage space, retaining color images, and integrating the imageinto the driver

record. Some commenters believed the document retention period should be the same for
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paper copiesand electronic storage, while others believed that the retention period for
paper copies should be shorter than electronic. A few commenters pointed out that the
Driver Privacy Protection Act and State laws had their own record retention
requirements. Some commenters objected to the storage of documents containing
sensitivepersonal informationas such documentsare attractivetarget for criminalsand
hackers, and thereby pose significant privacy and security risks.

Response: The specificrecord retention period for imaged documents and paper
documentsisrequired by the REAL 1D Act and thefinal rule appliesthose time periods.
However, DHS agrees with the commentsthat some source documents may contain
sensitivepersona informationand has modified the document retention requirementsfor
birth certificates. Under thefinal rule, a State shall record and retain the applicant's
name, date of birth, certificatenumbers, date filed, and issuing agency in lieu of an image
or copy of the applicant's birth certificate, where such proceduresare required by State
law and if requested by the applicant.

L. Database Connectivity

Comment: AAMVA stated that DHS has yet to provide specificinformation on
how this"query" system will work and does not expect to providethat information until
the comment periodisover. AAMVA wrotethat final rulemaking should not take place
until thereis opportunity for another round of comments and an extension of compliance
dates.

Privacy groups argued that the proposal does not define security standardsor a
governance structurefor managing any of the shared databasesand systems. In their

view, this abdication placesthe Statesin an impossibleposition: they are being forced to
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maketheir own citizens personal informationavailableto every other State with no
guaranteeof privacy or security.

One commenter recommended that the PCI Data Security Standardsthat apply to
the credit card industry should be applied to DMV databases. One group suggested a
decentralizedquery systemthat allows Statesto check al other Statesto seeif an
applicant already holdsa REAL ID and returnsayesor no answer, rather than providing
detailed data. One commenter recommended audit logs and auditsto ensure compliance
with privacy policies.

Response: DHS has provided a brief overview of the proposed architecturefor
dataverificationand State-to-State dataexchangein the sectionsabove. Thisarchitecture
will likely build on the existing architectureof AAMYV Anet and the systemsdesign
principlesof its hosted applications. The proposed architecture will also build upon the
security, privacy and governance principlesthat have guided AAMVA and the Statesfor
decades.

In addition, DHS will work with DOT, AAMVA and the Statesto reinforce the
security and privacy featuresof this communicationsand systemsarchitecture.

Comment: A commenter stated that DHS had exceeded itsauthority in the
requirement that interstateaccess must be "in a manner approved by DHS™ This
commenter stated that since the rule does not describe, even in general terms, what the
approval is based upon, Statesare | eft to guess at the DHS criteriafor approval. Since
the database exchange and the connectivity thereto are of utmost importanceto States, the

conditionsupon which approval will be based need to be specified intherule. They
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should not be provided by some yet to be devel oped guidelineissued by DHS after the
rule has becomefinal.

Response: DHS will work with DOT, AAMVA, and the Statesto develop a path
forward for both verificationsystemsand State-to-State dataexchange, including criteria
DHS will employ to evaluate the adequacy, security, and reliability of such data
exchanges.

M. Security of DMV FacilitiesWhereDrivers Licensesand I dentificationCards
areManufactured and Produced

1. Physical security of DMV facilities

Comment: A few States said the security requirements would force closure of
many DMV offices. At least one State said that the security requirementswould lead to
closure of remote offices, and that this could lead the Stateto opt out of complying with
REAL ID requirements.

Response: In general, DHS does not agree with comments that indicate a State
would prefer to have a security vulnerability rather than take the necessary stepsto close
it. There have been a number of well-documented instances where DMV offices have
been burglarized and the equipment and suppliesto manufacturedrivers' licensesand
identification cards taken, highlighting the need to ensure that adequate proceduresarein
placeto protect the equipment and suppliesnecessary for the productionof REAL 1D
drivers licensesand identificationcards. Protectingthese materialsand equipment are
critical to reducing the possibility of fraud and identity theft.

Comment: Whileafew States supported the proposed ANSI/NASPO-SA-

v3.0P-2005, Leve II standard, numerous States said that this standard was intended to
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apply to manufacturingfacilities, not to the issuance of drivers licenses. The
commenters opposing use of the ANSI/NASPO standard stated that until areasonable
standard is devel oped, States should have the flexibilityto determinewhat worksfor their
issuance processes. Privacy groupsare concerned that without a uniform standard, States
could have 56 different security and privacy policieswith different levelsof protection.

One State supported a narrow application of the ANSI/NASPO standard only to
the DMV facility containing the database on license holders, while another State thought
that the standards should apply only to the DMV productionfacilities. One commenter
wrote that the NASPO standard needsto be reviewed every two years and that
requirements should be added throughout the supply chain.

Response: DHS agrees with the commentsthat the proposed NASPO standard
may be more appropriateto manufacturing and productionfacilities, as opposed to
issuance sites. DHS s not requiring the use of the ANSI/NASPO standard inthefinal
rule, but commendsto the States the proposed standardsas a good practicefor securing
materials and printing supplies.

Comment: Onecommenter proposed additional requirementsfor alarm systems,
disposals, and suppliers. Another commenter suggested allowing DMV's to secure part of
abuilding, rather than the whole building. The commenter wrote that the standard did
not addressthe security of work stationsand recommended biometric passwords. One
commenter noted that providing the licensedirectly to the person, rather than mailingit,
was more secure; one State noted that the Post Office does not guarantee delivery.

Response: Thefinal rule specifieswhat must be addressed in a security plan,

including physical security of the buildingsused to producedrivers licensesand
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identificationcards, storage areasfor card stock and other materials used in card
production, and security of Persondly IdentifiableInformation (PII).

If aDMYV islocated in a building shared by other officesor tenants, the area
dedicated to the manufactureor issuanceof drivers licenses and identificationcards,
storage of card stock and related material's, and PII must be secured in such afashionto
prevent unauthorized access. Thisrequirement coversany equipment utilized to produce
drivers licensesand identificationcardsas well as storage, access and retrieval of Pl1.
States will determinehow these items are protected in their security plans.

The rule does not mandate central issuance versus over-the-counter issuance.

2. Security plan

Comment: One State said that DHS had exceeded its authority under the Act in
the requirement that a State's security plan address"reasonable administrative, technica
and physical safeguardsto protect the security, confidentiality, and integrity of ...
persond information stored and maintained in DMV ... information systlems.” Another
State wrote that the Act does not authorize DHS to compel Statesto establish or make
availablestandardsor proceduresfor safeguardingthe information collected by motor
vehicleagencies. AAMVA asserted that tools such as information security audits,
individual employeeaccess audits, employee confidentiality polices, and privacy and
security plansare dready used in many DMVs.

Privacy groups commented that the rule must provide meaningful privacy and
security protectionsand that the lack of clear privacy and security guidance in the Act
does not preclude DHS from providingstrong protectionsin the regulations. In fact, they

urged DHS to include specific standardsor minimum criteriaagainst which the State
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plans could be evaluated.

At least two States objected to the provision that DHS could require™ other
information as determined by DHS."" The Statesargued that any further requirements
should be agreed upon and clearly identified in the regulations. One State said that
unspecified requirementsshould not be left to DHS to develop outside of the regulatory
process. Another State wrote that the access badge requirement is unrealistic.

Response: DHS believesthat it hasthe authority to require Statesto take
reasonable measuresto safeguard the confidentiality of PII maintained in DMV
information systems pursuant to the REAL ID Act. DHS believesthat inherent in the
Act's requirement that States must provideel ectronic access to the informationcontained
intheir databases is the principlethat such information must be protected, and this
concept issupportedin the legidativehistory for section202(d)(12) of the Act which
statesthat "DHS will be expected to establish regulations which adequately protect the
privacy of the holdersof licensesand ID cards....” H.R. Rep. N0.109-72, at 184
(2005)(Conf. Rep). Failureto protect the PII held in DMV databasescould resultin
identity theft and undermine the very purpose of the Act, which isto strengthenthe
validity of thecards. DHS also believesthat it can require Statesto provide other,
reasonableinformationthat DHS determinesis necessary in the future without requiring
future rulemaking.

Comment: AAMVA and several States requested guidance on what " written risk
assessment of each facility” meansand atemplate. Another State asked for guidance on

which law enforcement officialsshould be notified. One State recommended that the rule
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limit theamount of datain any State's databaseand create stronger protectionsfor
information to limit the danger of aggregatinginformationon 240 million Americans.

Response: DHS, DOT, AAMVA and the Stateswill work together to develop
best practicesfor risk and vulnerability assessmentsaswell asfor security plansfor
DMV facilities.

Comment: A trade associationobjected to the lack of standardsfor the security
plan and further stated that becausethe State databasesmust be interconnected, the lack
of standardswould mean that the weakest plan implemented by any State would put all
Statesat risk. DHS should requireclear, strong, and verifiable minimum security
measures. An associationsaid that DHS wasignoring the threat posed by insiders,
employeesand contractors. According to thisassociation, the rule should recognize the
threat and the importanceof training to mitigate those risks.

Response: Thefinal rule specifieswhat must be addressed in a security plan,
including: physical security of the buildings used to producedrivers licensesand
identificationcards, storageareasfor card stock and other materials used in card
production; security of personally identifiableinformationincluding reasonable
administrative, technical, and physical safeguards, a privacy policy, and limitson
disclosure; document and physical security featuresfor the face of the driver's license or
ID card, including a descriptionof the State's use of biometrics and the technical
standardsutilized (if any); accesscontrol, including employee identificationand
credentialing, employee background checks, and controlled access systems; periodic
training requirementsin fraudulent document recognitionfor covered employees;

emergency/incident response plan; internal audit controls; and affirmation that the State
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possesses both the authority and the meansto produce, revise, expungeand protect the
confidentialityof REAL ID drivers licensesand identification cardsissued in support of
Federal, Stateor local criminal justiceagenciesor similar programsthat requirethe
safeguard of a person's identity in the performance of their official duties. Such
requirements shall also apply to contractorsinvolved in the manufacture or issuance of
REAL ID-compliant drivers' licensesand identificationcards.

3. Background Checks for Covered Employees

Comment: Generdly, Statesdid not support the proposed background check
provisions. A few Statesobjected to these provisions astoo broad and impractical.
AAMVA stated that these requirementsare a Federa intervention into State personnel
rulesand one comrnenter stated that these provisionsare a particularly invasiveintrusion
on State autonomy to decide the qualificationsand conditions of personswithinits
employ, whichisafundamental attributeof State sovereignty. Statesalso objectedto §
37.45(c), the provisioninstructing the Statesto notify persons of unfavorablechecksand
provide them appeal rights, and claimed that this provision may grant rights nonexistent
in State law.

Numerous States said that background checksand the standardsapplied should be
at the discretion of the Stateand not required. AAMVA and several States suggested that
existing employeesshould be grandfathered in to allow Statesto determine whether they
want to do compl ete background checks on such employees.

Response: DHS disagreesthat it cannot require background checksof covered
employees. Such checksare a necessary step to protect against insider fraud, one of

many vulnerabilitiesto a securelicensing system. DHS also disagreeswith the concept
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of ""grandfathering' existing personnel sincethereisno way to know in most States
whether employees who have not been subject to a background check would satisfy this
important requirement. Further, § 202(d)(8) expressly directs Statesto “[s]ubject al
persons authorized to manufacture or producedrivers licensesand identificationcardsto
appropriate security clearancerequirements.” The background checksrequired under this
final rule are authorized by and consistent with that statutory mandate. The statute does
not providefor an exemptionfor personnel employed by a State DMV beforethe
effectivedate of the Act or thisfinal ruleand thus DHS cannot include a grandfather
clauseinthisrule.

Comment: Some States believed that DHS has exceeded the authority granted by
the Act on background check provisions because of its expansivedefinitionof "covered
employees." These Statesasserted that DHS is without authority to extend the
background check requirementsbeyond employeeswho "manufacture or produce” cards.
Similarly, one State asked that employees at branch offices who are not involved in the
production and manufacture of drivers' licensesor identificationcards be exempt from
the background check requirements. One State noted that the rule attemptsto subject
"covered employees,” " prospective employees,” and "applicants’ to the criminal history
record check, yet only definesthe term "covered employee.”

Response: DHS disagreesthat its definition of a covered employeeistoo
expansive. DHS, the agency charged with interpretingand enforcing the Act, interprets
""persons authorized to manufacture or produce”” REAL ID cardsto include those
individuals who collect and verify required source documents and information from

applicants as such informationisanecessary part of the production of aREAL ID card.
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It would beillogical to cover only those DMV employees and contractorswho carry out
only the physical act of cutting or printing alicensewhile exempting those individuas
who interact with the public and may be most able to introduce fraudulent information
into the system and thus thwart the intent of the Act.

Comment: Commenterswrotethat States currently only undertake background
investigationsat the time of hiring, and that since existing employees are not applicants,
it isentirely reasonablefor labor organizationsand permanent State empl oyees not
covered by collective bargaining agreementsto arguethat non-probationary employees
fall outsidethe scope of the background check provisions. Some commentersclaimed
that the requirement that all designated employees, including those who are aready
employed, undergo background investigationsis contrary to many State labor contracts
and personnel practices. Numerous employeeswere hired under termsand conditions not
requiring a security clearance. Should these employeesbe disqualified under the new
regulations, States may be obligated to providethem with aternativeemployment or
severance.

Response: Asnoted above, DHS believesthat it would be a significant security
vulnerabilityto exempt current DMV employees from a background check.

Comment: One commenter claimed that the use of the phrases "applicant” and
"application” in the rule governing interim disqualifyingcriminal offenses posesa
practical problem, sincethe time periodsare defined in terms of the date of the
application. Existing employeeswould have been considered applicantson the date they
filed the applicationfor the position in which they are currently employed, which may be

well outsidethe time period that appliesto interim disqualifying offenses (five yearsfrom
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the date of application). Thus, commenters argued, thetime period for interim
disqualificationsshould start from the date of employment, not application. With regard
to the proposed list of disqualifiers, AAMVA and some Stateswrote that States should
determinetheir own disqualifying crimesand could outline those disqualifiers in the DHS
certificationpackage. Several Statesobjected to the disqualificationof people who have
not been convicted on the groundsthat such person should be considered innocent until
found guilty.

Response: DHS agreesthat the time period for interim disqualificationsfor
existing employeesshould start at the date of employment, not application. DHS agrees
that States may supplement thelist of disqualifyingoffenses with their own lists, but
thoselists cannot replace the Federal list. Finally, DHS agreesthat States may make
different decisionsabout whether to move an individua fiom a covered to a non-covered
position even though the individual has not been convicted, and can exercise hisor her
waiver authority for this purpose under § 37.45(b)(1)(v).

Comment: A few States argued that States should have the optionto give
employees provisional clearancepending background check results, and that Statescould
outlinethe proceduresfor provisional clearancein their certification packages.

Response:  Asdiscussed above, DHS believesthat it would be asignificant
security vulnerability to exempt current DMV employeesfiom a background check.
DHS hasincluded language that substantially similar background checks(i.e., those that
use a fingerprint-based CHRC check and have applied the same disqualifiersasthisrule;
that include an employment eligibility determination; and that includea reference check)

conducted on current employeeson or after May 11,2006, need not be re-conducted.
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Comment: One commenter wrote that, of the twenty-nine States that currently
carry out some level of employee background checks, only two conduct credit checks.
AAMVA and many States objected to the credit check as costly and in conflict with State
personnd rules. One State noted that the Equal Employment Opportunity Commission
(EEOC) has determined that unlessjustified by businessnecessity, it is unlawful to reject
candidatesbased on poor credit ratings.

One State asserted that this requirement is a Federal encroachment into an area
historically reserved to States. Some States questioned the link between an employee's
financia history and the propensity to commit a crime and posited that implementing this
provisionas written would cause many union-related i ssuesaffecting existing and future
employees. Other States pointed out that many law enforcement personnel are not
subject to thislevel of checking. Another commenter objected to the financial check as
aninvasion of privacy that would not provide useful information, and if DHS requiresa
financia history check, it should provide standardson how the resultsof that check
should be used by the States

Response: DHS agreesthat it would be difficult to make conclusive judgments
about an employee or prospective employee's vulnerability to bribery based ona
financia history check alone. Sincethefinancial history check would not be
determinative, DHS is éliminating the requirement for afinancial history check from the
final rule.

Comment: AAMVA said that lawful statuschecksare unnecessary and
excessivebecause States already conduct such checksas part of the hiring process. One

State noted that the requirement differs from current Federal requirementsfor completion

Biometric Bits 2008-01-11



of the Form 1-9. Other Statespointed out that SAVE only coversimmigrants, not native
born Americans. AAMVA and several Statesnoted that lawful statuschecksare often
addressed in union bargaining contracts, and are covered by State personnel laws.

Response: In responseto these comments and further considerationof this matter
DHS hasrevised thefina rule. Employment eligibility verificationusing Form I-9
proceduresisrequiredfor all employees(whether U.S. citizensor aliens) hired for
employment at DMVs (or any other U.S. employer) on or after November 7, 1986,
REAL ID defineslawful statusin a way that is not synonymouswith employment
eligibility under the INA Thus, the final rule now cross-referencescurrent Form I-9
requirementsunder section 274A of the INA rather than requiring employeesto be
checked through SAVE. Aspart of its background check process, the State must ensure
that it hasfully complied with Form I-9 requirements with respect to covered employees
(including reverificationin the case of expired employment authorization), but additional
status checksare not required. Nothinginthisrulein any way modifiesany FormI-9
requirement; rather, the background check, if done at alater timethan theinitial hire,
providesanother opportunity for the State to check its previous compliance and correct
any deficiencies. FormI-9 completionis, of course, required no later than three days
subsequentto thefirst day of employmentfor all employees.

USCIS operates, in partnershipwith the Social Security Administration (SSA), an
electronic employment eligibility verificationprogram called E-Verify (formerly known
asthe Basic Pilot program). Participantsin E-Verify can query SSA and DHS databases
to verify the documentation provided by new employees when completing the Form I-9.

Statesare strongly encouraged to enroll in this program, but, consistent with the
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voluntary nature of the E-Verify program as provided by the statutory provisions
authorizing the program, it is not required by thefinal rule.

Comment: One commenter stated that background check processes are flawed,
misidentifying peoplefive percent of thetime. According to this commenter, in half the
States, forty percent of the arrest records have not been updated in five yearsto indicate
dispositionof the case. Another State wrotethat it would be easier to run checksif they
could interfacewith the FBI database. One State wrotethat States should not haveto
repeat FBI checksif done withinthe past five years. One commenter asked that the FBI
not charge Statesfor accessingtheir systems.

Response: DHS believesthat a fingerprint-based background check is the most
efficient way to determineif an individual is subject to adisqualifyingoffense. FBI
checks conducted on or after May 11,2006 would not need to be conducted again.

Comment: One commenter said that workers subject to a background check
deserve aclear and quick processto clear their namesand win their jobs back with full
restitutionof any lost wages. Another commenter suggested that TSA should incorporate
provisionsfrom the HAZMAT rules which provideinstructionsfor applicantson how to
clear criminal recordsinto the REAL ID rule.

Response: DHS believesthat an individual denied employment based on the
results of a background check should havethe ability to challengethe accuracy of those
records. States should make instructionsavailable on how best to contest any inaccurate
records or results.

N. StateCertification Process, Compliance Deter minations

1. Certification Process
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Comment: Several commenters requested that DHS receive input and
collaboratewith States and other organizationson certification guidance and standards.
One cornrnenter requested that DHS provide certification packetsoutlining specific
requirements as well asa clear definition of "until al requirementsaremet.” AAMVA
and several States recommended that Stateswork with DHS in the development of a
streamlined self-certification processto meet the requirements of the Act. One
comrnenter suggested that risk assessment and mitigation plans be included in States
self-certification, and that States participatingin the Driver's License Agreement should
be able to substitute their compliance review processfor DHS audit requirements. One
commenter recommended that DHS establisha committeecomposed of Federal and State
officialsand representativesof groupswhich face unique challengeswith respect to the
REAL ID Act to recommend proposed content for the guidance documentson
certification. Some States asked DHS to clarify the requirement for Statesto provide
DHS with any changesto the informationrequiring certification. Regarding guidance
requests, afew Statesrequested atemplatefor the certification document and the security
declarationas well asa quarterly reporting standardizedformat.

Response: DHS has streamlined the certification process, and includesa
compliance checklist with thisrule. The Material Compliance Checklist will document
State progresstoward meeting DHS security benchmarks and will serve asthe basisfor
DHS approval of additional extensionsuntil no later than May 10,2011.

Comment: Several Statesargued that the certification requirementsare too
burdensome, citing staffing issuesas well asthe need for ample preparation time and

flexibility to comply with regulations. Similarly, many Statesargued that the frequency
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of certificationreporting istoo burdensome and questioned the need for quarterly
certificationreporting. One State recommended atriennial review. Other Statesthought
the requirement to track all exceptionsand to notify DHS 30 days before program
changes were over-reachingand not authorized by statute. One State recommended that
the DHS establish a system of measuring performance instead of recertification.
Response: Asdocumented above, DHS has smplified the certification process.
Comment: Some States suggested allowing States whose DMV fall under a
jurisdiction other than the Governor the ability for the relevant public official to certify
compliance. AAMVA and one State argued that the rule should provide that certification
be signed by the highest-ranking State official overseeing the DMV, includingthe DMV
Administrator, and not require additional certificationfrom the Attorney General.
Response: DHS agreesthat requiring the Governor of each State to personally
certify State complianceis too burdensome and has amended the requirement to allow
either the Governor or the highest-ranking executiveofficial with oversight responsibility

over the operationsof the DMV to certify State compliance.

2. Compliancedetermination

Comment: One State argued that unlessand until a Statelosesajudicial review,
it should be considered in compliance. Another State recommended that DHS recognize
Statesthat haveimplemented a number of requirementsand plan to continue making
substantial progressas compliant. A State asked DHS to allow for the Governor to
indicatethat the State will remain in compliance until it withdraws from the program.

Some States argued that a phased approach wasthe only viable meansto bring Statesinto
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compliance. One State recommended that DHS convene a working group with AAMVA
to develop a phasing plan for compliance.

Response: Asdocumented above, DHS has adopted a compliance process that
significantly lessensthe burden of REAL ID implementation on the States.

Comment: Various State and non-State commenters addressed noncompliance
issues. One State asked how licensesissued during a compliant period would be treated
if aState later fell out of compliance. Another State requested that DHS provide written
notificationof preliminary non-compliance determination and notice of final
determination of noncompliance which would not be effectivefor 30 businessdays
followingreceipt. A Stateindicated it would not agree with non-complianceissues until
the standardsare clearly identified and agreed upon. One commenter opposed DHS’s
ability to withdraw a State's certificationto issue REAL ID drivers' licensesand
identificationcards on short notice, noting that decertificationwould negatively impact
truck driver communities, government facilities, and the overall economy of the State.

Response: REAL ID drivers licensesand identification cardsissued when a
Statewas in compliancewith REAL 1D will remain acceptablefor official purposes until
they expire, even if the State subsequently becomesnon-compliant. The REAL ID
certification processwill provide a standardized means of measuring and monitoring the
DMVs’ compliance with REAL ID requirements. DHS will not withdraw a State's
compliance on short notice, as certification reporting dates will be established in advance.

Comment: A commenter requested that DHS provide written statements of notice
prior to inspections, interviews, or any noncompliancedeterminations. Some States

asked for flexibility and reasonable prior notice when scheduling site visitsand REAL 1D
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compliance audits, in order to have appropriately trained staff available to answer
guestionsand to prevent audit overlaps. Commenters believed that States should have
ample opportunity for review and appeal of decisionsregarding self-certification.

Response: DHS agrees with these comments. Language has been added to §
37.59(a) to indicatethat DHS will providewritten notice of inspections, interviewsand
audit visits. Stateswill be provided with a sufficient opportunity for review and appeal of
decisionsregarding their self-certification.

Comment: Commenters addressed varioustrainingissues. One recommended
that DHS allow the current AAMV A fraudulent document recognition training program
to be used to meet the REAL ID Act's requirements. Thisprogram has been used by
Statesand "'is widely recognized as comprehensive, directly related to and easily
comprehended by DMV gaff." One commenter objected to the requirement for DHS
approval of fraudulent document training. Another cornmenter emphasized the need for
ongoing evaluator/authenticator training. Without specific requirementsfor thetraining,
Stateslack noticeasto whether or not the training will comply with the regul ations and
will be subject to the unfettered discretion of DHS.

Response: DHS agreesthat AAMVA's training program on fraudul ent document
recognition will be acceptable to meet the requirement of the Act and thefinal rule. The
majority of Statescurrently utilize AAMVA’s program.

Comment: One cornmenter requested a definition of " expedited consideration™
of arequest for an extension. Other States requested opportunity for input, justification,
and consultingin the extension process and assistancewith development of the quarterly

and annual reports. One non-State cornrnenter requested standardsfor the i ssue of
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redress, and another suggested that DHS devel op standardsand plansto audit States
security plans.

Response: Thefinal rule spells out asimple and straightforward process for
Statesto request an extensionto the REAL ID implementation deadline. DHS will also
allow Statesto receive an additional extension based on achievement of certain
benchmarks established by DHS until no later than May 10,2011. DHSwill notify a
State of its determinationon arequest for extension no later than 45 daysof receipt of the
request. DHS will work with Statesand territoriesthroughout the implementation
processto assist asrequired.

The input DHS receivesfrom its stakehol ders has been of tremendousvauein
craftingafinal rulethat the States may implement and that achievesa greater level of
security and confidencein the State-issueddrivers' licensesand identificationcards.
DHS will continue engaging its valued stakehol dersto shape the exceptionsprocesses as

well as other requirementsof the rule.

O. Driver'sLicenseand Identification Cardsthat Do Not M eet the Standards of the
REAL ID Act

Comment: Onecommenter did not agree with DHS that foreign national sdenied
REAL ID licenses, even thoughthey are lawfully present but do not yet have the
documentationrequired to demonstratesuch status, can ssmply obtain anon-REAL 1D
aternative. The commenter wrote that a driver's license increasingly has become aticket
todaily living, and anon-REAL ID licensewill unfairly and improperly tag the holder as

"illegal" and result in discrimination. One cornmenter wrotethat it isnot avalid
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assumption that most Stateswill issue some other kind of licensefor immigrantswho
cannot obtaina REAL ID license. Another cornrnenter wrote that marking non-REAL ID
cardswould divide the country into two groupsand that those with other cardswould
instantly be suspect and subject to delay, harassment, and discrimination.

One commenter noted that many people such asthe elderly or disabled will not
need a REAL ID and asked that the State be able to issue a non-compliant identification
card to them. By excludingthem from the REAL ID process, it will easier for the State
to processthose who do need a REAL 1D within the timeallowed.

AAMVA stated that although DHS has argued that Statesdo not have to comply
with the Act, the Act and DHS still impose requirements on Statesfor the i ssuance of
noncompliant licenses. AAMV A wrote that this requirement forces Statesto bein
compliance and that the rulemaking goes well beyond Congressional intent in
prescriptively outlining State requirementsfor "non-compliant” REAL ID cards. One
State and one individual commenter noted that requiring Statesto follow these standards
imposes acost on Statesthat choose not to comply, a violation of the 10" Amendment.
Another State said that the Federal government cannot requirea redesign of documentsif
the Stateis not complying. The Federal government should acknowledge the sovereignty
of States' rightsand respect the traditional State function of licensing drivers.

Response: DHS doesnot agreethat an individua carrying a non-compliant
driver's licenseor identificationcard from a State issuing REAL 1D-compliant drivers
licensesor identificationcards would be subject to discrimination. Stateswill make their
own business and policy decisionsabout whether to issue noncompliant cards under

202(d)11 of the Act.
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DHS hasclarifiedin therulethat it interprets § 202(d)(11) of the REAL 1D Act,
which providesrequirementsfor theissuanceof drivers licensesand identifications
cardsthat will not be accepted by Federal agenciesfor official purposes, as applying only
to States participatingin the Act that chooseto also make these typesof documents
available. Thismight apply, for example, to individualswith areligious objectionto
having their photostaken. DHS does not interpret thissection to apply to Statesthat

choose not to participatein the Act.

P. Section 7209 of the I ntelligence Reform and Terrorism Prevention Act of 2004

Comment: AAMVA, some States, and several additional cornrnenters support
the development of REAL ID cardsthat are WHTI-compliant. AAMVA stated that this
is an important direction to ensure the free flow of commerceand travel between the
United States and Canada. Some States said that they aready collected citizenship data
and adding thisto REAL ID cardswill have little to no additional cost impact.

Several States argued against development of a WHTI-compliant/REAL ID-
compliant card. One State said that citizenshipis the purview of the Federal government
and not that of States, and making a State DMV responsible for verifying citizenship
places State employeesin a Federa role. This State also noted that citizenswith no
desireto crossthe border will derive no additional benefit from obtaininga REAL 1D
card that a so denotescitizenship. A few States made similar argumentsthat very few of
their residentswould find it useful to have aWHTI-compliant REAL ID card. These
States al so argued that the expense to implement a WHTI-compliant solution would be

cost prohibitive.
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One commenter emphasizedthat REAL 1D cards must not include citizenship
information because of the potential of discriminationagainst those who choose not to
carry anational identificationcard. Another commenter said that the creation of a dual-
usedriver's license should be a decisionthat is made by individuals, after they are fully
informed of the benefits, risk, costs, and other detailsof the programs consistent with the
Fair Information Principles.

A few commenters stated that they did not support States listing citizenship
informationon the REAL 1D card or using aREAL ID card as an immigration/border
document. Theseindividualsbelieved that that WHTI-compliant REAL IDs would be
significantly more useful to criminalsand terrorist and thereforetargeted for theft,
counterfeiting,and fiaud. One individual suggested that DHS could mitigate some
concernsthat the Department istrying to createa Federa 1D by not requiring DMV to
denote citizenshipon REAL ID cards.

All of the organizationsthat responded to the question on where citizenship
should be listed on the card stated that it should be on the machine-readable zone (MRZ)
portion of the card. Therewere no supportersfor listing the citizenshipinformation on
theface of the card. Theseorganizationsall claimed that placing citizenshipinformation
on theface of the card could result in discrimination against the bearer of the card;
placing it on the MRZ portion of the card could prevent this fiom happening.

One commenter described in great detail the need to devel op two encrypted
MRZs on the card; one zone that can only be accessed and used by DMV and law
enforcement officials, and another zone that can only be accessed and used by border and

immigration officials. A few organizationscommented that placing the WHTI
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information on a card may be challenging without increasing the size of the card itself.
However, increasingthe size of the card would be extremely costly.

Response: DHS welcomesthe various hel pful commentssubmitted in response
to DHS’s questionsin the NPRM relating to WHTI. In June 2007, DHS published a
NPRM to implement the land and sea phasesof WHTI. While DHS acknowledgesthe
desire of some, but not all, Statesand other commentersto usea REAL |1D-compliant
driver's licenseor identificationcard asa WHTI-compliant border crossing document,
DHS did not proposethat a REAL ID-compliant driver's licenseor identification card
serveas a WHTI-compliant document in that NPRM and does not propose suchin this
rulemaking. Whilethe proposed REAL ID requirementsinclude proof of legal statusin
theU.S,, the EDL will require that the cardholder bea U.S. citizen. Inaddition, EDLs
will includetechnol ogiesthat facilitate electronic verification and |egitimate movement
of travelersthrough land and sea ports-of-entry.

Comment: A few commentersprovided suggestionson the types of business
processes and proceduresthat a State DMV could adopt to createa REAL 1D that isalso
WHTI-compliant. One group suggested that citizenswho desireto havea REAL ID that
allowsfor WHTI border entry should be vetted by the State Department in the same
manner as a person applyingfor a passport. The State Department would verify that the
individual iseligibleto receive WHTI identificationand inform the appropriate State
DMV that the individual has been approved to obtaina WHTI-compliant REAL ID. The
State DMV should create the license/ID card as it normally would and then send it to the
State Department to add the WHTI MRZ. Thereshould be two machine-readablezones;

one zone would only be ableto be used and accessed by law enforcement and DM Vs,
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and another MRZ that would only be able to be accessed and used by immigration/border
officials.

One organi zationcommented that State DMV will need to be ableto utilizethe
State Department's citizenship adjudication processor create asimilar processfor
adjudicatingcitizenship.

One State opposed storing citizenship dataonthe MRZ, preferringto storethis
informationcentrally and accessit viaelectronic means.

Response: DHS welcomesthe comments submitted concerning potential
business practicesa DMV could follow to issue both a REAL ID and WHTI-compliant
driver's licenseor identificationcard, includingissues surrounding the adjudication of
citizenshipfor WHTI purposes. As noted above, DHS published aNPRM to implement
theland and sea phasesof WHTI. At thistime, DHS hasdecided not to incorporate
requirementsnecessary for a WHTI-compliant document into the REAL 1D rulemaking.

Comment: Many commenterssaid that RFID technology, the proposed
technology for WHTI documents, should not be used on REAL IDs. Because WD can
be read from up to thirty feet away there are significant privacy and security risks. A few
commentersnoted that the DHS Data Privacy and Integrity Advisory Committee and the
Government Accountability Office both advised against using RFID technology. One
organizationfelt strongly that the use of RFID technology without the use of Basic
Access Control and other safeguardswould contravene the basic security featuresthat the
Department of State hasincluded in new U.S. passports.

Another group believed that States can leverage the same infrastructure that they

will need to purchasefor REAL ID to incorporate MRZ, proximity chips, and vicinity
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chip technology onto adriver's license. The only difference would be the cardstock and
the quality assurance processes to ensurethat e ectronicswithin the card are functioning
properly. Another organizationsuggested that its product can turn the wirelessfunction
on or off as needed.

One State suggested that DHS not identify a specific technology to be used, but
leaveit up to the Statesto decide.

Response: The use of RFID isessentia to the WHTI program in order to ensure
facilitationat crowded U.S. land and seacrossing points. Similar concerns are not
implicated by REAL ID, whichis one of the factorsthat led DHS to select the 2D bar
code as the common machine readabletechnology on drivers' licensesand identification
cards. DHS encourages Statesto explore alternativetechnologieson their drivers
licensesand identification cardsin order to promote security and technology advances as
well as e-governmentinitiativesa State may wish to explore.

Comment: There were several other commentsrelated to the issueof creating
WHTI-compliant REAL ID cards. One commenter requested clarificationon why REAL
IDs themsel veswould not be sufficient documentation to re-enter the United States. The
commenter noted that REAL 1D issuance standardsrequire proof of lawful residence
statuswithin the United States. and the overall higher standardswill make the cards more
resistant to tampering and counterfeiting. Therefore, the commentersargued, it may be
presumed that a holder of a REAL ID license hastheright to re-enter the United States.
Another commenter requested clarification on whether " enhanced" driver's license
(EDLs) and ID cardsthat areissued through pilot programswill aso haveto be REAL

ID-compliant. The commenter aso requested clarificationon how DHS will respondto
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States, like Washington State, that have passed | egislationrefusingto comply with the
REAL ID Act unlessthe Federa government fully fundsthe State's implementation of
the Act.

One commenter requested that DHS consult with tribal governmentson how to
best implement the REAL 1D Act and that DHS consult with tribal leaders on the
development of an Indigenous I dentificationCard for international border crossing.

Oneindividual urged DHSto allow Canadianswho are residentsof the United
Statesto be alowed to obtain REAL ID/WHTI-compliant drivers' licensesor ID cards,
asthese individualsmake up a significant portion of individual swho cross the border
frequently.

Response: DHS acknowledgesthe desire of some, but not all, States and other
cornrnentersto use a REAL ID-compliant driver's license or identificationcard as a
WHTI-compliant border crossing document. Inthe WHTI NPRM, DHS included a
specificdiscussion of its ongoing efforts with Washington State regarding the issuance
and use of an EDL as a WHTI-compliant document. EDLscan only beissuedto U.S.
citizenssince the EDL would serve as the functional equivalent of a passport or passport
card at land and sea border crossings. In addition, EDLsmust al so incorporatethe
technology specified by DHS to facilitatethe legitimate movement of travelersthrough
land and sea portsof entry. With respect to other holders of REAL ID-compliant drivers
licensesor identificationcards, any assumptionthat lawful statusas defined for REAL 1D
purposesequatesto aright to reenter the United Statesisincorrect. For example,

applicantsfor adjustment of statustypically must obtain advance parolein order to depart
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the United Statesand lawfully return. DHS has decided not to incorporaterequirements

necessary for a WHTI-compliant document into the REAL ID rulemaking at thistime.

Q. Responsesto Specific Solicitation of Comments

Question 1: Whether thelist of documentsacceptablefor establishingidentity
should be expanded. Commenterswho believethelist should be expanded should
includereasonsfor the expansion and how DMVswill beableto verify
electronically with issuing agenciesthe authenticity and validity of these documents.

Comment: Several commentersdid not think the list of documents acceptable
for establishingidentity needed to be expanded, at least for U.S. citizens, and they were
concerned that expanding the list would place a burden on State DMVs. One Statedid
not know of any additional documentsthat would be electronically verifiable. Another
State recommended that the list should not beincluded in the rule, so that future changes
can be easily made. One commenter favored the use of the " acceptable verifiable
resourcelist™ of identity documentsapproved by AAMVA. Another State suggested that
the rule should only specify criteriaand proceduresrather than alist of specific
documentsfor establishingidentity.

Response: Asnoted above, DHS has decided not to ater the list of acceptable
documentsproposed and discussed in the NPRM.

Comment: Onecommenter thought that § 37.11 should require non-citizen
applicantsto provide their alien registration documents so that State officialscan
compareit to the name on other documents. Various commenters pointed out that
foreign applicantswould have documentsthat are not on the list but may have been

issued by DHS or the courtsto prove immigration status. Some commenters supported

other immigration forms, such as Form 1-94 (which may indicatelawful statusin the
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United States) and I-797 (which may be evidence of a pending application). Refugees
and asyleesare morelikely to have these documents before they receivea Form I-766
Employment A uthorization Document (EAD). Canadians present in the United States
might havetheseformsrather than avisa. Two States suggested that any document that
can be electronically verified through SAVE should be acceptable. Othersargued for
refugee status paperwork, expired foreign passportsif USCIS documentation is current,
aswell as passportswith expired visasand Immigration Court documents. One group
recommended that DHS expand the list of acceptable documentationto include family
membersin the United States on derivativevisas. Another group suggested that USCIS
consider issuing atemporary refugeephoto ID card that could be used to apply for a
REAL ID.

Response: State DMV's will use the SAVE system to verify whether an applicant
for adriver'slicenseor identificationcard islawfully present in the United States. Part
of theinformationrequired in order to query SAVE isthe name of the individual, which
can be confirmed through one of the source documentsfor proving identity. Applicants
arefreeto use any other documentation available, includingan 1-34 or an I-797, in order
to demonstratelawful status and assist the State in making a SAVE check. DHS also
agrees with the cornrnenterswho suggested that any document that can be electronically
verified through SAVE should be acceptable, since the purposeof providing that
document isto prove lawful status, not identity. Neither the1-94 nor the 1-797, for
example, issufficient to prove identity. DHS believesthat refugeesand asylees are
issued EADs within a reasonableamount of time such that they are ableto obtain REAL

ID drivers licensesand identification cards, and so thereis no reason to include other
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refugee or asylee paperwork or documentationto thelist of documents used to establish
identity. Applicantswho need an immediate driver's license can obtain anon-REAL ID
document from States issuing such cards.

Canadians, however, will need to use their Canadian passport or obtainaU.S.-
issued document in order to establishidentity for aREAL ID license, as neither DHS nor
the States can verify in atimely way that the document has been issued by theissuing
agency (aforeign government in thiscase) as the statute requires. Canadians, however,
can typicaly drive using their Canadian driver's licensein the United Statesand can also
obtainanon-REAL ID driver's licensefrom Statesissuing such cards.

Comment: Some commenters had specific thoughtsabout the proposed
provisionson birth certificates. A State agency suggested that adelayed birth certificate
should be specifically named as an acceptabledocument. Other cornrnenters argued for
acceptanceof hospital records or baptismal certificateswithin ayear of birth and
adoption papers. Another State noted that many birthsin rural areasare not recorded,
and suggested that States should be able to use other documents. Many commenters
wrote that the proposed requirementfor a certified copy would place a hardship on poor
persons and the homeless.

Response: If Statelaw permitsthe use of a delayed birth certificate, that
document can be used by a State. Hospital and baptismal records are not acceptable
documentsto establish identity, though, in appropriatecircumstances,can beusedin a
State's exceptions processto establish date of birth or lawful statusin the United States.

Comment: Two commenters recommended that current State-issued non-

compliantdrivers licensesand identification cards and bank-issued credit cards be
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included on the list of documentsacceptableto prove identity because technology exists
to verify and authenti catethese documents. Commenterswere divided on the acceptance
of Native American Tribal Documents, with afew commenters, some Tribes, AAMVA,
and two States supportingacceptance of the documents (particularly for birth records),
and afew States opposing acceptance of these documents.

Response: DHS does not believe that non-compliantdrivers licensesor credit
cards are acceptabledocumentsto establishidentity. No identity verification hastaken
place with respect to these documents. Tribal documents are addressed elsewherein the
responsesto comments.

Question 22 Whether the data elements currently proposed for inclusion in the
machine readable zone of the driver's licenseshould be reduced or expanded;
whether the data in the machine-readable portion of the card should be encrypted
for privacy reasonsto protect the datafrom being harvested by third parties; and
whether encryption would have any effect on law enforcement's ability to quickly
read the data and identify the individual interdicted. What would it cost to build
and manage the necessary information technology infrastructure for State and
Federal law enforcement agenciesto be able to accesstheinformation on the
machine readable zone if the datawere encrypted?

Seefull discussionof commentsand responsesto thisquestionin section|.
Question 3 Whether individuals born before 1935who have established histories
with a State should bewholly exempt from the birth certificate verification
requirements of this regulation, or whether, as proposed, such cases should be
handled under each State's exceptions process.

Comment: Numerouscommentersfavored the premisethat individual sborn
before 1935 with established histories should be exempt from the birth certificate
verificationrequirements. Some States added that States should be alowed to establish

alternative documents acceptablefor ID verificationin thiscircumstance. AAMVA and

some States acknowledged that many in this age group may not be able to obtainabirth
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certificateor related documents. AAMVA also said that citizens born before 1951 with
ten or more years of history with the State DMV and who have passed State-approved
verificationsshould be exempt. Severa Statessaid that electronic verificationwould
likely be incomplete and non-€lectronicverificationwould be too burdensomefor
persons born before 1935. Another commenter said jurisdictionsshould be alowed to
segregatethe population by risk assessment to enable a managed approach to enrollment
in REAL ID. One commenter added that it explicitly proposesusing the term ™ American
citizensborn before 1935 rather than theterm " individuals.” A couple of States
suggested granting an exemption based on the age of the applicant instead of an
exemption based on afixed date, with one suggesting 62 yearsof age, based on €ligibility
to receive social security benefits, for those personswith established histories with the
State.

Response: DHS hasdetermined that it will not allow a broad birth certificate
exemption for those persons born before 1935, and allows States to accommodate such
persons as necessary in their exceptionsprocess.

Comment: Statesrequested clarificationregarding ™ established historieswith a
State" i.e., whether thismeansindividualswho already havealicenseor identification
card in the State where they are seekinga product. One commenter suggested a history
with the State for a minimum period of time, such astwenty to thirty years. This
exemption should be part of each State's security plan so riskscan be further mitigated
through the overall REAL ID plan at thejurisdictional level. A couple of Statesalso said
that individual swithout established historiesshould be handled through the State

exceptionsprocess, enabling qualified driversto obtain acompliant license or
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identificationcard. A number of organizationssaid that these cases should be handled
under the State exceptionsprocess. One commenter wrote that DHS should establisha
standard to which all States should conform inissuanceof birth certificates. Another
wrote that the process should be thoroughly documented, reviewed, and updated on an
on-going basis. One commenter wrote that the process should substitute some form of
identity verificationthat precludesimposter fraud. Another commenter wrotethat this
elaborate processis itself another argument in favor of restrictingthe Federa rolein
licensing altogether.

Response: DHS hastaken adifferent approach to reducing the number of people
that a State DMV must process. DHS consulted with intelligence analystsand experts
about how best to target preventiveefforts against an individual attempting to
fraudul ently obtain an identification document to gain accessto a Federal facility, nuclear
facility, or commercia aircraft.

DHS has determined that, based on informationit has reviewed, thereisa higher
risk that individualsunder age 50 will obtain fraudulent identification. Asaresult, the
rule requires Statesto focus enrollment first on individualsborn on or after May 11, 1965
whenissuing REAL ID cards. DHS hasfurther determined that thereis an acceptable
level of risk in deferringthe REAL ID enrollment requirements until December 1, 2017
for those individual swho are older than age 50 as of December 1,2014.

Comment: Two States said that customersborn before 1935 should make every
attempt to comply with REAL ID rather than being granted a blanket exemption. If
complianceis not possible, exceptions procedures (along with other documentsto

reasonably prove identity) should be the next step.
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Response: DHS agrees with these comments and has decided not to adopt an
exemptionfor individual sborn before 1935, as discussed above.

Comment: AAMVA and severa Statessaid that individualsborn before 1935
should not only be exempted from the birth certificate requirements, but also wholly
exempt from the entire enrollment process since these individualsdo not pose any
potential threat. However, one State said it lacks the expertiseto opine on the risk of
terrorism thisexemption would pose.

Response: Asnoted above, DHS is not proposing to exempt any individuals
fromthe REAL ID enrollment process.

Comment: Other commenters suggested the foll owing exemptionsfrom
reenrollment: individualsfor whom proof of identity, resdency, lawful statusand SSN
can be proven electronically, and citizenswho are elderly, disabled, in nursing homesor
mental institutionsand who will not be getting on an airplane or entering a Federa
facility.

Response: Asnoted above, DHS is not proposing to exempt any individuals
fromthe REAL ID enrollment process. DHS urges Statesto make appropriate
accommodationsfor handling the elderly, disabled, and thosein nursing homesor mental
institutions. Section 202(d)(11) of the Act gives Statesthe opportunity to issue non-
compliant licensesthat are not accepted for official purposesand may not necessarily

reguire an in-person enrollment, depending on the State's issuance process.

Question 4: If a Statechoosesto producedrivers licensesand identification cards
that areWHTI-compliant, whether citizenship could be denoted either on theface
or machine-readable portion of thedriver'slicense or identification card, and more
generally on the proceduresand business processesa State DMV could adopt in
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order toissuea REAL ID driver's license or identification card that aso included
citizenship information for WHTI compliance. DHS also invites comments on how
Stateswould or could incorporate a separate WHTI-compliant technology, such as
an RFID-enabled vicinity chip technology, in addition to the REAL |D PDF417
barcode requirement.

Seefull discussionof commentsand responsesto this question in section P.
Question 5. How DHScan tailor the address of principal residence requirement to
providefor the security of classesof individualssuch as Federal judgesand law
enforcement officers.

Seefull discussion of commentsand responsesto this questionin section|.
Question 6. What benchmarks are appropriate for measuring progresstoward
implementing the requirements of this rule and what schedule and resource
constraintswill impact meeting these benchmarks.

Comment: AAMVA listed ten criteriafor measuring a State's progresstowards
implementation of the REAL ID requirements — procurement practices, process changes,
contractual arrangements, funding, legidative authority, personnel, facilities, computer
systems, new verificationsystems, and existing verificationsystems. Some States
suggested variationson these themes, proposing that a set of standardized benchmarks
was not realistic. Rather, each State should be able to determineappropriate benchmarks
depending on what they had to do to implement REAL ID. Progresscould be measured
against implementationplans States submitted to DHS and should be based on a phased
approach. One State suggested that DHS create a matrix that could be used to show
progressfor the major componentsof REAL ID. Another Stateargued that it isdifficult
to establish benchmarks before all regulatory requirementshave been finalized. One

State recommended a'' strategic™ rather than ' prescriptive' implementation approach.
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One privacy group stated that the final rule must include robust security standards
for national queryingsystems. A vendor association provided detailed recommendations
on access control and authentication practices. One State made very detailed
recommendations on privacy standardsincluding a pre-defined audit requirement. A
vendor association recommended strong sanctionsfor violationsof proceduresto deter
the insider threat and notification of anyone whose information is breached.

Response: Thefinal rule specifiesthe elementsnecessary to be REAL ID-
compliant, and DHS has proposed a checklist processfor Statesto demonstrate
completion of certain compliance benchmarks, and full compliance with the Act and

theseregulations.

Question 7: Adoption of a performance standard for the physical security of DMV
facility, includingwhether DHS should adopt the ANSI/NASPO " Security
Assurance Standar dsfor the Document and Product Security Industries;”
ANSI/NASPO-SA-v3.0P-2005, Level II asthe preferred standard.

See comments and responsesto thisquestion in section M.

Question 8: How DHScan better integrate American Samoa and the
Commonwealth of theNorthern Marianasinto the REAL ID framework.

Comment: Severa Statesindicated that individuasfrom American Samoaand
the Commonweslth of the Northern Marianas should be issued aREAL ID if they
provided acceptabledocumentslike birth certificates, valid passports, unexpired driver's
license, or U.S. issued immigrationdocuments.

In addition, afew Statessupported an exception processfor theseterritories. One
State said that without Federal funds, it would be difficult if not impossiblefor both

territoriesto comply due to complexity, cost and timingissues. Some States questioned
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whether American Samoawould be ableto issuedrivers' licensesand identificationcards
under the REAL ID Act and regulations. Other States claimed that without evidence of
U.S. citizenship, Northern Marianas residentswould not be ableto obtainalicenseor
card. One State recommended that DHS accept the Northern MarianaCard (I-873) to
establishidentity and residency. Customerswithout thiscard could be assi sted under
current State exceptionsprocesses. Another State al so suggested acceptanceof the Re-
entry Permit/Refugee Travel Document (1-327,1-571).

AAMVA and some States requested clarificationasto the specificissue caused
by these groups of applicants.

Response: DHS believesthat American Samoaand the Commonwealth of the
Northern Marianas will be capable of complying with the REAL ID requirementsin the

sametimeframe as other Statesand Territories.

Question 9: Whether the physical security standardsproposed in thisrulearethe
most appropriateapproach for deterringthe production of counterfeit or
fraudulent documents, and what contractual issues, if any, the Stateswill facein
satisfyingthe document security requirements proposed in thisrule.

Comment: See commentsand responsesto thisquestionin section|. Also,
AAMVA commented that Stateswill face significant contractual conflictsif the
document security standardsin thisNPRM remaininthefinal rule. Statesare using the
AAMVA Driver Licensing and I dentificationCard Design Specificationas the modd to
prepare bid packagesfor new contractsor renewals. Contract periodsfor card vendors
vary by State and are driven by procurement rules. One State, for example, has a contract

in place for the next sevenyears. Most Stateshave at least five year contracts. AAMVA

recommended that DHS use the AAMVA Driver Licensing and IdentificationCard
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Design Specificationas the minimum card security standard, alowing Statesto build on
itsprovisions. States should not be expected to break or amend existing contractsand
should not be expected to implement any changesto card security until their existing
contractsexpire.

Response: See commentsand responsesto thisquestionin Section .

Question 10: The Federalism aspectsof therule, particularly those arising from the
background check requirementsproposed herein.

Comment: Several commenterssaid that REAL ID was beyond Congress's
enumerated powers because the States have a valid immunity claim. Another commenter
wrote that REAL ID usurped States' traditional authority. One commenter wrotethat it is
aviolation of the tribal-Federal relationshipto requireatribal government official to go
to a State government official in order to obtain proof of identificationin order to travel
and conduct official tribal-Federal government business. One commenter said that State
DMVs cannot revokelicensesor identificationcardsissued by another State. One State
found no Federalismissuesas States are able to control the design, and, potentially, the
security featuresof its cards. However, other States voiced a number of Federalism
concerns.

One State presented a list of impacts flowing from the REAL ID program:
procurement practices, process changes, existing contractual arrangementsthat cannot be
altered without significant pendty, fund appropriations, laws, facilities, computer
systems, requirement of new verificationsystems. Similarly, some States argued that the
REAL ID regulation could not survive a challenge brought under the 10™ Amendment of

the Constitution. It continued, "' Given an affidavit issued by the Governor of the
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Commonwealth, DHS would have universal, unfettered accessto employees and systems
that are dedicated to atraditionally State function.” Another State wrotethat DHS should
not intrudeinto the traditional State function of licensingdriversand issuing
identificationcards by attemptingto prescribe the processesfor creating, issuing, and
administeringREAL 1D cards, and that DHS should specify the security, performance,
and quality characteristicsthat REAL 1D participatingjurisdictions must achieve. Some
cornrnentersbelieved that the REAL ID Act violates both the spirit and the | etter of
Federalismlaw. Thecommenterswrotethat the REAL ID Act aimsto conscript the
Statesinto creatinganationa 1D system, and that it is*'thiskind of scheme™ that the
Framersexpected Federalismto guard against. Becauseof this, many States have passed
anti-REAL-ID resolutions and legidlation.

Response: TheREAL ID Act providesthe Secretary of Homeland Security with
authority to issueregulations. DHS understandsthat thereis a balance between
Executivediscretionin interpretingthe REAL 1D Act through regulation, while also
respectingthe States' autonomy to govern an inherently State function— the driver's
licenseand identificationcard issuanceprocess. DHS has attempted to preserve State
autonomy wherever possible, while remaining consistent with the Act, and believesthese
regul ationsrepresent a logical interpretationof the Act and Congressiona intent.

Comment: Onecommenter argued that States should have discretionto
determinewhether to conduct background checkson State employees. One State DMV
said that because it conductsa fingerprint-based background check onits employee-
applicants, implementing the REAL ID requirement would have™ minimal™ impact. In

contrast, one State said that in requiring a background check for State employees, DHS is
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"overreaching." Because the requirement includes several checks, only one of whicha
DMV could useto disgualify an employee from performing certain REAL-1D-related
activities, a State argued that the rule impacts both the individual sa State may hireand
retainin certain positions. It aso requiresa collection of informationfor no stated
reason. Another State DMV wrote that DHS goes beyond the statutory language in
requiring a background check, and suggested that DHS strike the provision.

With regard to the financia history check, one State noted that this aspect of the
draft regulationwould intrudeinto the relationship that State governments have with their
employees. It argued that DHS could avoid Federalismissues by having itsregulations
" expressthe security characteristicsthat a State would need to achieve rather than
prescribehow State processesshould operate” The Federa government, it said, should
not regulate hiring practicesfor State employees. One State wrotethat it has
discontinued credit checks because it was not an adequateindicator of a person's
behavior or ethics.

Response: Asnoted above, DHS believesit hasthe authority to require
background checks. Based on the comments received, DHS has decided to eliminatethe
financia history check of DMV covered employeesand prospectiveemployees.

Comment: Although one State agreed that DHS has authority to review State
compliancewithin the scope and criteriaof the auditing granted by the statute, this State
asserted that DHS exceeded the scope of itsauthority in promulgating§ 37.59(a), which
lacksa check on seemingly unlimited Federd authority to inspect State processes.

Response: DHS does not believe the language of § 37.59(a) provides DHS with

unfettered authority to overseethe actionsof State government. Indeed, the section
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providesthe opportunity for Statesto challenge a DHS determination of non-compliance,
rather than a Federal authority with no right of appeal. DHS has aso relaxed the
reporting requirementsin thisfinal rulein response to commentsthat the reporting
requirementsin the NPRM were too burdensome.

Comment: One State asserted that it is beyond DHS’s authority to compel non-
participating States to maintain a motor vehicle database with the minimum required
REAL ID informationand to share access to any such database with other States.

Response: DHS is not compelling non-participatingStatesto meet any of the
requirementsof theserules.

Comment: A State objected to the requirementthat aREAL ID cardholder's
address change requiresthe person to report and document the changein personat a
DMV office. The Statesaysit isapprehensivethat the proposed rules erode the
important principlesof Federalism, especialy regarding managing elections. When a
driver appliesfor voter registration, the State automatically checksto see whether the
addressgiven on that card isthe same as the addresson a State-issued driver's licenseor
identificationcard. If thereisamismatch, State law requiresautomatically changing the
license or identification card addressto match that on the voter applicationform. This
State requested that DHS give serious considerationto allowing this automatic updating
practiceto continue. Another commenter said DHS should ensure that the final
regul ationscontinueto provide States maximum flexibility to determine which
employeesare subject to the requirements of this section.

Response: As noted elsawhere, the final rulesdo not require an individual to

have an in-person transaction with the DMV to changetheir address.
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Comment: One commenter said that because direct regulationof the States
would be unconstitutional, the REAL ID Act inappropriately conditions Federa
acceptanceof State-issuedidentificationcardsand drivers licenseson their meeting
certain Federal standards. The commenter was a so concerned that DHS was using State
machinery to implement a Federa program. However, the commenter asserted that it is
within Federa power for DHS to condition acceptance of identificationcardsand drivers
licenseson prioritiesclosely related to national security, including meeting standardsfor
privacy and data security.

Response: Congresspassed the REAL 1D Act to implement a recommendation
of the 9/11 Commission Report to increase the security, credibility and confidencein
identificationdocuments. Congress, in drafting the law, and understanding the
Congtitutional concern of directly regulating the States, made the law binding on Federa
agenciesin specifyingthat only REAL ID-compliant drivers' licenseswould be accepted
by Federal agenciesfor official purposesafter the law isimplemented. DHS agreeswith
the commenter that the Federal government has the authority to condition acceptance of
drivers licensesand identification cards on the meeting of certain standardsand
requirements as defined in the REAL 1D Act and the implementing regulations.

Comment: One commenter concluded that Congressand DHS could have
supported meaningful Federalism by supporting States pre-REAL ID initiativesto
produce an interstate compact to achieve interoperability of State databases.

Response: Thiscomment is outsidethe scope of the rulemaking.

Question 11: How the Feder al government can better assist Statesin verifying
infor mation against Feder al databases.
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Comment: Severa Statesand other cornrnentershad a number of suggestions
includingthe following:

-- Develop and test or enhance Federd databasesto meet States' needs.

-- Establish standardsfor system performance and connectivity.

-- Ensure that matches can be made with aslittle manud intervention as possible.

-- Establish standard naming conventions.

-- Put security standardsin place.

-- Fund system development and assist Statesfinancially in performing verifications.

Response: DHS s collaboratingwith its Federa partners, AAMVA and the
Statesto design and implement verification systemsto support the requirements of the
REAL ID Act and regulations. DHS is working on improving the reliability, usability and
accuracy of existing systemslike SSOLV and SAVE to meet States needsto minimize
the manual intervention necessary.

In addition, DHS will work with DOT, AAMVA and the Statesto reinforce the
security and privacy features of thiscommunications and systems architectureto include
practices consistent with fair informationand Federa 1nformation Security Management
Act principles. In partnershipwith DOT, AAMVA, and the States, DHS will issue best
practicesto guide future systemsdesign, devel opment and operation. DHS isalso
working with Federa, State, and nongovernmental organizationsto identify and improve

name formats and matching algorithmsused by identify verification

Question 12: In addition to security benefits, what other ancillary benefitscould
REAL ID reasonably be expected to produce? For example, could REAL ID be
expected to reduceinstances of underagedrinking through use of false/fraudulent
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identification. If so, please providedetailsabout the expected benefit and how it
would be achieved through REAL |D.

Comment: Several commenterswrotethat REAL 1D will decrease identity theft.
Several other commentersthought that a decrease in theft might not be attributed to
REAL ID but be dueto the fact that many States are implementing more stringent rules
for obtaining adriver's license.

A few commentersclaimed that REAL ID will havelittleto no impact on identity
theft. One commenter noted that most instances of identify theft are aresult of astolen
social security numbersor credit cards, and that REAL 1D does not address these types of
thefts. Another organizationstated that "*loopholes” in the source documentation
requirementsfor those without a permanent addressesor birth certificatestake away any
perceived REAL ID benefit.

Most of the commentersthought that REAL ID would increaseidentity theft.
Commenters wrote that the NPRM did not propose sufficient protection and security
controlsto ensurethat the information being collected and stored will be immuneto theft
or misuse. Several commenterssaid that the databasesstoring digital images of social
security numbers, bank statements, and birth certificateswill be an identity-thief s dream
target. Theseimages, oncein the handsof criminals, will be easy to counterfeit. If
systemsare linked, asingle breach in security will potentially compromise 240 million
individuals. Several commentersalso highlighted that threat to thisinformation may
comefrom within DMVs. One organizationquoted that over 100 million recordsof U.S.
residentshave been exposed due to security breaches.

Response: DHS provided a detailed analysis on the ancillary benefits of the

proposed ruleon REAL ID. We noted, as the comments suggested, that the proposed
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rule may have only asmall impact on reducing identity theft. REAL ID will only have
the ability to impact those types of identity theft that requireadriverslicensefor
successful implementationand only to the extent that the rulemaking leads to incidental
and required use of REAL 1D documentsin everyday transactions, which is an impact
that also depends critically on decisions made by State and local governments and the
private sector. With the current costs of identity theft being high, we believethat even if
the ancillary benefits associated with identity theft are low, when these benefitsare
combined with other benefitsof thisrulemaking, that thisrule is cost-beneficial.

Many cornmentersbelievethat REAL 1D would increaseidentity theft. Wefind,
at the current time, that it would be difficult to draw any conclusionssuch asthissince
the effort or cost to individualsto obtain and use a passable fraudulent identificationcard
Isexpected to be much higher than it isat present. Only those people who believethat
they will reap substantial benefitswould be willing to incur the cost of creatingand using
afraudulent identificationcard.

With regard to the general comment that REAL 1D is expected to reduce instances
of underage drinking through the use of false/fraudulent identification, DHS believesthat
REAL ID may reduce on the margin the rateat which underage drinkingoccurs. Therate
a whichit does so partly dependson State and local authority and/or private employer
decisionsasto what form of identificationisacceptablefor particular purposes, and the
effectivenesswith which identificationchecksare implemented. DHS s not willing to
quantify, at thistime, the expected benefitsthat would be achieved from a reduction in

underagedrinking.
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Comment: Regardingthe ancillary benefitsof REAL 1D, some States supported
DHS’s suggestionthat REAL ID could reduce underage drinking and purchase of
cigarettes by making it easier for vendorsto identify fakeidentificationcards. Other
commenterswrote that REAL 1D could also promote highway safety by alowing law
enforcement officersto processvehicular accidentsand traffic citationsfaster and more
accurately, and potentially aid other law enforcement efforts.

Several commentersnoted that one of the possibleancillary effectsof aREAL 1D
isthat commercia entitieswill be ableto market to individualswithout theindividual's
permisson. The MRZ and the 2-D barcodetechnology discussed in the NPRM makesit
eader for third partiesto obtain sensitiveinformation about the holder of the cards.
Several commentersgave examples of how commercial entitieswill make REAL 1D the
default document for everyday transactionsand thus will be ableto obtain, store, and
track individua's age, address, and purchases.

Three organizationsnoted that State transactions, such as the i ssuance of
professional/occupational licenses (for example, licensingfor doctors, lawyers, nurses,
real estate brokers) and hunting and fishing licenses, could be done with a higher level of
assurancethat the licenseis being given to the right person. Two other organizationsalso
said that health-relatedand financia companies would al so receive security benefits
associated with moretrust in the validity of the identification cards. One commenter
stated that all employerswould benefit becausethey would be better ableto determine
employment digibility.

Response: DHS believesthat the potentia ancillary benefits of thisrulemaking

would be in many areas. Should acceptance of REAL 1D cards become widespread, such
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ancillary benefitsmay include reduction in fraudulent access to public subsidiesand
benefitsprograms, illegal immigration, unlawful employment, unlawful accessto
firearms, voter fraud, underage drinking, and underage smoking. DHS believesthat
REAL ID may reduce on the margin, the rate at which these fraudulent activities take
place. Thedegreeto whichthey do so will partly depend on State and local authority
and/or privateemployer decisionsasto what form of identificationis acceptablefor
particular purposes, and the effectivenesswith which identificationchecksare
implemented. DHS cannot, at thistime, measure these benefits quantitatively.

With regardsto organizations, businesses, etc., DHSis not preventing the use of
REAL ID in Statetransactionsand the individual who is having the document presented

to him can place any level of trust he/she wantsin the REAL 1D document.

Question 13: Thepotential environmental impacts of the physical security
standardsand other requirementsproposed under thisrule.

Comment: A State recommended that DHS seek out U.S. EPA or asimilar
group to evauate the potential environmenta impacts. One State DMV wrote that the
environmental impacts of the rule would be minimal. States may haveto perform the
required environmental impact analysisif changesto issuancefacilitiesare necessary.
AAMVA suggested that environmental impactsassociated with retrofitting the facilities
to meet physical security standardswill result in some environmenta riskssuch as
asbestosremoval.

One State asserted that the increased visits by individualsto renew their licenses

and corresponding activities associated with creating a license (for example, increased
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usage of electricity, scanners, copiers, printers, and paper) will impact air, ground, and
water quality, and result in unnecessary waste disposal and consumption of natural
resources, electricity, and other fuel sand add to traffic congestion. This State
recommended that DHS revise the ruleto employ a phased approach which could alow
Statesto certify and renew on schedules that will not adversely impact the normally
occurring renewa cycle.

One commenter suggested that the durability provided by longer lifedrivers
licensesand identification cards could result in lessmaterial going into the waste stream
resulting in an environmental benefit.

Response: DHS carefully evaluated those commentsal ong with other potential
environmental impactsof thisrule. The comments show that, if the States chooseto
createa REAL ID process, any potential environmental impacts which might be
significant, can be mitigated. DHS concludesthat the rul€'s potential impactsare
minimal and notes that the rule does not force an immediate action but only laysthe
foundationfor subsequent action. 1f States seek follow-on DHS grant funding, approval,
or other activity for implementationof the rule, then the potential environmental impacts

associated with the follow on activity must be reviewed.

Question 14: Whether other Federal activitiesshould be included in the scope of
" official purpose.”

See comment and responseto this questionin section B.
Question 15: How the REAL 1D Act can be leveraged to promote the concept of

"onedriver, onerecord, onerecord of jurisdiction” and prevent theissuance of
multipledrivers licenses.
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Comment: Most commenterssupported the ' one driver, one record concept,”
and most Statessaid Federa funding for an™*dl drivers" system would promote the
concept. A coupleof States specifically endorsed DRIVerS (Driver Record Information
VerificationSystem). Many Statesjoined AAMVA inendorsinga State's initiativeto
enter into a Driver License Agreement to develop "'a nationwide pointer system with the
driver record and driver history transferredto a ‘change State record' when the driver
movesto anew State.”” AAMVA and many States al so endorsed basing any such pointer
system on the Commercia Driver License Information System (CDLIS).

One State said that any "'dl drivers” verification system must include reciprocity
rules” so that an individual who is required to movefrequently across States need not
undergoacomplete REAL 1D check every time. However, one commenter said a
CDLIStypesystem isaconcern becauseit isa' one person onelicense (or ID card) one
record system" with no regulatory or statutory limitations on who can accessinformation
and for what purpose. To protect privacy and ensure driver safety across States, the
commenter said the existing Problem Driver Pointer System/National Driver Register is
better.

A few commentersalso joined AAMVA in endorsingthe AAMV A/National
Highway Traffic Safety Administration joint initiativeto develop adigital image
exchange project to identify multiple State license holders. Some Statesechoed a
comment from AAMV A that becausea driver's license applicant must surrender hisor
her current licensefrom another State as a condition of receiving a new license, the States
aready follow apolicy of onedriver, onelicense. Another State said that States should

requireadriver's license applicant to self-declarethe existence of a prior compliant or
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non-compliantlicenseor card and require confiscation and notificationto cancel before
the new Stateissuesadocument. Several commentersendorsed using the Driver License
Agreement compact as an extant system for promoting "*one driver, one record.”

Other process recommendationsincluded the suggestion that a national business
process standard be developedto let jurisdictionsknow of the theft or loss of aREAL ID
card and forming an agreement similar to the DLA that both REAL 1D and non-REAL ID
States can use to ensure cross-checking beforea jurisdictionissuesany driver's license.
Requiring™ cleaning" of existing databasesand comparing legacy databases used to issue
aREAL-ID compliant card was a so recommended.

One cornrnenter said that having only one license for multiple purposeswould
better promotethe concept than having non-REAL 1D and REAL ID drivers licenses. It
also said that the United States must accept standards nationwide to be used with
confidenceof driver's licenseexchangeto move across boundariesand should
encourage/mandate reciprocity of likelicenses.

Some commenters noted problems with implementing the " one driver, one
record" concept, stating that, without participation by al States, the systemis
fundamentally flawed in that a person could hold multiplenon-REAL ID driver licenses
and aREAL ID-compliant card. One State said that DHS lacked authority to compd a
non-REAL ID Stateto participatein systems that promote the concept. 1t suggested that
the " one driver, one record concept™ should only apply to the REAL ID-compliant
system.

Other States said the rules should allow a person to hold both a REAL ID-

compliant card and anon-REAL ID card in any combination' with the limitationthat a
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driver hasno morethan onelicenseand one card at atime" One State suggested that a
person not hold more than two REAL ID-compliant cardsat atime: adriver's licenseand
anidentificationcard. Thiscommenter said a person might wish to carry a REAL ID-
compliant card and keep another at home. One State said that it issuesidentification
cardsto individualswho may hold alicensein another State.

Some States said that DHS’s proposa and the REAL 1D Act impede™ one driver,
onerecord.”" That would happen, these commenterssaid, where these authoritiesrequire
"aState DMV to take measuresto confirm that an applicant hasterminated or hastaken
stepsto terminatea REAL ID driver's license or identificationcard issued in another
State” One State proposedthat DHS change § 37.33(c) to state that a person who applies
for aREAL ID in hisor her State of resdence has ' taken stepsto terminatethe prior
cad." One State wanted to know how DHS would define™ terminate."

One State said that becausethereis no system through which a State could check
whether a person aready holdsa REAL ID driver's licenseor identificationcard in
another jurisdiction, DHS should eliminatethe requirement that States must make such a
check. Another State assertsthat such acapability should exist now acrossall fifty
States.

Severad commentersremarked on the use of technology to promote the' one
driver, onerecord" concept. One commenter endorsed smart card-enabled REAL ID
documents requiring a one-to-onematch. A consulting group described a biometric
identifier asthe only known manner to prevent one individual from procuring more than

one license or identification document. Thiscommenter said DHS should identify and
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standardizea suitable biometric property and create a privacy-sensitive solution for
performing the necessary biometric comparisons.

One commenter said that DHS should have presented and analyzed in detail
different architecture models (other than CDLIS) for the system Statescan use to check
whether aREAL D applicant dready holdsa REAL 1D card issued by another
jurisdiction. Noting that a system promoting **one driver, one record” must promote
privacy, security, and accuracy, another commenter said CDLIS s not afederated query
system, but anational database. It commented that ssmply scaling up thissystem will not
establish afederated query service, but will createa national 1D.

One commenter wrotethat it is concerned about DHS's failureto articulate what
definesa person's unique driver's license or identification card number; the proposed rule
issilent on the form this unique number will take and does not specify whether the
number will be unique nationdly or solely within asingle State.

Response: Section 202(d) of the REAL ID Act prohibits States from issuing
REAL ID cardsto a personwho holdsadriver's licensein another State without
confirmationthat the person hasterminated, or istaking stepsto terminate, the other
license. We have amended thisfinal ruleto clarify thisstatutory requirement. See §
37.33. DHS supportsthe concept of one driver, onelicense. DHS is not, however,
authorized under the REAL 1D Act to use thisfinal ruleto prohibit States from issuing
non-REAL ID driver's licensesto personswho hold licensesin other Statesor to find that
a Stateis not in compliancewith the minimum standardsof the REAL ID Act if such

State issuesdriver's licensesto persons holding licensesin other States. DHS s limited
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under itsauthority in the REAL 1D Act to prohibiting States from issuing REAL ID cards
to persons who hold licensesin other States or who hold another REAL ID card.
Question 16: Whether DHS should standar dizethe uniquedesign or color required
for non-REAL ID under theREAL 1D Act for ease of nationwiderecognition, and
whether DHS should also implement a standar dized design or color for REAL ID
licenses.

Comment: A few Statessaid that althougha REAL 1D should be recognizable
as such, a standardized appearance would facilitate counterfeiting. Another State
suggested that States should only haveto mark REAL |1D-compliant cards, not mark non-
compliant cards. Other commenters supported the use of an identifier for non-compliant
licensesand cards, as DHS would need a mechanismto tell if alicenseissued before the
Act was compliant. NGA recommended placing a restriction code on the front of the
licensewith text on the back to denote whether the licensewas REAL ID-compliant.
AAMVA, severad States, and another commenter all argued against standardizinga
uniquedesignor color for the non-Real 1D cards. Some commenterswrote that DHS had
no authority to require Statesto adopt a standard design or color for the non-REAL ID
cards, citing Federalism. One commenter wrote that mandating distinct designsor colors
for both REAL ID and regular licenseand ID cards and requiring non-REAL 1D drivers
licensesto have an ™' invaid for Federa purposes” designation turnsthe voluntary card
into a mandatory national ID. Several also expressed concern that standardizationwould
make counterfeiting of the cards easier, since counterfeiterswould only haveto focuson
one document. The consequencesof successful counterfeiting would be more severe,

they said, since the whol e system would be compromised and all Stateswould then have

to changetheir cards. Some cornmenterssaid that diversity in security features, aslong
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asthey met acommon performance standard, would be best. Commenterssaid that a
standardized design would increasethe perceptionthat a national identificationsystem
was being created.

Response: Whilecardsthat do not satisfy the requirements of the Act must
clearly stateon their face that they are not acceptablefor official purposes, DHSis not
mandating a specific design or color for such cards. DHS agreeswith Statesthat
recommended marking compliant cardsand as such, requirescompliant cardsto be
marked with a DHS-approved security marking.

Comment: Many commenters opposed a REAL D standard design. One
commenter wrote that requiring a single standard configurationwill limit the ability of
jurisdictions to adapt to changing threatsin their particular environment and could drive
up costs unnecessarily. Many Statesexpressed concern about increasing the threat and
conseguences of counterfeiting. Several Statessaid they should be alowed to continueto
use unique designsfor their drivers' licensesand ID cards(one notingit held great value
for State identity), while othersargued that States should be alowed to maintain control
of thedesign of their licensesto the greatest extent possible. AAMVA noted that its
current Card Design Specificationdoes not requireasimilar color for al States, although
it standardizes security features. AAMV A recommended that **branding™ be applied to
the REAL ID, but it aso recognized that this would lead some individualsto believethis
wasastep toward anational ID card. State comrnenterswrote that a benefit of astandard
color would be to ease training of screenersand help ensure that screenerscould easily

identify a compliant REAL ID-compliant card.
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One commenter wrote that REAL 1D should mandate a standardized color or
design. However, other commenterswrote that DHS should not mandate a standard
designor color, that a standard designis not authorized by the REAL 1D Act, that a
standardized designis strictly prohibited by the IntelligenceReform and Terrorism
Prevention Act of 2004, Pub. L. 108-458, and that a uniform REAL 1D design would be
an " enormous’* security risk.

Response: DHS s not mandating asingledesign or color for REAL ID-
compliantdrivers' licensesor identificationcards, and recognizesa State's right to havea
uniquedesign. However, in responseto several commenters, DHS isrequiring that cards
issued in compliancewith REAL 1D be marked with a DHS-approved security marking.
IV. REGULATORY ANALYSES
A. Paperwork Reduction Act

The Paperwork Reduction Act of 1995 (PRA) (44 U.S.C. 3501 et seq.) requires
that DHS consider the impact of paperwork and other information collection burdens
imposed on the public and, under the provisionsof PRA section 3507(d), obtain approval
from the Office of Management and Budget (OMB) for each collection of informationit
conducts, sponsors, or requiresthrough regulations.

Thisrule containsthe following new information collection requirements.
Accordingly, DHS submitted a copy of these sectionsto OMB for itsreview. OMB has
not yet approved the collectionof thisinformation.

Thisfinal rule will require States participatingin the REAL 1D program to meet
certain standardsin the issuance of drivers' licensesand identification cards, including

security plansand background checksfor certain personswho are involved in the
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manufacture or production of drivers' licensesand identificationcards, or who havethe
ability to affect the identity informationthat appearson the license (covered employees).
Thisrule will support the informationneeds of: @) the Department of Homeland Security,
initseffortsto oversee security measuresimplemented by Statesissuing REAL 1D
drivers licensesand identification cards, and b) other Federal and State authorities
conducting or assisting with necessary background and immigration checksfor covered
employees.

Thelikely respondentsto this proposed information requirement are States
(includingthe District of Columbia, Puerto Rico, the Virgin Idands, Guam, American
Samoa, and the Commonwedlth of the Northern Mariana ldands) and State agencies
(such as Departmentsof Motor Vehicles).

DHS estimatesthat each State will submit a certificationof complianceor request
for extension, together with a security plan. Subsequently, each State will be required to
re-certify its compliancewith the REAL 1D Act every three yearson arolling basis. As
part of the certification package, Stateswill be required to submit 1) acopy of their
security plan; 2) their documented exceptionsand waivers procedures; and 3) awritten
report on card security and integrity (which must be updated whenever a security feature
ismodified, added or deleted). DHS estimatesthat Stateswill spend approximately
42,000 burden hoursin thefirst year to completethe certificationrequirements. DHS
projectsthat the burden hours will riseto 56,000 hours annually in subsequent years.
DHS estimatesthe cost to the States will be $1.11 millionin thefirst year and $1.48
million every year thereafter, for an annualized cost estimate (over three years) of $1.35

million.
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States must subject covered employeesto a background check, whichincludesa
name-based and fingerprint-basedcriminal history records check (CHRC). DHS
estimates States will incur costsfor employee background checksof $1.44 millionin the
first year, $0.61 million in the second year, and $0.37 millionin the third year, for an
annualized cost estimate of $0.80 million.

Finally, States must maintai n photographs of applicantsand records of certain
source documents. DHS estimatesthat States willincur 2,275,000 hours for information
technology (IT) inthe first year, and 348,000 hoursin subsequent years, for an
annualized hour burden estimate (over three years) of 990,333. DHS estimatesthat ten
percent of all IT costsis related to the recordkeepingrequirements. Thus, DHS estimates
that out of atotal onetime cost of $601.9 millionfor all State systems, ten percent, or
$60.2 million, will beincurred in thefirst year, and $9.3 million in the second and third
yearsas aresult of this collection of information, for an annualized cost of $26.26
million.

DHS received no comments directed to the informationcollection burden.

As protection provided by the Paperwork Reduction Act, as amended, an agency
may not conduct or sponsor, and a person is not required to respond to, a collection of

information unlessit displaysa currently valid OMB control number.

B. Economic I mpact Analyses

Requlatory Evaluation Summary

Changesto Federal regulations must undergo several economic analyses. First,
Executive Order 12866, Regulatory Planningand Review (58 Fed. Reg. 51735, October

4, 1993), directseach Federal agency to proposeor adopt a regulation only upon a
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reasoned determinationthat the benefits of the intended regulation justify its costs.
Second, the Regulatory Flexibility Act of 1980 (5 U.S.C. 601 et seq., as amended by the
Small Business Regulatory Enforcement Fairness Act (SBREFA) of 1996) requires
agenciesto analyze the economicimpact of regulatory changeson small entities. Third,
the Trade AgreementsAct (19 U.S.C. 2531-2533) prohibitsagencies from setting
standardsthat create unnecessary obstaclesto the foreign commerce of the United States.
Fourth, the Unfunded Mandates Reform Act of 1995 (UMRA, 2 U.S.C. 1531-1538)
requiresagenciesto preparea written assessment of the costs, benefits, and other effects
of proposed or final rulesthat include a Federal mandate likely to result in the
expenditureby State, local, or tribal governments, in the aggregate, or by the private
sector, of $100 millionor more annually (adjustedfor inflation).

Although Congress recognized that Stateswill have to expend moniesin order to
comply with REAL ID, it explicitly stated that the REAL 1D Act is binding onthe
Federa government, and not the States. Moreover, by itsterms, UMRA does not apply
to regulations necessary for the national security' and those which impose requirements
"gpecifically set forthinlaw.”" Thus, asamatter of law, the UMRA requirements do not
apply to thisfinal rulemaking even though Stateswill be expending resources. However,
the analyses that would otherwise be required are similar to those required under
Executive Order 12866, which have been completed and may be found in the detailed
Regulatory Evaluation placed in the public docket.

ExecutiveOrder 12866 A ssessment

DHS has determined that thisrule will have an impact of over $100 millionand

that it raises novel or complex policy issues. Accordingly, thisruleiseconomically
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significant under Section 3(f)(1) of Executive Order 12866 and therefore has been
reviewed by the Office of Management and Budget.

DHS has assessed the costs, benefitsand alternativesof the requirementsfinalized
by thisrule. A completeregulatory impact assessment, as required under Executive
Order 12866 and OMB Circular A-4, will be set forth in a separate document in the
docket for thisregulatory action at http://www.regulations.gov at Docket Number
DHS-2006—-0030. The detailsof the estimated costs and benefits, including potential
ancillary benefitsrealized by the requirements set forth in thisrule, follow the A-4
Accounting Statement. The uncertainty analysesare being recomputed and will be
published in the forthcomingfina regulatory impact assessment.

The Department of Homeland Security (DHS) is conducting a Regulatory
Evaluation of the benefitsand costs of the final minimum standardsfor State-issued
drivers' licensesand non-driver identificationcards pursuant to the REAL ID Act of
2005. These standardswill impact thelives of approximately 240 million people and the
operations of all 56 State and territorial jurisdictions.

Assumptions

ThisRegulatory Evaluationcoversthe eleven-year costsof REAL ID Program
deployment and operations. Thisincludes:

Y ears One through Four — the three and one-half year period from January
2008to May 11,2011 during which Stateswill have time to makethe
busi ness process changes and investmentsto meet the standardsof REAL ID.

In addition, States meeting the interim standardsof Material Compliance with
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the rule must begin enrollingtheir populationsin REAL 1D beginning no later
than January 1, 2010.
Y ears Four through Eleven — the seven year period during which Stateswill
continue and compl eteenrollment of their populationsin REAL ID. States
will beginissuing fully compliant REAL ID licensesno later than May 11,
2011. Moreover, DHS has adopted an age-based approach to REAL 1D
enrollment. By December 1, 2014 all individualsborn on or after December 1,
1964 (that is, 50 years of age or under) will be required to present aREAL ID
if they use a State-issued document for official purposes. Thus, individuals
born on or after December 1,1964 will have aminimum of four yearsto
obtain aREAL ID. Individuals born before December 1, 1964 will havean
additional three yearsto enroll before the final enforcement deadline of
December 1, 2017.
Thefinal ruleincorporatessignificant changesto the Notice of Proposed
Rulemaking. Asaresult, we have revised some of the assumptionsupon whichthe
original Regulatory Evaluationwas based. The revised assumptionsare detailed below:

1) That all Stateswill comply in accordancewith the revised timeline.

DHS recognizesthat most, if not al Stateswill be unableto comply by May 2008
and will file requestsfor extensionsthat will result in compliance implementation
schedulesthat could mitigate some of the startup costs examined below. Hence, the costs
allocated to the period prior to May 2008 will be redistributed to subsequent years.

2) That 75 percent of the nation's DL/ID holderswill seek aREAL 1D credential.
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The original NPRM assumed that 100% of the candidate population would seek to
obtain REAL IDs. Thisassumptionwas combined with two additional assumptions,
namely that:

1. Stateswill not requireal individualsto obtain aREAL ID;
2. Some Stateswill continueto issue non-compliant licenses aong
with REAL IDs
The Department has reviewed the 100% assumptionand concluded that it is unredlisticin
light of the latter two assumptions. If Statesdo not require all applicantsto obtain REAL
IDs, it is highly improbablethat 100% of the population will apply. It isdifficultto cite
any example of atruly voluntary course of action that resultsin 100% compliance. If
States offer achoice of either compliant or non-compliant licensesto applicants, some
portion of the populationwill choose to receivea non-compliant license because:
1. They do not need a REAL ID for Federd official purposes
2. They dready possessa substitute document — for example, aU.S.
passport — that will servethe same purposeasa REAL ID

Thus, the Department has reconsidered and €liminated the assumptionthat every
individual 16 or older will seek to obtain a REAL ID within the timeframe of this
anaysis.

The difficult question, therefore, iswhat leve of participationin REAL ID can be
realistically expected? What should be the primary estimatefor participationby the
American publicin REAL ID?

The Regulatory Evauation utilizesa primary estimate of 75% based upon the

following analysis:

Biometric Bits 2008-01-11



1. A significant number of Stateswill not requirethat all residents
seekingdrivers licensesor identificationcard obtaina REAL ID.
Eight states currently issue licensesto individual swho cannot
demonstratelawful statesand a significant number of Statesarelikely
to make REAL IDs an option.

2. 25% of the population aready holds a valid passport and the
Department of State anticipatesthat thisfigurewill increaseto
approximately 33% in the next few years.®> Individualswith valid
passportsdo not need to obtaina REAL ID as passportsare likely to
also be accepted for the same official purposes(i.e., boarding
commercia aircraft) asa REAL ID.

3. 20% of the population has never flown on acommercid arplaneand
47%flies"rardly or never." * This second groupis unlikely to need a
REAL ID and membersof thisgroup are highly unlikely to belongto
the group of valid passport holders.

4. These two groups, combiningto constitutea group of at least 40% of
the popul ation, should not need to obtain aREAL D as acceptance of
identificationfor official purposes. Assuming that alarge proportion

of thisgroup will seek to obtaina REAL ID regardlessof imminent

® Testimony of Maura Harty, Assstant Secretary of State for Consular Affairs, beforethe Senate Foreign
RelationsCommittee, International Operationsand Organizations Subcommittee, June 19,2007, at
http://travel.state.gov/law/legal/testimony/testimony 806.html.

4 Satigticsreported in The Airline Handbook, issued by the Air Transport Association and located at
http: Nmember s.airlines.or daboutld.aspx?nid=7954and by the Gallup Organization at
http://www.gallup.com/poll/1579/Airlines.aspx.
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need, we believe that 25% of the candidatepopulationwill not seek to
obtainaREAL ID.

3) Stateswill issue both REAL IDs and non-REAL IDs.

DHS anticipatesthat Stateswill offer an aternative DL/ID (not acceptable for
official purposes) to those who are unwilling or unable to obtainacompliantone. A
number of Statesissue or plan to issuelicensesto individual sthat cannot document
lawful status. Other States are expected to alow individualsto hold both adriver's
licenseand identificationcard. Finaly, a number of States have evaluated or expressed
interest in offering REAL IDs asan additional, voluntary license. ThisRegulatory
Evaluation assumesthat Stateswill deploy atwo-tier or multi-tier licensing system.
Statesinstead may chooseto issue only REAL ID-compliant drivers' licensesand
identification cards, thereby reducing their operational and system costs.’

4) That all IT sysemswill befunctional by May 11,2011,

The NPRM assumed that all 1T systemswould be functional by May 11,2008.
DHS now recognizesthat this assumption wasoverly optimistic. Therefore, DHS has
extended the deadlinefor compliance with the rule until May 11,2011 to give the States,
Federa agencies, and non-governmental organizationslike AAMVA thetimeto
completethe communicationsand I T infrastructure needed to implement REAL ID.
Therefore, DHS has recal cul ated the costs assuming that al required verificationdata
systemsbe operationa and fully populated by May 11, 2011, the deadlinefor full
compliance by States. DHS isworking to bring these systemson-line and up to standards

as soon as possibleand will work with the Statesto develop aternativeprocedures.

’ Eight statescurrently issue licensesto undocumented immigrantsand will- most likely — continueto do
s0. These Satesare Michigan, Maryland, Hawaii, New Mexico, Oregon, Utah, Washington, and Maine.
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5) That State impact is not uniform due to progress aready made in some States.

Statesthat have dready invested in improving the security of their licenseswill
haveto invest far less per capitathan States with |less secure licenses and issuance
processes. Those Statesthat are more advanced will incur lower compliance coststhan
other States.

6) Thetypical validity period of driver's licensesin agiven State isthe validity
period for all DL/IDs in that State.

DHS isawarethat within a State DL/IDs often have varying validity periods but was
unable to determine how many peopleheld each of these varying types of credentialsand
when they wereissued. (For more details, see the discussion of Vaidity Periodsin the
Status Quo section.) Also, thefinal regulation createsaone-year licensefor certain
aliens. DHS was able to determine that some people aready hold such licenses, but not
how many people hold them. DHS was a so unableto determine how many people will
hold them under the REAL ID rule. Whilethismethodology has limitations, using the
typical validity period of DL/IDs wasthe most reliable method availableto estimate
futureissuances.

Th riverswho woul required to comvly | inthei |

will take advantage of this delayed compliance.

DHS has computed the costs for the over age 50 drivers by moving that segment of
renewalstowardsthe 2017 deadline. DHS assumesthe distributionover timefor
renewalsissimilar to the rest of the population. Thereforetheselicense renewasare not
bunched up but entered as the same distribution as other driversbut with the last of the

pool completingin 2017.
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8) The cost of lost/stolen DLs/IDs and central issuanceisincluded in the cost

of thisfina rule.

The regulatory evaluationfor the proposed rule assigned the cost of havingto replacea
lost or stolen legacy ID with aREAL 1D as being aregulatory compliancecost. This
meansthat if an individual loses his/her legacy license, the burden of replacing it witha
REAL ID requiring anin-personvisit was attributed to thisrulemaking. The regulatory
evaluation for the final rule employs the assumptionthat individualswho replacetheir
lost or stolen legacy license will chooseto obtaina REAL 1D and pay the additiona
opportunity costs of an in-personvisit to the DMV with the required source documents.
After careful consideration, we believe that thisassumptionmay be conservative based
upon the revised requirementsof thefinal rule. The enrollment periods of REAL ID have
been designed to enable DM Vs to enroll individualswith REAL IDs on their normal
renewal cyclesto the maximum extent possible. Individualssimply replacing alost or
stolenlicense arelikely to want a replacement license as quickly as possible and delay
the process of obtaininga REAL ID until their scheduled renewas. However, we
maintain the origina assumptionin thiseconomic analys's becausewe cannot estimate
the different rate at which lost or stolen licenseswill be replaced with REAL IDs.
Therefore, we assumetherate to be 75% or the same asthat for renewals.
Theregulatory evaluation still assumesthat Stateswill moveto central issuance
because of the high cost of printing equipment for REAL ID cards. However, thefinal
rule providesadded flexibility and therefore States may not haveto do this. We are not
adjusting thisregulatory evaluationto account for thisdue to uncertaintiesin States

behavior under the revised provisionsof thisfinal rule, and because there are remaining
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requirementsin thisfina rulethat may still make central issuance the most efficient

response.

9) Thecost of security markingson REAL ID cards.

Basad on discussionswith Statedrivers license card vendors, we have estimated the cost
for a security marking for compliant cardsto be $0.25 per card, and have included this

cost estimatein the card productionanaysislater in thisdocument.

Thefinal rulealso requiresthat if a Stateissuesalicensethat is not in compliance
with REAL ID, the State must by statute and regul ation indi cate on the document that it
isnot valid for official federal purposes. According to U.S. license vendors contacted by
DHS?, thereistypically an upfront onetime set up fee for the State, which may include
license redesign, system reconfiguration,and other related costs. Based on our analysisof
informationreceived from vendorsand States, DHS estimates that the added cost would
be about $10,000 per State, or $O1 per document. Theactua cost will vary depending on
the State, vendor and any existing contractual agreement they may have concerning
design changes. DHS bdlievesthat the added cost of no more than $0.01 per document

will beindirectly incurred by thoseindividuaswho will be acquiring REAL ID’s.

Summary of Major DifferencesBetween the Fina Rule and NPRM

Based upon the many commentsreceived, the Final Rule incorporatesmgjor changes
from the NPRM. Themgor changesimpacting the economic analysisinclude:

1) Extension of Deadlines

¢ Based upon conver sations between the REAL 1D program office and U.S. license vendors, December,
2007.
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Inthe NPRM, DHS proposed that Statesthat would not be ableto comply by May
11,2008, should request an extension of the compliance date no later than February 10,
2008, and encouraged Statesto submit requests for extensionas early as October 1,2007.
During the public comment period, DHS received numerous commentsfrom States and
Territories, State associations, and others, noting that almost all States would be unableto
meet the May 2008 compliance deadline. Accordingly, to allow moretime for Statesto
implement the provisionsof therulein general and verificationsystemsin particular,
DHSisalso providingin the final rulethe opportunity for Statesto request extensionsof
the compliance date beyond theinitial extensionof December 31,2009. Toobtaina
second extension, States must file a Materiad Compliance Checklist by October 11,2009.
Thischecklist will document State progressin meeting certain benchmarkstoward full
compliance with the requirementsof thisrule. States meeting the benchmarks shall be
granted a second extension until no later than May 10,2011. Thiswould give States
making significant progressadditional time to meet all of the requirementsof thisrule.

2) Extended Enrollment Periodsand Risk-Based Enrollment

The NPRM proposed that States determined by DHS to be in full compliancewith
the REAL 1D Act and these implementing regulationsby May 11,2008, would havea
five-year phase-in period — until May 11, 2013 — to replace all licensesintended for use
for official purposeswith REAL ID cards

During the public comment period, a number of Statesand State associations
commented that States obtainingan initial extension of the compliancedate until
December 31,2009, would still be required to enroll their existing driver population

(estimated to be approximately 240 million) by May 11,2013 — essentially halving the
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phase-in period. Several commenters suggested that DHS empl oy a risk-based approach
that would permit Statesand DMV sto focusfirst on perceived higher-risk individuals
while deferring lower-risk individualsto a date beyond May 11, 2013.

DHS agreeswith both these comments. Accordingly, inthisfinal rule, DHSis
extendingthe deadlinefor enforcing the provisions of the Act for al drivers licensesand
identificationcards until no later than December 1,2017, but requiring REAL 1D-
compliant drivers' licensesand identificationcardsfor individual s50 years of ageor
under (that is, individualsborn on or after December 1, 1964) when used for officia
purposes beginning on December 1,2014. Thiswill effectively give Statesan eight-year
enrollment period beginning in January 1,2010 when Materially Compliant States can
begin the enrollment process, thus avoiding an unnecessary operational burden on State
DMVs from a crush of applicantson or beforethe origina May 11, 2013 compliance
date.

3) Physical Card Security

DHS has modified the proposed card security requirementsin responseto
comments which stated that the requirements were too prescriptiveand placed an undue
burden on the States. Instead, DHS has proposed a performance-based approach that
providesthe flexibility for Statesto implement solutionsusing a well-designed balanced
set of security featuresfor cardsthat, when effectively combined, provide maximum
resistanceto counterfeiting, alteration, substitution, and the creation of fraudulent
documentsfrom legitimatedocuments.

4) Marking of Compliant REAL ID Documents
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Based on an analysisof feedback from several commenters, DHS has determined
that it would bein the best interest of the nation's security for Statesto place a security
marking on drivers' licensesand identificationcardsthat areissued in compliance with
the REAL ID Act. Such amarking would facilitate the verificationof the authenticity of
such documentshy Federa agenciesrequiringidentificationfor official purposes.

5) Certificationand Security Plan Documentation

Based on feedback from commenters, DHS has eased the reporting and
documentation requirements placed upon States by circumscribingthe scope of security
plansand requiring submission of updated plansand certification packages on arolling,
triennial basis.

6) AddressChange and Documentation Requirements

Based on numerousresponses, DHS has removed the requirement that an
address change must be accomplished through an in-person visit to the DMV.
Additionally, thereis no requirement in thefinal rulefor Statesto issue a new card
when notified of an addresschange. Moreover, DHS now allows States fuller
discretion over the acceptance of address documentshby removing specific
requirementsthat documents used to demonstrateaddress of principal residence be
issued ""'monthly" and “annually.”

7) Financial Check

DHS agreed with commentsthat the financia history check would not be
determinative. Therefore, DHS has eliminated the requirement for afinancial history
check fromthefinal rule.

Costsand Benefits
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ThisRegulatory Evaluation attemptsto quantify or monetizethe economic
benefitsof REAL ID. In spiteof the difficulty, most everyone understands the benefits
of secureand trusted identification. The fina minimum standards seek to improvethe
security and trustworthinessof a key enabler of public and commercia life — State-issued
drivers licensesand identificationcards. Asdetailed below, these standardswill impose
additional burdenson individuals, States, and even the Federa government. These costs,
however, have been weighed against the quantifiableand nonquantifiablebut no less red
benefits to both public and commercia activitiesachieved by secure and trustworthy
identification.

Economic Costs

Implementingthe REAL ID Act will impact all 56 jurisdictions, more than 240
million applicantsfor and holders of State DL/IDs, private sector organizations,and
Federad government agencies.

Figure |: summarizesthe estimated marginal economic costs of thefinal rule over
an eleven year period.

Figure | : Estimated marginal economic cost of REAL ID final rule
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I - I - | el % Total I
Estimated Costs (11 years) $ million . $ million (2006 dollars)
7% discounted l 3% discounted | undiscounted | Undiscounted |
Costs to States | 2,879] 3,413 | 3,965 | 39.9% |
Customer Services | 636 | 804 | 970 | 9.8% |
Card production | 690 | 822 | 953 | 9.6% |
Data Systems & IT | 1171 1,352 | 1,529 | 15.4% |
Security & Information l | | | |
Awareness 365 415 490 4.9%
Data Verification ] 5] 7| 8| 0.1%]
Certification process | 11! B 13 | 16| O.2%|
Costs to Individuals | 3,808 . 34| 5,792 | 58.3% |
Opportunity Costs | 3,429 | 4,327 | 5215 | 52.5% |
Application Preparation
(125.8 million hours) 2,186 2,759 3,327 33.5%
Obtain Birth Certificate !
(20.1 million hours) 348 440 530, 5.3%
Obtain Social Security Card | 1
(1.6 million hours) 31 37 44 0.4%
DMV visits I
(49.8 million hours) 864 1,091 1,315 13.2%
Expenditures: Obtain Birth |
Certificate 379 479 577 5.8%
Cost to Private Sector | 8 I 9 | 9| O.l%l
Costs to Federal Government | 128 | 150 | 171 1.7%1
Social Security card issuance | 36] 43 | 50 | 0.5% I
Data Verification - SAVE | 9] 11 | 14| 0.1%1
Data Systems & IT | 65 | 74 | 82 | 0.8% I
Certification & training I 171 21 | 25| 03%
Total Costs | 6,853 | 8,406 | 9,939 | 100.0% |

Figure 1 showsthe primary estimates cal culated in both undiscounted 2006 dollarsand
discounted dollars at both the 3% and the 7% discounted rates. Thetotal, undiscounted
eleven-year cost of thefina ruleis$9.9 billion. Based on atotal of 477.1 million
issuances over the 11-yearsof the analysis, the average margina cost per issuancefor
Statesis$8.30. Individuaswill incur the largest share of the costsas shownin Figure

ES-2. Morethan 58 percent of the costs (discounted or undiscounted) are associated
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with preparing applications, obtai ning necessary documents, or visiting motor vehicle
offices.

The costs shown in Figure ES-2 show a substantial decreasein those reported in
the NPRM. In particular, the costsfor Statesare 27% of those estimated for the NPRM.
This substantial decreasein costs can be attributed to a number of factors, including a
revised assumptionthat only 75% of DLIID holderswill apply for aREAL ID aswell as
aless prescriptive, performance-based, and balanced approachto REAL ID
implementation. Asmany commenterssuggested, providing additional time for
implementation and enrollment of DLIID holders will allow Statesto accommodatethe
enrollment process without disrupting their normal renewal cycles, resulting in a decrease
intotal REAL ID issuancesfrom 813 millionto 477 millionissuances. In addition, the
undiscounted estimatesfor card production costs have decreased substantially from $5.8
billionin the NPRM to $953 million in the final rule based on the performance-based
approachto card security standardsrecommended by numerous commenters.

DHS recognizesthat many States have made significant progressin improving the
integrity of their licenses. DHS a so recognizesthat the prescriptivetechnology standards
included in the NPRM, compared to thefinal rule, provided relatively few additional
security benefitsat great cost to States. Moreover, the estimated opportunity coststo
individual shave been reduced from $7.1 to $5.8 billionin undiscounted dollars primarily
asaresult of the changed assumptionthat only 75% of DL/ID holderswill seek REAL
IDs. Individualswill still haveto obtain source documentsand visit their DMVs under
thisanalysis. Finaly, the undiscounted coststo Statesfor data systemsand IT have

actually increasedfrom $1.4 hillionin the NPRM to $1.5 hillioninthefinal rule. This
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dight increasereflectsthe critical role of informationtechnology and verificationsystems
in reducing identity theft and identity fraud in the issuance of DL/IDs.

Thefour largest cost areas, in descending order (in undiscounted dollars) are:

e opportunity coststo individuals($5.2 billion),

e maintainingthe necessary data and interconnectivity systems ($1.5

billion),

e customer service ($970 million), and

e card productionand issuance ($953 million)
The largest impact category is the cost to individualsof obtaining source documents,
preparing applications, and visiting DMVs. The magnitude of this category isdriven
largely by thefact that all applicantsfor aREAL 1D will need to complete an application
processsimilar to those of afirst-timedriver or adriver moving from one Stateto
another.

The second largest impact category is the creation and maintenance of necessary
dataand interconnectivity systems. These systemswill require substantial up-front effort
to createbut arelikely to require smaller margina increasesin maintenance costs.

Thethird largest impact is customer service. Whilethe extension of the
enrollment period in thefinal rulewill minimize margina increasesin the number or
flow of transactions, the rule accountsfor coststhat increased transactionand wait times
will produce. REAL ID should not substantially acceleratethe rate of transactions, but
the per transaction coststo Stateswill increase.

Thefourth largest impact is the productionand issuance of the REAL IDs

themsalves. Thefinal minimum standardsare intended to make counterfeit production,
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tampering and other fraud more difficult. While some State cards may already meet the
standardsof thefinal rule, many States may haveto upgradetheir cardsand production
processesin responseto the rule. These upgrades will also requirea substantial up-front
effort followed by smaller marginal costsfor subsequent years.

Estimated Benefits

Thefinal REAL ID regulationwill strengthenthe security of personal
identification. Though difficult to quantify, nearly all people understand the benefits of
secureand trusted identificationand the economic, social, and personal costs of stolenor
fictitiousidentities. The REAL ID final rule seeksto improve the security and
trustworthinessof a key enabler of public and commercia life— State-issued drivers
licensesand identification cards.

The primary benefit of REAL 1D isto improve the security and lessen the
vulnerability of federal buildings, nuclear facilities, and aircraft to terrorist attack. The
rulegives States, local governments, or private sector entities an optionto chooseto
require the use of REAL IDs for activities beyond the official purposesdefined in this
regulation. To the extent that States, local governments, and private sector entitiesmake
thischoice, the rule may facilitate processeswhich depend on licenses and cardsfor
identificationand may benefit from the enhanced security procedures and characteristics
put in placeas a result of thisfinal rule.

DHS providesa' bresk-even' analysis based on the rule having an impact on the
annual probability of the United States experiencinga9/11 typeattack in the 11 years
following the issuanceof therule. It isexceedingly difficult to predict the probability

and consequencesof a hypothetical terrorist attack, DHS believesthat those factors
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cannot be determined for purposes of this benefit analysis. However, for the purposes of
thisanalysis, it is not necessary to assumethat thereis a probability of being attacked in
any particular year.

By making some generalized but conservative assumptionsabout the costs of
attack consequences, DHS determined the reductionin probability of attack that REAL
ID will need to bring about so that the expected cost of REAL ID equalsits anticipated
security benefits. DHS posed the following question: what impact would thisrule have
to have on the annual probability of experiencinga9/11 type attack in order for the rule
to have positivequantified net benefits? This analysis does not assumethat the United
Stateswill necessarily experiencethistype of attack, but rather is attempting to provide
the best availableinformationto the public on the impactsof therule.

DHS also developed an analysis based on the discounted cost of a singleterrorist
attack comparableto the 9/11 attackson New Y ork City and Washington, D.C. taking
place sometime over an eleven-year span. The agency determined at what point the final
rule would be cost-beneficial given the likelihood of an attack and the effectivenessof
preventing the attack.

Thefinal ruleon REAL ID islikely to produce potential ancillary benefitsas
well. It will be moredifficult to fraudulently obtain a legitimatelicense and more costly
to createafalse license, which could reduceidentity theft, unqualified driving, and
fraudulent activitiesfacilitated by less securedrivers licensessuch asfraudulent access
to government subsidiesand welfare programs, illega immigration, unlawful
employment, unlawful accessto firearms, voter fraud and possibly underage drinking and

smoking. DHS assumesthat REAL ID will bring about changeson the margin that will
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potentially increase security and reduceillegal behavior. Because thesizeof the
economic coststhat REAL 1D servesto reduce on the margin are so large, however, a
relatively small impact of REAL ID may lead to significant benefits.

Regulatory Flexibility Act Assessment

The Regulatory Flexibility Act of 19807 (RFA), as amended, was enacted by
Congressto ensurethat small entities (small businesses, small not-for-profit
organizations, and small governmental jurisdictions) are not unnecessarily or
disproportionately burdened by Federa regulations. The RFA requires agenciesto
review rulesto determineif they have'asignificant economicimpact on a substantial
number of small entities.” The following analysissuggeststhat the rule will not have a

significant economicimpact on a substantial number of small entities.

The Department is implementing the regulationsin order to enact the
requirementsoutlined in the REAL 1D Act.® This rule establishes minimum standardsfor
theissuance of State-issueddrivers licensesand non-driver identificationcards
(DL/IDs). These minimum standardswill:

e Enhancethe security featuresof DL/IDs, rendering them moredifficult to
counterfeit, tamper with or cannibalize;

e Ensurethat holders of unexpired REAL IDs are lawfully present in the
United States,

e Enhance physical security of materialsand productionlocationsto reduce
thelikelihood of theft of materialsand infiltration of DMVs by nefarious

individuals;

? Regulatory Flexibility Act, Pub. L. N0 96-354, 94 Stat. 1164 (codifiedat 5 U.S.C. § 601).
FREAL ID Act d 2005. Pub. L. 13, 109" Cong., 1** Sess. (May 11, 2005), 201,202.
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¢ Enhanceidentity source document requirements and verificationsto
reduce the number of DL/IDs issued by DMV to persons committing
identity fraud; and,
o Ensurethat aREAL ID driver's licenseholder islicensed in only one
State.
In short, these standardsare designed to ensure that holders of unexpired REAL IDs are
who they say they are and that they are lawfully present in the United States.

DHS did not receive any public commentson the Initial Regulatory Flexibility
Analysisthat wasissued in support of the NPRM during the public comment period. All
public commentsare availablefor the publicto view at the Federal Docket Management
System: http://www.regulations.gov.

As part of thisrulemaking effort, DHS has summarized and responded to all
public commentsrelating to the Regulatory Evaluation issued with the NPRM. Comment
summariesand responses are located in the preambleto the final rule, whichisaso
availableat http://www.regulations.gov and in the Federal Register.

The ruledirectly regulatesStates, which by definitionare not small entities. The
ruleindirectly regulatesentitiesthat accept State-issued DL/IDs for official purposes.
The rule definesthose purposes as accessing Federa facilities, entering nuclear power
plantsand boarding federally regulated commercid aircraft. The entitiesthat accept
DL/IDs for those purposesincludethe Federal Government, operatorsof nuclear power
plantsand entities examining personal identity documents of people boarding federally
regulated commercial aircraft. The rule does not require action from any of thesethree

entities. However, these entitiesare likely to engagein some activity to ensurethat they
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comply withthe Act. The remainder of this section estimatesthe number of small
entitiesthat are affected in thisindirect way.

The Federa Government is not asmall entity. Therefore, no small entitiesare
affected by the prohibitionon accepting State-issued DL/IDs that are not REAL IDs to
access Federd facilities.

Nuclear power plants, though not directly regulated, may experienceindirect
impactsfrom thisregulation. A nuclear power plant qualifiesasasmall entity if
"including its affiliates, it is primarily engaged in the generation, transmission, and/or
distribution of electricenergy for saleand itstotal electric output for the preceding fiscal

year did not exceed 4 million megawatt hours.™

With only three exceptions, every
nuclear power plant in the United States produced more than 4 million megawatt hoursin
fiscal year 2005.'° However, companiesproducing more than 12 million megawatt hours
own each of thosethree plants.!’ None of the nuclear power plantsqualifiesas small

businesses using the SBA definition. Therefore, no small entities are affected by the

prohibition on accepting State-issued DL/IDs that are not REAL IDs to enter nuclear
power plants.
Entitiesexamining identity documents of people who are boarding federally

regulated commercia aircraft will not be directly regulated by the rulemaking. However,

they may experienceindirect effects. Different typesof entities examine persona

% Small Business Adminigtration. Small Business Size Standards Matched to North American Industrial
Classification System. Footnote#1. Availableat http:/lwww.sha.g;ov/size/sizetable2002.html#.
Accessed July 14, 2006.

1 Calculationsbased on data from the Ener gy | nformation Adminigtration. U.S. Department of Energy.
Monthly Nuclear Utility Generation by State and Reactor, 2004 and Monthly Nuclear Utility Generation by
State and Reactor, 200.5. Availableat

http://www.eia.doe.gov/cneaf/nuclear/page/nuc generation/gensum.html. Accessed July 14, 2006.

' Conclusionbased on an internet search conducted on July 14, 2006 of the three specific power plantsand
the companiesthat own and operatethem.
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identity documentsof people boarding federally regulated commercia aircraft.

Currently, thisresponsibility falls on the entity with whom passengers check their
luggage, the entity examining boarding passesand IDs immediately in front of TSA
screening checkpoints, and, when completed to fulfill federal requirements, the entities
examining IDs directly before allowing passengersto board aircraft. The easiest group of
entitiesto identify in thiscategory isthe airlinesthat enplanefrom and/or deplaneinto
the sterile areaof an airport.'> The Small Business Administrationconsiders companies
operating either scheduled or non-scheduled chartered passenger air transportationto be
small entitiesif they havefewer than 1,500 employees.!* Using thesecriteria, DHS has
identified 24 specific small entitiesthat offer scheduled or non-scheduled air passenger
transportationand that enplane from or deplaneinto an airport sterilearea. Other
federally regulated commercid aircraft include charter flights, air taxis, scenic air tours
and other similar operationswhere the transportationof passengersfor compensation
comprisesthe majority of their revenues. Many of these entitieswould qualify as small
entities under the SBA definition. SBA datashow that, overall, 2,719 of the 2,877 firms
engaged in air transportation (NAICS 481) had fewer than 500 employeesin 2004.'
Nearly all firmsinthe air transportationindustry fall well below the 1,500-employeesize
standard to qualify asasmall entity. (Notethat the federal requirements may not require

all of thesefirmsto examine passenger identity documentsprior to boarding.)

2" Serileares isdefined in 49 CFR 1540. 5and generally means an area with accesslimited to per sons
who have under gone security screening by TSA. Therefore, only TSA-regulated airportshave serileareas.
1 U.S. Small Business Adminigtration. Small Business Size Standards Matched to North American
Industrial Classification System. NAICS481111 and481211 Availableat
http://www.sba.gov/size/sizetable2002.html. Accessed July 14, 2006.

¥ U.S. Small Business Adminigtration. U.S. Data Classified by Employment Size of Firm: AN industries,
2003-2004. Available at http://www.sba.gov/advo/research/data.html. Accessed4 Oct 2006.
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DHS estimatesthat each employee accepting DL/IDs for official purposeswill
requiretwo hours of training. Thistraining will assist personnel in identifyingthe
differences between REAL IDs and other State-issued DL/IDs. Thetraining will aso
inform personnel about which Statesare or are not compliant during the enrolIment
period. Inorder to assessthe cost of thistraining, DHS cal culated the fully loaded wage
rate of $22.95 per hour for airlineticket counter agents and $22.50 per hour for airport
checkpoint staff. Multiplyingthe wage rates by the estimated two hoursto completethe
training yields estimates of $45.90 and $45.01 per-employeefor ticket counter agentsand
checkpoint staff, respectively. The next step to determineif firms action will havea
significant impact isto divide the summed productsof wage rates and trained employees
by firm revenue. Doing so yieldsthe impact on the firm asa percent of their total
receipts. However, dataon how many employeesfirmswill train do not exist on an
industry level, much lessat the firm level throughout theindustry. Alternatively,a
threshold analysiscan determineat what point the revenue to trained employeeratio
would congtitutea one or three percentimpact for afirm.

The Department has determined thresholdlevelsthat will cause an indirect impact
equal to or lessthan one percent and equal to or greater than three percent of an entity's
total revenue. If afirm's ratiois higher than the one percent threshold, the economic
impact for that firm isnot significant. If theratio islower than the three percent
threshold, the economic impact will be larger than three percent of the firm's revenue.
Thethreshold values are measured asthe ratio of total revenue to the number of
employeesto betrained regarding REAL ID. If the amount of afirm's revenue per

trained counter agent is more than $4,590, then the effect is lessthan one percent of total
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revenue. |f one percent requiresrevenue per agent of $4,590, then the three percent
threshold revenue per agent liesat $1,530. If afirm's revenueper counter agent isless
than $1,530, then the effect will be greater than three percent. The same approach can be
applied to airport checkpoint staff yielding $4,501 at one percent and $1,500 at three

percent. (See Figure2)
Figure 2: FRFA threshold for significant impact

Airport
Airportticket checkpoint
Employeetype counter agent staff

Fully loadedwage  $ 2295% 22.50
Hoursof training 2 2
Training cost per employee $ 4590% 45.00
Impact size (as% of Total revenueto trained
revenue) employeeratio (X : 1)

1% $ 4,590 $ 4,500

2% 2,295 2,250

3% 1,530 1,500

Applying the one percent threshold —the most stringent—to the 24 scheduled
servicefirms specifically identified as small entitiessuggeststhat training employees
regarding REAL ID will not imposea significant economicimpact on a substantial
number of small entities. Dividingafirm's total 2005 revenue by $4,590 yieldsan
estimateof how many employeeswould need to be trained before the indirect impact
reachesthe one percent of total revenuethreshold. Comparing that estimateto the

number of employeesat each firm in 2005 reveal sthat companies would need to train
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anywherefrom 6 to 56 timestheir total number of employees, including those who will

not examineidentification documents.!

The aggregated nature of industry-wide datadoes not alow for afirm-by firm
analysisof the morethan 2,719 small firmsinvolved in air transportation. However,
analysisof firms grouped by receiptsin 2002 providesinsight into the likelihood that
entitieswill experiencea significantindirect impact. Dividing receipts by the one percent
threshold of $4,590 for each group estimatesthe number of employeesthat would result
inaone percentimpact on each group. The ratio of actual reported employeesto
threshold employeesreveal sthat every group for which dataiis availablewould need to
train multipletimes more employeesregarding REAL ID than they actually employ. The
smallest ratio (largest impact) isfor scheduled passenger air transportation (NAICS
48111) that earned less than $100,000, implying that they would need to train more than
11 timesthe number of peoplethan they employed before the impact would reach one
percent of their receipts.'® Thelargest ratio (smallestimpact in terms of percent of
revenues) would fall on nonscheduled chartered passenger firms(NAICS 481211)
earning more than $100 million. Thesefirmswould need to train more than 85 timesthe
sizeof their workforceto reach the one percent impact threshold.

The combinationof the firm specific analysisand the analysisof aggregated firms
within receipt categories suggeststhat the indirect impact of training agents regarding
REAL ID for theofficia purpose of boarding federally regulated commercid aircraft will

not congtitute a significant economic impact on a substantial number of small entities.

'3 Data from BT S (Form 41, Schedule P10); Duns and Bradstreet; Yahoo! Finance, and; Hoover s.com.
1% Data from U.S. Small BusinessAdminigtration. U.S. All Industriesby Receipt Size: 2002. Available
onlineat http://www.sba.gov/advo/research/data.html. Accessed 4 Oct 2006.
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The above analysesshow that it is unlikely that the prohibitionon accepting
State-issued DL/IDs unlessthey are REAL IDs will have a significant economicimpact
on a substantial number of small entities. Further, the only directly regulated entitiesare
States, which by definition are not small entities. Therefore, the Department concludes
that thisrulewill not have a significanteconomic impact on a substantial number of

small entities.

| nternational Trade Impact Assessment

The Trade Agreement Act of 1979 prohibitsFedera agenciesfrom engaging in
any standardsor related activities that create unnecessary obstaclesto the foreign
commerce of the United States. L egitimate domestic objectives, such as safety, are not
considered unnecessary obstacles. The statute also requiresconsideration of international
standardsand, where appropriate, that they be the basisfor U.S. standards. Thereisno
international standard for State-issueddriver licensesor non-driver identificationcards.
DHS has determined that thisrule will not have an impact on trade.

Unfunded Mandates A ssessment

Section 202 of the Unfunded Mandates Reform Act of 1995 (UMRA) requires
Federa agenciesto prepare a written assessment of the costs, benefits, and other effects
of proposed or final rulesthat include a Federa mandate likely to result inthe
expenditure by State, local, or tribal governments, in the aggregate, or by the private
sector, of more than $100 million in any one year (adjusted for inflation with base year of
1995). Before promulgating a rulefor which awritten statement is needed, section 205
of the UMRA generally requiresagenciesto identify and consider a reasonable number

of regulatory aternativesand adopt the least costly, most cost-effective, or least
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burdensome alternativethat achievesthe objectiveof the rule. Agenciesare also required
to seek input from the States in the preparation of such rules.

The provisionsof section 205 do not apply when they are inconsistent with
applicablelaw. Moreover, section 205 allows DHS to adopt an aternative other than the
least costly, most cost-effective, or least burdensomeaternativeif the agency publishes
with thefinal rule an explanationwhy that alternativewas not adopted.

Asset forth in section 202(a)(1) of the REAL ID Act, thelaw is binding on
Federa agencies—not on the States. Indeed, in the Conference Report, Congress
specifically stated that the " application of the law isindirect, and hence States need not
comply with the listed standards.”" Conf. Rep. at 177.

Moreover, asindicated above, UMRA excludesfrom its scope, regulations
which are required for national security reasons. National security wasa primary
motivator for the REAL ID Act; indeed, the Act itself isan effort to implement
recommendations of the 9111 Commission, and Congresstook painsto explain the
connection between REAL 1D and national security, with over a dozen referencesto

"terrorigts” or ""terrorism™ in the Conference Report. See 9/11 Commission Public

Report, Chapter 12.4; Conf. Rep., 179 - 183.

Notwithstanding the voluntary nature of the REAL ID Act, DHS assumesthat
Stateswill willingly comply with the regulation to maintain the conveniencesenjoyed by
their residentswhen using their State-issued drivers' licensesand non-driver identity
cardsfor official purposes, particularly asit pertainsto domesticair travel. While, for the

reasons set forth above, DHS believesthat the REAL ID Act does not constitutean
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unfunded mandate, DHS neverthel essbelievesthat many States may find noncompliance
an unattractiveoption.

Based on that knowledge, DHS has taken steps to comply with the requirements
of UMRA. Specifically, DHS hasanayzed the estimated cost to States and considered
appropriatealternativesto, and benefits derived from, thefinal regulation. Moreover,
DHS has solicited input fiom State and local governmentsin the preparation of thisfinal
rule.

C. Executive Order 13132, Federalism

ExecutiveOrder 13132 requireseach Federa agency to develop a processto
ensure’ meaningful and timely input by State and loca officialsin the devel opment of
regulatory policiesthat have Federalism implications."” The phrase™ policiesthat have
Federalismimplications™ is defined in the Executive Order to include regulationsthat
have " substantial direct effects on the States, on the relationshi p between the national
government and the States, or on the distribution of power and responsibilities among the
variouslevelsof government.”

ExecutiveOrder 13132 listsasa ' Fundamental Federalism Principle” that
""[flederalismisrooted in the belief that issuesthat are not nationa in scope or
significanceare most appropriately addressed by the level of government closest to the
people.” Theissue covered by thisfina ruleis, without question, national in scope and
significance. It isalso onein which the States have significant equities.

Whiledrivers licensesand identificationcards areissued by States, they areaso
the most widely-used identification documents. Not surprisingly, they are very

frequently used by individualsto establishtheir identitiesin the course of their
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interactionswith the Federal Government (e.g., when entering secure Federa facilitiesor
passing through Federally-regul atedsecurity procedures at U.S. airports). Thefact that
the use of drivers licensesas identity documentsis an issuethat is* national in scope' is
illustrated by the eventsof September 11,2001. A number of the terroristswho hijacked
U.S. aircraft onthat day had, through unlawful means, obtained genuinedrivers licenses,
these documents were used to facilitatethe terrorists operationsagainst the United
States.!’

1. DHS has Considered the Federalism Implicationsof the REAL ID Rule.

Section 3 of the Executive Order setsforth certain "' Federalism Policymaking
Criteria™ Informulatingor implementing policieswith ' Federdismimplications,”
agenciesare required, to the extent permitted by law, to adhereto certain criteria. DHS
has considered thisactionin light of the criteriaset forth in ExecutiveOrder 13132 § 3(a)

— (d) and submitsthefollowing:

a) Constitutional principlesand maximizing the policymaking discretion
of the States.

Theruleis being promulgated in strict adherence to constitutional principles, and
the limitsof DHS’s constitutional and statutory authority have been carefully considered.
Congress, throughthe REAL ID Act, has mandated that Federal agenciesrefuseto accept
for official purpose, State-issued drivers licenses or identificationcards unless DHS has
determined that the issuing State isin compliance with the statutorily-mandated
minimum standardsfor such identification documents. Notwithstanding the clear
statutory mandate directing this rulemaking action, DHS hastaken steps, in consultation

with the States, to maximize policymaking discretion at the State level wherever possible.

17 See 9/11 Commission Report, Chapter 12.4.
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For example, States may establish an exceptionsprocessthat would allow each State
participatingin REAL 1D to exercise maximum discretion in responding to exigencies
arisingin the courseof verifyingan individual's identity.

DHS &l so recognizesthat each State's unique situation mandatesthat the
maximum possiblelatitude be alowed to Statesin fulfilling the statutory mandate that
certain employeesundergo background investigations. Thefinal rule provides
parametersfor use by the Statesin determining which employeesare ™ covered
employees” and thus subject to the statutory background check requirements, but alows
the individual Statesto determinewhich employeesfall into categoriesdeemed to be
covered as defined under thisfinal rule (e.g. DMV "employeesor contractorswho are
involved in the manufactureor productionof REAL ID drivers' licensesand
identificationcards, or who have the ability to affect the identity information that appears
onthedriver's licenseor identificationcard.").

Statesare also given the discretionto find the best way to determine an individual
driver's license or identification card applicant's addressof principal residence, and
provides greater latitude in accepting alternativesor making exceptionsbased on State
practices.

In other aspects of the proposed regulation DHS has prescribed basdline
requirements while allowing States the discretion to impose more stringent standards, the
greatest example of whichisintheareaof protecting personaly identifiableinformation
collected for REAL ID purposes. Most significantly, each State retainsthe discretionto

opt out of REAL ID initsentirety.

b) Actionlimiting, the policymaking discretion of the States.
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Asindicated above, the final rule strivesto maximize State policymaking
discretion on two levels: first, because a State's participationin REAL ID is optional; and
second, because of the policymaking discretion incorporated into the regulationfor States
that do choose to participate. DHS believesthat it hasincorporated the maximum
possible State discretion consistent with the purposesof the statute into thisaction.

¢) Avoidingintrusive Federa oversight.

Consistent with Congress visionfor REAL ID (see § 202(a)(2) of the Act), States
that chooseto participatein the program will be responsiblefor monitoring their own
compliance. Under the Act and the final regulations, the Secretary of Homeland Security
will determine whether a State is meeting the requirementsof the Act based on
certifications made by the State and DHS has adopted a certification processsimilar to
that used by DOT inits regulationsgoverning State administrationof commercia
drivers licenses. Statesreceivingadversedeterminationswill have the opportunity for
an internal appealsprocessaswell asjudicial review.

d) Formulation of policieswith Federalism implications.

DHS recognizesboth the important national interest in secure identity documents
and the Federalism implicationsof the policieswhich underpinthisrule. Accordingly,
DHS has welcomed and encouraged State participationin this process and has sought,
where possible, to draft this regulationin such away asto maximize State discretion.

Where the exigenciesof national security and the need to prevent identity fraud
have militated in favor of a uniform nationa standard (e.g., baseline security featureson
identity cards and background check requirements), DHS has, asreflected above,

consulted with Statesin order to ensure that the uniform standards prescribed could be
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attained by the Statesand would reflect the accumulated security experienceof State
motor vehicles administrations.

2. The REAL ID Fina Rule Complieswith the Regulatory Provisionsof

Executive Order 13132.

Under § 6 of Executive Order 13132, an agency may not issue a regul ation that
has Federalism implications, that imposes substantial direct compliance costs, and that is
not required by statute, unlessthe Federa Government providesthe fundsnecessary to
pay the direct compliancecosts incurred by State and local governments, or consultswith
Stateand local officialsearly in the processof devel opingthe proposed regulation.
Moreover, an agency may not issue a regulation that has Federalism implicationsand that
preempts State law, unlessthe Agency consults with State and local officialsearly inthe
process of developingthe regulation.

a) Thefinal ruledoes not preempt State law.

As detailed €l sewherein thisdocument, the REAL ID Act is binding on Federa
agencies, rather than on States. The proposed rule would not formally compel any State
toissuedrivers licensesor identificationcardsthat will be acceptablefor Federal
purposes. mportantly, under this scheme, “[a]ny burden caused by a State's refusal to
regulatewill fall on those [citizenswho need to acquire and utilize aternativedocuments
for Federal purposes], rather than on the State as a sovereign.”'®  In other words, the
citizensof agiven State — not Congress — ultimately will decide whether the State
complies with this regulation and the underlying statute. DHS has concluded that the rule
is consistent with the Tenth Amendment to the U.S. Constitution and does not constitute

an impermissibleusurpation of State sovereignty. Rather, itisa permissible program of

' New York v. U.S.,505 U.S. 144,173 (1992).
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cooperative Federalism™ in which the Federal and State governments have acted

voluntarily in tandem to achieve a common policy objective.'

b) DHS hasengaged in extensive consultationswith the States.

The statutory mandate and the lack of preemption both satisfy the requirements of
ExecutiveOrder 13132. Nevertheless,in the spirit of Federalism, and consistent with §
205(a) of the REAL ID Act, DHS hasengaged in extensive consultationswith the States
prior toissuingthisfinal rule. Asset forth earlier in thispreambleof thisrule, DHS held
meetingsand solicited input from various States and such stakeholders as the National
Governors Associationand the National Conference of State Legidatures.

In particular, during the comment period, DHS hosted sessionsthat were available
viawebcast acrossthe country to engage State Governors chiefsof staff, homeland
security directorsin the States, and motor vehicles administrators, as well as a separate
session with State legislators. DHS also convened the variousstakeholder representatives
that were identified as participantsin the negotiated rulemaking group established under
section 7212 of the Intelligence Reform and Terrorism Prevention Act. Further, DHS
held a public meeting in Sacramento, Californiathat was availablenationwide via
webcast and recelved commentsfrom the public on avariety of topics, including
consumer and personal impacts, privacy/ security, electronic verificationsystems,
funding/implementation, and law enforcement.

d) DHS recognizesthe burdensinherent in complying with the regulations.

Notwithstandingboth the statutory mandate and the Federa (rather than State)
focusof the REAL ID Act, DHS recognizesthat, as a practical matter, Statesmay view

noncompliance with the requirementsof REAL ID as an unattractivealternative. DHS

Y gee id. at 167.
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also recognizesthat compliancewith the rule carries with it significant costsand
logistical burdens, for which Federa fundsare generally not available. The costs (to the
States, the public and the Federal Government) of implementing thisrule are by no
means incons derable and have been detailed in the regulatory eval uation accompanying
thisrule.

Asindicated above, Executive Order 13132 prohibitsany agency from
implementing a regul ation with Federalismimplicationswhich imposes substantial direct
compliance costson State and local governments unlessthe regulation is required by
statute, the Federal government will providefundsto pay for the direct costs, or the
agency has consulted with State and local officials. In such acase, the agency must dso
incorporatea Federalism statement into the preamble of the regulation and make
availableto the Office of Management and Budget any written communicationsfrom
State and local officials. See Executive Order 13132, section 6(b).

Thisruleisrequired by the REAL ID Act. DHS has (asdetailed above) consulted
extensively with Stateand local officialsin the course of preparing this regulation.
Finally, DHS has incorporatedthis Federalism Statement into the preamble to assessthe
Federalism impact of itsREAL ID regulation.

3. REAL ID and Federaism.

Theissuance of drivers licenseshastraditionally been the province of State
governments, DHS believesthat, to the extent practicable, it should continueas such.
However, given the threat to both national security and the economy presented by

identity fraud, DHS believesthat certain uniform standards should be adopted for the
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most basic identity document in usein thiscountry. DHS has, in thisfinal rule,
attempted to balance State prerogatives with the national interestsat stake.

D. Environmental Impact Analysis

At thetime of the proposed rule, DHS sought and received comment on the
potential environmental impact of the physical standardsand other proposed
requirements under thisrule. DHS carefully considered those commentsin its evaluation
of the potentia environmental impactsof therule. DHS concludesthat the rule's
potential impactsare minimal and thisrule isa part of a category of actionsthat do not
individually or cumulatively have a significant impact on the human environment and do
not require a more extensive eval uation under the requirementsof the National
Environmental Policy Act of 1969 (NEPA), 42 U.S.C. 4321 et seg. and Council on
Environmental Quality (CEQ) regulations, 40 CFR parts 1501-1508. DHS Categorical
Exclusion A3 (Table 1 Management Directive 5100.1). Categorical Exclusion A3
appliesto the promulgationof thisrule, sinceit is of an administrativeand procedura
nature that does not force an immediate action but only lays the foundationfor
subsequent action. The categorical exclusionappliesonly to the promulgation of the
REAL ID rule. Environmental impactsthat may be associated with any follow-on DHS
activity, such asapproval of grant funding, must be reviewed if and when the subsequent
program actionscreate the potential for environmental impact.

E. Energy Impact Analysis

Theenergy impact of this proposed rule has been assessed in accordance with the

Energy Policy and Conservation Act (EPCA), Pub. L. 94-163, asamended (42
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U.S.C. 6362). We have determined that thisrulemaking isnot a mgor regulatory action
under the provisionsof the EPCA.

F. Executive Order 13175 (Tribal Consultation)

DHS has analyzed thisfinal rule under Executive Order 13175 (entitled
" Consultation and Coordinationwith Indian Tribal Governments'”, issued November 6,
2000). ExecutiveOrder 13175 statesthat no agency shall promulgate regul ationsthat
havetribal implications, that impose substantial direct compliance costs on Indian tribal
governments, or that are not required by statute unlessthe agency first consults with
tribal officialsand preparesatribal summary impact statement.

DHS has determined that thisfinal rulewill not have a substantial direct effect on
oneor more Indian tribesand will not impose substantial direct compliance costson
Indian tribal governments. Thisrule also does not seek to preempt any tribal laws. This
final rule does not satisfy the tribal implicationsrequirement in that it isarule of general
applicability that establishes minimum standardsfor State-issued drivers licensesand
identification cardsthat Federal agencieswill accept for official purposeson or after May
11,2008, a statutory mandate under the REAL ID Act of 2005. Therefore, tribal

consultationand a tribal summary impact statement are not required.

List of Subjectsin 6 CFR Part 37
Document security, drivers licenses, identification cards, incorporation by reference,

motor vehicleadministrations, physical security.

THE AMENDMENTS
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For the reasons set forth above, the Department of Homeland Security amends6 CFR
Chapter | by adding anew Part 37 asfollows:

TITLE 6—HOMELAND SECURITY

CHAPTER | —DEPARTMENT OF HOMELAND SECURITY, OFFICE OF THE
SECRETARY

PART 37—REAL 1D DRIVERS LICENSESAND IDENTIFICATION CARDS

Subpart A—General

Sec.

37.01 Applicability.

37.03 Definitions.

37.05 Validity periodsand deadlinesfor REAL ID drivers licensesand

identificationcards.
Subpart B—Minimum Documentation, Verification, and Card I ssuance

Requirements

37.11 Applicationand documentsthe applicant must provide.

37.13 Document verification requirements.

37.15 Physical security featuresfor the driver's license or identificationcard.
37.17 Requirementsfor the surface of the driver's license or identificationcard.
37.19 Machine readabletechnology on the driver's licenseor identificationcard.
37.21 Temporary or limited-term drivers' licensesand identificationcards.
37.23 Reissued REAL ID drivers' licensesand identification cards.

37.25 Renewal of REAL ID drivers' licensesand identificationcards.
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37.27 Drivers licensesand identification cardsissued during the age-based
enrollment period

37.29 Prohibition Against Holding More than One REAL ID Card or Morethan
OneDriver's License.

Subpart C—Other Requirements

37.31 Source document retention.

37.33 DMV databases.

Subpart D--Security at DMVs and Driver'sLicenseand I dentification Card

Production Facilities

3741 Security plan.
3743 Physical security of DMV productionfacilities.
37.45 Background checksfor covered employees.

Subpart E—Procedures for Determining State Compliance

3751 Compliance- genera requirements.
37.55 State certification documentation.

37.59 DHS reviewsof State compliance.

37.61 Resultsof compliance determination.
37.63 Extension of deadline.

37.65 Effect of failure to comply with this Part.

Subpart F—Drivers Licensesand |dentification Cardsissued under section
202(d)(11) of theREAL ID Act
37.71 Drivers licensesand identificationcardsissued under section 202(d)(11)

of the REAL ID Act.
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Authority: 49 U.S.C. 30301 note; 6 U.S.C. 111, 112.

PART 37—REAL ID DRIVERS LICENSESAND IDENTIFICATION CARDS
Subpart A--General

§ 37.01 Applicability.

() Subparts A through E of thisrule apply to Statesand U.S. territoriesthat
choosetoissuedrivers licenses and identification cardsthat can be accepted by Federa
agenciesfor official purposes.

(b) Subpart F establishescertain standardsfor State-issued drivers' licensesand
identificationcardsissued by Statesthat participatein REAL ID, but that are not intended
to be accepted by Federal agenciesfor official purpose under section202(d)(11) of the
REAL ID Act.

§ 37.03 Definitions.
For purposesof this part:

Birth certificate meansthe record related to a birth that is permanently stored

either electronically or physicaly at the State Officeof Vital Statisticsor equivalent
agency inaregistrant's State of birth.

Card meanseither adriver's licenseor identificationcard issued by the State
Department of Motor Vehicles(DMV) or equivalent State office.

Certification means an assertion by the Stateto the Department of Homeland
Security that the State has met the requirements of this Part.

Certified copy of a birth certificate meansa copy of the whole or part of abirth

certificate registered with the State that the State considersto be the sameasthe original
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birth certificateon file with the State Office of Vitd Statisticsor equivalent agency ina
registrant's State of birth.

Covered employees means Department of Motor Vehiclesemployeesor

contractorswho are involved in the manufacture or production of REAL ID drivers
licensesand identification cards, or who have the ability to affect the identity information
that appearson the driver's license or identification card.

Data verification means checking the validity of data contained in source

documents presented under this regulation.

DHS meansthe U.S. Department of Homeland Security.

DMV meansthe Department of Motor Vehiclesor any State Government entity
that issuesdrivers licensesand identificationcards, or an office with equivalent function
for issuingdrivers licensesand identificationcards.

Determinationmeans a decision by the Department of Homeland Security that a
State has or has not met the requirements of this Part and that Federal agenciesmay or
may not accept the drivers' licensesand identificationcardsissued by the State for
official purposes.

Digital photograph meansadigital image of the face of the holder of the driver's
licenseor identification card.

Document authenti cation means determiningthat the source document presented

under theseregulationsis genuineand has not been atered.

Domestic violenceand dating violence have the meaningsgiventhetermsin

section 3, Universal definitionsand grant provisions, of the Violence Against Women

and Department of Justice ReauthorizationAct of 2005 (Pub. L. 109-162, 119 Stat. 2960,
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2964, Jan. 5,2006); codified at section 40002, Definitionsand grant provisions, 42 U.S.C
13925, or Statelaws addressing domesticand dating violence.

Driver's license means a motor vehicleoperator's license, asdefined in

49 U.SC. § 30301.

Duplicatemeansadriver's license or identificationcard issued subsequent to the
original document that bears the same information and expiration date as the original
document and that is reissued at the request of the holder when the original islost, stolen,
or damaged and there has been no material changein informationsince prior issuance.

Federal agency meansall executive agenciesincluding Executive departments, a

Government corporation, and an independent establishment asdefined in 5 U.S.C. § 105.

Federally-requlatedcommercia aircraft meansa commercial aircraft regulated by

the Transportation Security Administration (TSA).
Full compliance meansthat the Secretary or hisdesignate(s) has determined that a
State has met all the requirements of Subparts A through E.

Full legal name meansan individua's first name, middle name(s), and last name

or surname, without use of initialsor nicknames

IAFIS meansthe Integrated Automated Fingerprint Identification System, a
national fingerprint and criminal history system maintained by the Federal Bureau of
Investigation (FBI) that provides automated fingerprint search capabilities.

| dentification card means a document made or issued by or under the authority of

a State Department of Motor Vehiclesor State office with equivalent function which,
when completed with informationconcerning a particular individual, is of atype intended

or commonly accepted for the purpose of identificationof individuals.
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INS meansthe former-lmmigration and Naturalization Service of the U.S.
Department of Justice.

Lawful status: A person in lawful statusisacitizen or national of the United
States, or an alien (i) lawfully admitted for permanent or temporary residencein the
United States; (ii) with conditional permanent resident statusin the United States; (iii)
who has an approved applicationfor asylum in the United Statesor has entered into the
United Statesin refugee status; (iv) who has a valid nonimmigrant statusin the United
States; (v) who has a pending applicationfor asylumin the United States; (vi) who hasa
pending or approved applicationfor temporary protected status (TPS) in the United
States; (vii) who has approved deferred action status; or (viii) who hasa pending
applicationfor lawful permanent residence (LPR) or conditional permanent resident
status. Thisdefinitiondoes not affect other definitions or requirementsthat may be
contained in the Immigrationand Nationality Act or other laws.

Materia Changemeansany change to the personally identifiableinformationof

an individual as defined under thisRule. Notwithstandingthe definition of personally
identifiableinformation below, a change of addressof principa residence does not
congtitute a material change.

Materia Compliance meansa determinationby DHS that a State has met the

benchmarks contained in the Materia Compliance Checklist.

NCIC meansthe Nationa Crime Information Center, a computerized index of
criminal justiceinformationmaintained by the Federal Bureau of Investigation (FBI) that
isavailableto Federd, State, and local law enforcement and other criminal justice

agencies.
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Official Purpose means accessing Federal facilities, boarding Federally-regul ated

commercia aircraft, and entering nuclear power plants.
Passport means a passport booklet or card issued by the U.S. Department of State
that can be used as atravel document to gain entry into the United States and that denotes

identity and citizenship as determined by the U.S. Department of State.

Personally IdentifiableInformation meansany informationwhich can be used to
distinguishor trace an individual's identity, such astheir name; driver's license or
identificationcard number; social security number; biometric record, includingadigital
photograph or signature; alone, or when combined with other personal or identifying
information, which is linked or linkableto a specific individual, such as a date and place
of birth or address, whether it is stored in adatabase, on adriver's license or
identificationcard, or in the machine readabletechnology on alicenseor identification
card.

Principal residence means the location wherea person currently resides(i.e.,

presently resideseven if at atemporary address) in conformance with the residency
requirements of the State issuingthe driver's licenseor identificationcard, if such
requirementsexist.

REAL ID Driver's License or Identification Card meansadriver's licenseor

identificationcard that has been issued by a State that has been certified by DHSto bein
compliance with the requirementsof the REAL ID Act and which meetsthe standards of
subparts A through D of thisPart, including temporary or limited-term drivers' licenses

or identificationcards issued under § 37.21.
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Reissued card means a card that a State DMV issuesto replace a card that has
been lost, stolen or damaged, or to replace a card that includesoutdated information. A
card may not be reissued remotely when thereisa material changeto the personaly
identifiableinformation as defined by the Rule.

Renewed card meansadriver's license or identificationcard that a State DMV
issuesto replace a renewable driver's licenseor identificationcard.

SAVE meansthe DHS Systematic Alien Verificationfor Entitlementssystem, or
such successor or aternate verificationsystem at the Secretary's discretion.

Secretary means the Secretary of Homeland Security.

Sexual assault and stalking have the meaningsgiven the termsin section 3,
universal definitionsand grant provisions, of the Violence Against Women and
Department of Justice ReauthorizationAct of 2005 (Pub. L. 109-162, 119 Stat. 2960,
2964, Jan. 5,2006); codified at section 40002, Definitionsand grant provisions, 42 U.S.C
13925, or State laws addressing sexua assault and stalking.

Sourcedocument(s) meansoriginal or certified copies(where applicable) of
documents presented by an applicant as required under these regulationsto the
Department of Motor Vehiclesto apply for adriver's licenseor identification card.

State means a State of the United States, the District of Columbia, Puerto Rico,
the Virgin Idands, Guam, American Samoa, and the Commonwealth of the Northern
Marianaldands.

State address confidentiality program meansany State-authorized or State-

administered program that—
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(2) Allows victimsof domestic violence, dating violence, sexual assault, stalking,
or asevereform of traffickingto keep, obtain, and use alternativeaddresses; or

(2) Providesconfidential record-keeping regarding the addressesof such victims
or other categoriesof persons.

Temporary lawful status. A person in temporary lawful statusis a person who:

hasa valid nonirnrnigrant statusin the United States; has a pending applicationfor
asylumin the United States; has a pending or approved applicationfor temporary
protected status (TPS) in the United States; has approved deferred action status; or hasa
pending applicationfor LPR or conditional permanent resident status.

Verify means proceduresto ensurethat: (1) the source document is genuine and
has not been altered (i.e., " document authentication™); and (2) the identity data contained

on the document is valid ("'data verification™).

§ 37.05 Validity periodsand deadlinesfor REAL 1D drivers licensesand
identification cards.

(a) Drivers licensesand identification cardsissued under thisPart, that are not
temporary or limited-termdrivers licensesand identificationcards, are valid for a period
not to exceed eight years. A card may be valid for a shorter period based on other State
or Federa requirements.

(b) On or after December 1,2014, Federal agenciesshall not accept adriver's
licenseor identification card for official purposesfrom individual sborn after December

1, 1964, unless such licenseor card isa REAL ID-compliant driver's license or
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identificationcard issued by a State that has been determined by DHS to bein full
compliance as defined under thissubpart.

(c) On or after December 1,2017, Federa agenciesshdl not accept adriver's
license or identification card for official purposesfrom any individual unlesssuch license
or card isaREAL |ID-compliantdriver's licenseor identificationcard issued by a State
that has been determined by DHS to bein full compliance as defined under thissubpart.

(d) Federal agenciescannot accept for official purposedrivers licensesand
identificationcards issued under § 37.71 of thisrule.

Subpart B—Minimum Documentation, Verification,and Card | ssuance
Requirements
§ 37.11 Applicationand documentsthe applicant must provide.

(a) The State must subject each person applyingfor a REAL 1D driver's license or
identificationcard to a mandatory facia image capture, and shall maintain photographs
of individualseven if no card isissued. The photographsmust be stored inaformat in
accordance with § 37.31 asfollows:

(1) If no card isissued, for aminimum period of five years.

(2) If acardisissued, for aperiod of at least two years beyond the expiration
date of thecard.

(b) Declaration. Each applicant must sign a declaration under penalty of perjury
that the information presented on the applicationistrue and correct, and the State must
retain thisdeclaration. An applicant must sign a new declaration when presenting new

source documents to the DMV on subsequent visits.

(c) Ldentity.
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(1) To establish identity, the applicant must present at |east one of the following
source documents:

() valid, unexpired U.S. passport.

(i) Certified copy of abirth certificatefiled with a State Office of Vital Statistics
or equivaent agency intheindividual's State of birth.

(iii) Consular Report of Birth Abroad (CRBA) issued by the U.S. Department of
State, Form FS-240, DS-1350 or FS-545.

(iv) Vdid, unexpired Permanent Resident Card (Form1-551) issued by DHS or
INS.

(V) Unexpired employment authorization document (EAD) issued by DHS, Form
1-766 or Form 1-688B.

(vi) Unexpired foreign passport with avalid, unexpired U.S. visaaffixed
accompanied by the approved 1-94 form documenting the applicant's most recent
admittanceinto the United States.

(vii) Certificateof Naturalizationissued by DHS, Form N-550 or Form N-570.

(viii) Certificateof Citizenship, Form N-560 or Form N-561, issued by DHS.

(ix) REAL ID driver's license or identification card issued in compliance with the
standardsestablished by this Part.

(x) Such other documentsas DHS may designate by notice published in the
Federd Register.

(2) Where a State permitsan applicant to establish a name other than the name
that appearson a source document (for example, through marriage, adoption, court order,

or other mechanism permitted by State law or regulation), the State shall require evidence
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of the name change through the presentation of documentsissued by acourt,
governmenta body or other entity as determined by the State. The State shall maintain
copies of the documentation presented pursuant to $37.31, and maintainarecord of both
the recorded name and the name on the source documents in a manner to be determined
by the State and in conformity with § 37.31.

(d) Date of birth. To establish date of birth, an individual must present at least
one document included in paragraph (c) of thissection.

(e) Socia security number (SSN).

(1) Except as provided in paragraph (3) below, individual spresenting the identity
documentslistedin § 37.11(c)(1) and (2) must present hisor her Social Security
Administrationaccount number card; or, if a Social Security Administrationaccount card
isnot available, the person may present any of the following documents bearing the
applicant's SSN (i) aW-2 form, (ii) a SSA-1099 form, (iii) a non-SSA-1099form, or (iv)
apay stub with the applicant's nameand SSN onit;

(2) The State DMV must verify the SSN pursuant to § 37.13(b)(2) of this subpart.

(3) Individualspresentingthe identity document listed in § 37.11(c)(1)(vi) must
present an SSN or demonstrate non-work authorized status.

(f) Documents demonstrating address of principa residence. To document the

addressof principal residence, a person must present at least two documentsof the
State's choicethat includethe individua's name and principal residence. A street

addressisrequired except as provided in § 37.17(f) of this Part.
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(9) Evidenceof lawful statusin the United States. A DMV may issuea REAL ID
driver's license or identification card only to a person who has presented satisfactory
evidence of lawful status.

(2) If the applicant presentsone of the documentslisted under paragraphs
@), (©(1)Gi), (c)(1)(Gii), (c)(1)({v), (c)(1)(vii) or (c)(1)(viii), the issuing State's
verificationof the applicant'sidentity in the manner prescribed in § 37.13 will also
provide satisfactory evidenceof lawful status.

(2) If the applicant presentsone of the identity documents listed under paragraphs
(©)(1)(v) or (c)(1)(vi), or (c)(1)(ix), the issuing State's verificationof the identity
document(s) does not provide satisfactory evidence of lawful status. The applicant must
also present a second document from § 37.11(g)(1) or documentation issued by DHS or
other Federa agencies demonstrating lawful status as determined by USCIS. All
documentsshall be verifiedin the manner prescribedin § 37.13.

(h) Exceptions Process. A State DMV may chooseto establish awritten, defined

exceptionsprocessfor personswho, for reasons beyond their control, are unableto
present al necessary documentsand must rely on alternate documentsto establish
identity or date of birth. Alternative documentsto demonstrate lawful statuswill only be
allowed to demonstrate U.S. citizenship.

(1) Each State establishing an exceptions process must make reasonable effortsto
establishthe authenticity of alternate documentseach time they are presented and
indicatethat an exceptions process was used in the applicant's record.

(2) The State shall retain copiesor imagesof the alternate documents accepted

pursuant to § 37.31 of thispart.
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(3) The State shall conduct areview of the use of the exceptionsprocess, and
pursuant to Subpart E, prepare and submit a report with a copy of the exceptions process
as part of the certification documentation detailed in 537.55.

(i) Statesare not required to comply with these requirements when issuing REAL
ID drivers' licensesor identificationcardsin support of Federal, State, or loca criminal
justice agenciesor other programsthat require special licensing or identificationto
safeguard personsor in support of their other official duties. Asdirected by appropriate
officialsof these Federal, State, or local agencies, States should take sufficient stepsto
safeguard the identitiesof such persons. Drivers' licenses and identification cardsissued
in support of Federal, State, or loca criminal justiceagencies or programsthat require
special licensing or identificationto safeguard personsor in support of their other official
duties shall not be distinguishablefrom other REAL 1D licensesor identificationcards
issued by the State.

§ 37.13 Document verification requirements.

(a) States shall make reasonable efforts to ensure that the applicant does not have
more than one driver's license or identification card aready issued by that State under a
differentidentity. In Stateswherean individual is permitted to hold botha driver's
licenseand identification card, the State shall ensurethat the individual has not been
issued identification documentsin multipleor different names.

(1) Statesshall aso comply with the provisionsof § 37.29 beforeissuinga

driver's licenseor identification card.
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(b) States must verify the documentsand information required under § 37.11 with
the issuer of the document. Statesshall use systemsfor electronic validationof document
and identity data as they become availableor use alternativemethods approved by DHS.

(1) States shall verify any document described in § 37.11(c) or (g) and issued by
DHS (including, but not limited to, the1-94 form described in § 37.11(c)(vi)) through the
Systematic Alien Verificationfor Entitlements(SAVE) system or aternate methods
approved by DHS, except that if two DHS-issued documents are presented, a SAVE
verification of one document that confirmslawful statusdoes not need to be repeated for
the second document. In the event of a non-match, the DMV must not issuea REAL 1D
driver's licenseor identification card to an applicant, and must refer the individual to
U.S. Citizenshipand Immigration Servicesfor resolution.

(2) States must verify SSNs with the Social Security Administration (SSA) or
through another method approved by DHS. Inthe event of anon-match with SSA, a
State may use existing proceduresto resolve non-matches. If the Stateis unableto
resolve the non-match, and the use of an exceptionsprocessis not warranted in the
situation, the DMV must not issuea REAL ID driver's licenseor identificationcard to an
applicant until the informationverifieswith SSA.

(3) Statesmust verify birth certificatespresented by applicants. Statesshould use
the Electronic Verificationof Vita Events(EVVE) system or other el ectronicsystems
whenever the recordsare available. If the document does not appear authentic upon
ingpection or the data does not match and the use of an exceptionsprocessis not

warranted in the situation, the State must not issuea REAL ID driver's licenseor
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identificationcard to the applicant until theinformation verifies, and should refer the
individual to the issuing officefor resolution.

(4) Statesshall verify documentsissued by the Department of State with the
Department of State or through methods approved by DHS.

(5) Statesmust verify REAL ID drivers licensesand identificationcardswith the
State of issuance.

(6) Nothing in thissection precludes a State from issuing an interim license or a
licenseissued under § 37.71 that will not be accepted for official purposesto alow the
individual to resolve any non-match.

§ 37.15 Physical security featuresfor thedriver'slicenseor identification card.

(a) Genera. States must include document security featureson REAL ID drivers

licenses and identification cardsdesigned to deter forgery and counterfeiting, promote an
adequatelevel of confidencein the authenticity of cards, and facilitate detection of
fraudulent cards in accordance with this section.

(1) Thesefeatures must not be capable of being reproduced using technologies
that are commonly used and made availableto the generd public.

(2) The proposed card solution must contain a well-designed, balanced set of
featuresthat are effectively combined and provide multiplelayersof security. States
must describe these document security featuresin their security plans pursuant to § 37.41.

(b) Intenrated security features. REAL ID drivers licensesand identification

cardsmust contain at least threelevelsof integrated security featuresthat providethe
maximum resi stanceto persons effortsto--

(1) Counterfeit, alter, smulate, or reproduce a genuine document;
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(2) Alter, delete, modify, mask, or tamper with dataconcerningthe original or
lawful card holder;

(3) Substitute or alter the original or lawful card holder's photograph and/or
signature by any means; and

(4) Create afraudulent document using componentsfrom legitimatedrivers
licensesor identification cards.

(c) Security featuresto detect falsecards. States must employ security featuresto
detect false cardsfor each of thefollowing threelevels.

(1) Level 1. Cursory examination, without toolsor aidsinvolvingeasily
identifiablevisual or tactilefeatures, for rapid inspection at point of usage.

(2) Level 2. Examination by trained inspectors with s mple equi pment.

(3) Leve 3. Inspectionby forensic speciaidts.

(d) Document security and integrity. Statesmust conduct a review of their card

design and submit a report to DHS with their certificationthat indicatesthe ability of the
design to resist compromiseand document fraud attempts. The report required by this
paragraph is SSI and must be handled and protected in accordance with 49 CFR Part
1520. Reports must be updated and submitted to DHS whenever a security featureis
modified, added, or deleted.

(1) After reviewing the report, DHS may require a State to provide DHS with
examination resultsfrom a recognized independent |aboratory experienced with
adversarial analysis of identificationdocumentsconcerning one or more areas relating to

the card's security.
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§ 37.17 Requirementsfor thesurface of thedriver's licenseor identification card.

To be accepted by a Federal agency for official purposes, REAL ID drivers
licenses and identification cards must include on the front of the card (unless otherwise
specified below) the following information:

(a) Full legal name. Except as permitted in § 37.11(c)(2), the name on the face of

the license or card must be the same as the name on the source document presented by
the applicant to establish identity.

(1) Wheretheindividual has only one name, that name should be entered in the
last name or family namefield, and the first and middle name fields should be left blank.
Place holders such as NFN, NMN, and NA should not be used.

(b) Dateof birth.
(c) Gender, asdetermined by the State.

(d) Unique Driver's license or identificationcard number. Thiscannot bethe

individual's SSN, and must be unique acrossdriver's licenseor identificationcards
within the State.

(e) Rull facial digital photograph. A full facial photograph must be taken
pursuant to the standards set forth below:

(1) Statesshall follow the current ICAO standards, specifically ISO/IEC 19794-
5—Information technology —Biometric Data I nterchange Formats—Part 5: Face Image
Data. The Director of the Federal Register approvesthisincorporationby referencein
accordancewith 5 U.S.C. 552(a) and 1 CFR Part 51. Y ou may obtain acopy of these

standards at www.mrtd.icap.int. One may inspect a copy at the Office of the Federal
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Register, 800 N. Capitol Street, N.W., Suite 700, Washington D.C. These standards
include:

(i) Lighting shall be equally distributed on the face.

(i) The face from crown to the base of the chin, and from ear-to-ear, shall be
clearly visible and free of shadows.

(iii) Vells, scarvesor headdresses must not obscureany facial featuresand not
generateshadow. The person may not wear eyewear that obstructstheirisor pupil of the
eyesand must not take any action to obstruct a photograph of their facial features.

(iv) Where possible, there must be no dark shadows in the eye-sockets dueto the
brow. Theirisand pupil of the eyesshall beclearly vishble.

(v) Careshall betakento avoid "hot spots' (bright areasof light shining onthe

face).

(2) Photographsmay be in black and white or color.

(f) Addressof principal residence, except an aternativeaddressmay be displayed
for:

(1) individualsfor whom a State law, regulation, or DMV procedure permits
display of an alternativeaddress, or

(2) individualswho satisfy any of thefollowing:

() If theindividual isenrolled in a State addressco  dentidity programwhich
allowsvictims of domestic violence, dating violence, sexual assault, stalking, or a severe
form of trafficking, to keep, obtain, and use alternative addresses; and providesthat the

addresses of such personsmust bekept co  dentid, or other similar program;
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(i1) If the individual's addressis entitled to be suppressed under State or Federa
law or suppressed by a court order including an administrativeorder issued by a State or
Federa court; or

(iii) If theindividual is protected from disclosureof information pursuant to
section 384 of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996.

(3) Inareaswhere a number and street name has not been assignedfor U.S. mall
delivery, an address convention used by the U.S. Postal Serviceis acceptable.

(9) Signature. The card must includethe signature of the card holder. The
signature must meet the requirementsof the existing American Associationof Motor
Vehicle Administrators(AAMVA) standardsfor the 2005 AAMVA Driver's
License/Identification Card Design Specifications, Annex A, section A.7.7.2. This
standard includesrequirementsfor size, scaling, cropping, color, borders, and resolution.
The Director of the Federa Register approvesthisincorporation by referencein

accordancewith 5 U.SC. 552(a) and 1 CFR Part 51. Y ou may obtain a copy of these

standardsfrom AAMVA on-lineat www.aamva.org, or by contacting AAMVA at 4301
Wilson Boulevard, Suite400, Arlington, VA 22203, tel. (703) 522-4200. One may
ingpect a copy at the Office of the Federal Register, 800 N. Capitol Street, N.W., Suite
700, Washington D.C.

The State shall establish aternative proceduresfor individualsunableto sign their
name.

(h) Physical security features, pursuant to § 37.15 of this subpart.

(1) Machine-readable technology on the back of the card, pursuant to § 37.19 of

thissubpart.
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(j) Date of transaction.

(k) Expiration date.

(1) Stateor territory of issuance.

(m) Printedinformation. The name, date of birth, gender, card number, issue
date, expiration date, and address on the face of the card must bein Latin apha-numeric
characters. The name must containafield of no lessthan atotal of 39 characters, and
longer namesshall be truncated following the standard established by International Civil
Aviation Organization (ICAO) 9303, ""Machine Readable Travel Documents,” Part IV,
Sixth Edition, 2005. The Director of the Federal Register approvesthisincorporation by
referencein accordancewith 5 U.S.C. 552(a) and 1 CFR Part 51. Y ou may obtain a copy
of ICAO 9303 from the ICAO, Document Sales Unit, 999 University Street, Montréal,
Quebec, CanadaH3C 5H7, tel: 1-(514) 954-8022; E-mail: sales@ican.int. Y ou may
inspect a copy at the Officeof the Federal Register, 800 N. Capitol Street, N.W., Suite
700, Washington D.C.

(n) The card shall bear a DHS-approved security marking on each driver's license
or identificationcard that isissued reflecting the card's level of compliance as set forth in
§ 37.51 of thisRule.

§ 37.19 Machinereadabletechnology on thedriver's license or identification card.

For the machinereadable portion of the REAL ID driver's licenseor
identificationcard, States must usethe PDF417 2D bar code standard, with thefollowing
defined minimum data elements:

(a) Expiration date.

Biometric Bits 2008-01-11



(b) Full lega name, unlessthe State permitsan applicant to establish a name other
than the name that appears on a source document, pursuant to § 37.11(c)(2).

(c) Dateof transaction.

(d) Date of birth.

(e) Gender.

(f) Addressaslisted on the card pursuant to § 37.17(f).

(9) Uniquedriver's licenseor identification card number.

(h) Card design revision date, indicating the most recent change or modification
to the visible format of thedriver's licenseor identificationcard.

(i) Inventory control number of the physical document.

(j) State or territory of issuance.
§ 37.21 Temporaryor limited-termdrivers licensesand identification cards.

States may only issueatemporary or limited-termREAL ID driver's licenseor
identificationcard to an individual who hastemporary lawful statusin the United States.

(a) Statesmust require, beforeissuing atemporary or limited-termdriver's license
or identification card to a person, valid documentary evidence, verifiablethrough SAVE
or other DHS-approved means, that the person has lawful statusin the United States.

(b) Statesshall not issue atemporary or limited-term driver's licenseor
identificationcard pursuant to this section:

(1) for atime period longer than the expiration of the applicant's authorized stay
inthe United States, or, if there is no expiration date, for a period longer than one year;

and
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(2) for longer than the State's maximum driver's licenseor identificationcard
term.

(c) Statesshall renew atemporary or limited-term driver's licenseor
identificationcard pursuant to this sectionand § 37.25(b)(2), only if:

(1) theindividual presentsvalid documentary evidencethat the status by which
the applicant qualified for the temporary or limited-term driver's license or identification
cardisstill in effect, or

(2) the individual presentsvalid documentary evidence that he or she continuesto
qualify for lawful status under paragraph (a) of this section.

(d) States must verify the information presented to establish lawful statusthrough
SAVE, or another method approved by DHS.

(e) Temporary or limited-termdrivers licensesand identification cards must
clearly indicate on the face of the licenseand in the machine readablezone that the
licenseor card isatemporary or limited-termdriver's licenseor identification card.

§ 37.23 Reissued REAL ID drivers licensesand identification cards.

(a) State procedure. States must establish an effective procedure to confirm or

verify an applicant's identity each timea REAL ID driver's license or identificationcard
isreissued, to ensurethat the individual receiving the reissued REAL 1D driver's license
or identificationcard is the same individual to whom the driver's license or identification
card wasoriginally issued.

(b) Remotemon-in-person reissuance. Except as providedin (c) of thissection a
State may conduct a non-in-person(remote) reissuanceif State procedurespermit the

reissuance to be conducted remotely. Except for the reissuance of duplicatedrivers
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licensesand identification cards as defined in thisrule, the State must reverify pursuant to
§ 37.13, the applicant's SSN and lawful status prior to reissuingthe driver's license or
identificationcard.

(c) In-person reissuance. The State may not remotely reissueadriver's licenseor

identificationcard where there has been a material change in any personally identifiable
information since prior issuance. All material changes must be established through an
applicant's presentation of an original sourcedocument as provided in this subpart, and
must be verified as specifiedin § 37.13.

§ 37.25 Renewal of REAL ID drivers licensesand identification cards.

(a) In-person renewals. Statesmust require holdersof REAL ID drivers licenses

and identificationcardsto renew their drivers licensesand identificationcardswith the
State DMV in person, no lessfrequently than every sixteen years.

(1) The State DMV shall take an updated photograph of the applicant, no less
frequently than every sixteen years.

(2) The State must reverify the renewal applicant's SSN and lawful statusthrough
SSOLV and SAVE, respectively (or other DHS-approved means) as applicableprior to
renewing thedriver's licenseor identificationcard. The State must also verify
electronically informationthat it was not ableto verify at a previousissuance or renewal
if the systemsor processesexist to do so.

(3) Holders of temporary or limited-termREAL ID drivers licensesand
identification cards must present evidenceof continued lawful statusviaSAVE or other

method approved by DHS when renewing their driver's license or identificationcard.
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(b) Remote/Non-in-person renewal. Except asprovidedin (b)(2) a State may

conduct a non-in-person (remote) renewal if State procedures permit the renewal to be
conducted remotely.

(1) The State must reverify the applicant's SSN and lawful status pursuant to
§ 37.13 prior to renewing the driver's license or identificationcard.

(2) The State may not remotely renew a REAL ID driver's licenseor
identification card where there has been a material changein any persondly identifiable
informationsince prior issuance. All material changes must be established through the
applicant's presentation of an original source document as provided in Subpart B, and
must be verified as specifiedin § 37.13.

§ 37.27 Drivers licensesand identification cardsissued duringthe age-based
enrollment period

Drivers licensesand identification cardsissued to individualsprior to aDHS
determinationthat the Stateis materially compliant may be renewed or reissued pursuant
to current State practices, and will be accepted for officia purposes until the validity
datesdescribedin § 37.05. Effective December 1,2014, Federa agencieswill only
accept REAL 1D cardsfor official purpose from individualsunder 50 as of December 1,
2014. Individuasage 50 or older on December 1,2014, must obtainand present REAL
ID cardsfor officia purposesby December 1, 2017.

§ 37.29 Prohibition Against Holding Morethan One REAL ID Card or Morethan
OneDriver'sLicense.

(& Anindividua may hold only one REAL ID card. An individua cannot hold a

REAL ID driver's licenseand a REAL ID identificationcard smultaneoudly. Nothing
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shdl preclude an individual from holdinga REAL ID card and anon-REAL ID card
unless prohibited by hisor her State.
(b) Prior toissuinga REAL ID driver's license,

(i) A Statemust check with all other Statesto determineif the applicant
currently holdsadriver's licenseor REAL ID identificationcard in another State.

(i) If the State receives confirmationthat the individual holdsadriver's
licensein another State, or possessesa REAL D identificationcard in another State, the
receiving State must take measures to confirmthat the person hasterminated or is
terminating the driver's licenseor REAL ID identificationcard issued by the prior State
pursuant to State law, regulation or procedure.

(c) Prior toissuingaREAL ID identificationcard,

() A State must check with al other Statesto determineif the applicant
currently holdsa REAL D driver's licenseor identificationcard in another State.

(i) If the Statereceivesco  rmationthat the individual holdsaREAL 1D
card in another State the recelving State must take measuresto confirm that the person
hasterminated or isterminatingthe REAL ID driver's licenseor identificationcard

issued by the prior State pursuant to State law, regulationor procedure.

Subpart C--Other Requirements
§ 37.31 Sourcedocument retention.
(a) Statesmust retain copiesof the application, declaration and source documents
presented under § 37.11 of this Part, including documents used to establishall names

recorded by the DMV under $37.11(¢c)(2). Statesshall take measuresto protect any
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personally identifiableinformation collected pursuant to the REAL ID Act as described
intheir security plan under § 37.41(b)(2).

(1) Statesthat chooseto keep paper copiesof source documents must retain the
copiesfor aminimum of seven years.

(2) Statesthat chooseto transfer informationfrom paper copiesto microfiche
must retain the microfichefor aminimum of ten years.

(3) Statesthat choose to keep digital images of source documents must retain the
imagesfor aminimum of ten years.

(4) Statesarenot required to retain the declaration with applicationand source
documents, but must retain the declaration consi stent with applicable State document
retention requirementsand retention periods.

(b) Statesusing digital imaging to retain source documentsmust store the images
asfollows:

(1) Photo images must be stored in the Joint Photographic Experts Group (JPEG)
2000 standard for image compression, or astandard that isinteroperablewith the JPEG
standard. Images must be stored in an open (consensus) format, without proprietary
wrappers, to ensure States can effectively use the image capturesof other States as
needed.

(2) Document and signatureimages must be stored in a compressed Tagged
Image Format (TIF), or astandard that isinteroperablewith the TIF standard.

(3) All images must be retrievableby the DMV if properly requested by law

enforcement.
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(c) Upon request by an applicant, a State shall record and retain the applicant's
name, date of birth, certificatenumbers, datefiled, and issuing agency in lieu of animage
or copy of the applicant's birth certificate, where such procedures are required by State
law.

§ 37.33 DMV databases.

(a) Statesmust maintaina State motor vehicle databasethat contains, at a
minimum —

(2) All datafieldsprinted on drivers licensesand identificationcardsissued by
the State, individual serial numbers of the card, and SSN;

(2) A record of thefull legal name and recorded name established under §
37.11(c)(2) as applicable, without truncation;

(3) All additional datafieldsincluded in the MRZ but not printed on the driver's
licenseor identificationcard; and

(4) Motor vehicledriver's histories, including motor vehicle violations,
suspensions, and pointson drivers' licenses.

(b) Statesmust protect the security of persondlly identifiableinformation,
collected pursuant to the REAL ID Act, in accordance with § 37.41(b)(2) of thispart.

Subpart D--Security at DMVs and Driver's Licenseand | dentification Card
Production Facilities
§ 37.41 Security plan.
(a) In Genera. States must have a security plan that addressesthe provisionsin
paragraph (b) below and must submit the security plan as part of its REAL ID

certification under $37.55.
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(b) Security plan contents. At a minimum, the security plan must address--

(1) Physical security for the following:

(i) Facilitiesused to producedrivers licensesand identificationcards.

(i) Storage areasfor card stock and other materialsused in card
production.

(2) Security of persondly identifiableinformation maintained at DMV locations
involved in the enrolIment, issuance, manufacture and/or production of cardsissued
under the REAL 1D Act, including, but not limited to, providing the following
protections:

() Reasonable administrative, technical, and physical safeguardsto protect
the security, confidentiality, and integrity of the persondly identifiableinformation
collected, stored, and maintained in DMV records and information systems for purposes
of complyingwiththe REAL ID Act. These safeguardsmust include proceduresto
prevent unauthorized access, use, or dissemination of applicant information and images
of source documentsretained pursuant to the Act and standards and proceduresfor
document retention and destruction.

(i) A privacy policy regarding the personally identifiableinformation
collected and maintained by the DMV pursuant to the REAL 1D Act.

(ii1) Any releaseor use of personal information collected and maintained
by the DMV pursuant to the REAL ID Act must comply with the requirementsof the
Driver's Privacy Protection Act, 18 U.S.C. § 2721 et seg. State plansmay go beyond
these minimum privacy requirementsto providegrester protection, and such protections

are not subject to review by DHS for purposesof determiningcompliance with thisPart.
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(3) Document and physical security featuresfor the card, consistent with the
requirementsof § 37.15, including a description of the State's use of biometrics, and the
technical standard utilized, if any;

(4) Access control, including the following:

(i) Employee identificationand credentialing, including access badges.

(if) Employee background checks, in accordancewith § 37.45 of this part.

(iii) Controlled access systems.

(5) Periodic training requirementsin--

(1) Fraudulent document recognition training for al covered employees
handling source documentsor engaged in the issuance of drivers' licensesand
identificationcards. The fraudulent document training program approved by AAMVA or
other DHS approved method satisfies the requirement of this subsection.

(i) Security awarenesstraining, including thresat identificationand
handling of SSI as necessary.

(6) Emergency/incident response plan;

(7) Internal audit controls;

(8) An affirmation that the State possesses both the authority and the meansto
produce, revise, expunge, and protecttheco  dentidity of REAL ID drivers' licensesor
identification cardsissued in support of Federal, State, or local criminal justiceagencies
or similar programs that requirespecial licensing or identificationto safeguard personsor
support their official duties. These proceduresmust be designed in coordinationwith the
key requesting authoritiesto ensurethat the proceduresare effectiveand to prevent

conflictingor inconsistent requests. In order to safeguard the identitiesof individuals,

Biometric Bits 2008-01-11



these proceduresshould not be discussedin the plan and States should make every effort
to prevent disclosureto those without a need to know about either this confidential
procedure or any substantiveinformationthat may compromisetheco  dentidity of
these operations. The appropriatelaw enforcement official and United States Attorney
should be notified of any action seeking information that could compromise Federal law
enforcement interests.

(c) Handling of Securitv Plan. The Security Plan required by this section contains

Sensitive Security Information (SSI) and must be handled and protectcg |in accordance
with 49 CFR Part 1520.
§ 37.43 Physical security of DMV productionfacilities.

(a) Statesmust ensurethe physical security of facilitieswheredrivers' licenses
and identification cardsare produced, and the security of document materialsand papers
fromwhich drivers' licensesand identificationcards are produced or manufactured.

(b) Statesmust describethe security of DMV facilitiesas part of their security
plan, in accordance with § 37.41.

§ 37.45 Background checksfor covered employees.

(a) Scope. Statesare required to subject personswho are involved in the
manufacture or production of REAL ID drivers' licensesand identificationcards, or who
have the ability to affect the identity information that appearson the driver's license or
identification card, or current employeeswho will be assigned to such positions
(""covered employees’ or "' covered positions™), to a background check. The background
check must include, a a minimum, the validationof referencesfrom prior employment, a

name-based and fingerprint-basedcriminal history records check, and employment
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eligibility verification otherwiserequired by law. Statesshall describetheir background
check processas part of their security plan, in accordance with § 37.41(b)(4)(ii). This
section also appliesto contractors utilized in covered positions.

(b) Background checks. States must ensure that any covered employee under

paragraph (a) of thissectionis provided notice that he or she must undergo a background
check and the contentsof that check.

(2) Criminal history recordscheck States must conduct a name-based and

fingerprint-basedcriminal history records check (CHRC) using, at aminimum, the FBI's
Nationa Crime Information Center (NCIC) and the Integrated Automated Fingerprint
Identification (I1AFIS) database and State repository records on each covered employee
identifiedin paragraph (@) of this section, and determineif the covered employee has
been convicted of any of the following disqualifyingcrimes:

(i) Permanent disqualifying criminal offenses. A covered employeehasa

permanent disqualifying offenseif convicted, or found not guilty by reason of insanity, in
acivilianor military jurisdiction, of any of thefeloniesset forth in 49 CFR 1572.103(a).

(i) Interim disqualifying criminal offenses. The criminal offensesreferenced in

49 CFR 1572.103(b) are disqualifyingif the covered employeewas either convicted of
those offensesin acivilian or military jurisdiction, or admitshaving committed acts
which constitute the essential elementsof any of those criminal offenses within the seven
years preceding the date of employment in the covered position; or the covered employee
was rel eased from incarcerationfor the crime within the five years preceding the date of

employment in the covered position.
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(iii) Under want or warrant. A covered employee who iswanted or under

indictment in any civilianor military jurisdictionfor afelony referenced in thissectionis
disqualified until the want or warrant is released.

(iv) Determination of arrest status. \When afingerprint-basedcheck disclosesan

arrest for adisqualifying crime referenced in this section without indicating a disposition,
the State must determinethe disposition of the arrest.

(v) Waiver. The State may establish proceduresto allow for awaiver of the
requirementsof (b)(1)(ii) or (b)(1)(iv) of thissection under circumstances determined by
the State. These procedures can cover circumstanceswhere the covered employee has
been arrested, but no final disposition of the matter has been reached.

(2) Employment eligibility status verification. The Stateshal ensureitisfully in

compliancewith the requirementsof section 274A of the Immigration and Nationality
Act (8 U.S.C. 1324a) and itsimplementing regulations (8 C.F.R. Part 274A) with respect
to each covered employee. The Stateis encouraged to participatein the USCIS E-Verify
program (or any successor program) for employment eligibility verification.

(3) Referencecheck. Referencechecksfrom prior employersare not required if

the individual has been employed by the DMV for at |east two consecutive years since
May 11,2006.

(4) Disgualification. If resultsof the State's CHRC revea a permanent

disqualifying criminal offense under paragraph (b)(1)(i) or an interim disqualifying
criminal offense under paragraph (b)(1)(ii), the covered employeemay not be employed
in a position described in paragraph (a) of thissection. An employee whose employment

eligibility has not been verified as required by section 274A of the Immigration and
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Nationality Act (8 U.S.C. 1324a) and itsimplementing regulations(8 C.F.R. Part 274A)
may not be employed in any position.

(c) Appedl. If a State determinesthat the results from the CHRC do not meet the
standardsof such check the State must so inform the employeeof the determinationto
allow the individua an opportunity to appeal to the State or Federal government, as
applicable.

(d) Background checks substantially smilar to the requirementsof this section
that were conducted on existing employeeson or after May 11,2006 need not be re-
conducted.

Subpart E—Procedures for Determining State Compliance
§ 37.51 Compliance—general requirements.

(&) Full compliance. To beinfull compliance with the REAL 1D Act of 2005, 49

U.S.C. 30301 note, States must meet the standardsof subparts A through D or have a
REAL ID program that DHS has determined to be comparableto the standardsof
subparts A through D. Statescertifying compliancewith the REAL ID Act must follow
the certificationrequirementsdescribed in § 37.55. Statesmust be fully compliant with
Subparts A through D on or beforeMay 11,2011. States must file the documentation
required under 937.55 at least 90 days prior to the effectivedate of full compliance.

(b) Material compliance. States must be in material compliance by January 1,
2010 to receive an additional extension until no later than May 10,2011 asdescribedin §
37.63. Benchmarksfor material compliance are detailed in the Material Compliance

Checklistfound in Appendix A tothisrule.
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§ 37.55 Statecertification documentation.

(a) States seeking DHS's determination that its program for issuing REAL ID
drivers licensesand identification cardsis meeting the requirementsof this Part (full
compliance), must provide DHS with the following documents:

(2) A certification by the highest level Executiveofficial in the State overseeing
the DMV reading asfollows:

"I, [name and title(name of certifying official), (positiontitle) of the State

(Commonwedth))] o f , do hereby certify that the State

(Commonwedlth) hasimplemented a program for issuing drivers' licenses

and identificationcardsin compliance with the requirementsof the REAL

ID Act of 2005, asfurther defined in 6 CFR Part 37, and intendsto remain

in compliancewith these regulations.™

(2) A letter from the Attorney Genera of the State confirming that the State has
thelegal authority to impose requirementsnecessary to meet the standards established by
thisPart.

(3) A description of the State's exceptionsprocessunder § 37.11(h), and the
State's waiver processesunder § 37.45(b)(1)(v).

(4) The State's Security Plan under § 37.41.

(b) After DHS's final compliance determination, States shall recertify compliance
with this Part every three yearson arolling basisas determined by DHS.

§ 37.59 DHSreviewsof State compliance.
State REAL ID programswill be subject to DHS review to determine whether the

State meetsthe requirementsfor compliance with this Part.

(a) General inspectionauthority. Statesmust cooperatewith DHS's review of the

State's complianceat any time. In addition, the State must:
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(2) Provideany reasonableinformation pertinent to determining compliancewith
this part as requested by DHS;

(2) Permit DHS to conduct inspectionsof any and all sites associated with the
enrollment of applicantsand the production, manufacture, personaization and issuance of
drivers licensesor identificationcards; and

(3) Allow DHS to conduct interviewsof the State's employees and contractors
who are involved in the application and verification process, or the manufacture and
production of drivers licensesor identificationcards. DHS shal provide written notice
to the State in advance of an inspection visit.

(b) Preliminary DHS determination. DHS shall review forms, conduct audits of

States as necessary, and make a preliminary determination on whether the State has
satisfied the requirements of this Part within 45 daysof receipt of the Materia
Compliance Checklist or State certification documentationof full compliance pursuant to
§ 37.55.

(1) If DHS determinesthat the State meetsthe benchmarksof the Materia
ComplianceChecklist, DHS may grant the State an additional extension until no later
than May 10,2011.

(2) If DHS determinesthat the State meetsthe full requirementsof Subparts A
through E, the Secretary shall make afina determinationthat the Stateisin compliance
withthe REAL ID Act.

(c) Statereply. The State will have up to 30 calendar daysto respond to the
preliminary determination. The State's reply must explain what corrective actionit either

hasimplemented, or intendsto implement, to correct any deficienciescited in the
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preliminary determinationor, alternatively, detail why the DHS preliminary
determinationisincorrect. Upon request by the State, an informal conference will be
scheduled during thistime.

(d) Einal DHS determination. DHS will notify Statesof itsfinal determinationof

State compliance with this Part, within 45 days of receipt of a State reply.

(e) State'sright toiudicial review. Any State aggrieved by an adverse decision

under this section may seek judicia review under 5 U.S.C. Chapter 7.
§ 37.61 Resultsof compliancedeter mination.

(&) A State shall be deemed in compliance with this Part when DHS issuesa
determinationthat the State meetsthe requirements of this Part.

(b) The Secretary will determinethat a State is not in compliance with this Part
when it--

(1) Fallsto submit atimely certificationor request an extension as prescribed in
thissubpart; or

(2) Does not meet one or more of the standardsof thisPart, asestablished ina
determinationby DHS under § 37.59.
§ 37.63 Extension of deadline.

(8 A State may request an initial extensionby filing arequest with the Secretary

no later than [INSERT DATE 60 DAYS AFTER DATE OF PUBLICATIONIN THE

FEDERAL REGISTER.]. In the absence of extraordinary circumstances, such an

extension request will be deemed justified for a period lasting until, but not beyond,

December 31,2009.
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(i) DHSshal notify a State of its acceptanceof the State's request for initial
extension within 45 days of receipt.

(b) States granted an initial extension may file arequest for an additional
extension until no later than May 10,2011, by submittinga Material Compliance
Checklist demonstrating material compliance, per §37.51(b) with certain elementsof
Subparts A through E as defined by DHS. Such additional extensionrequest must be
filed by October 11,2009.

(i) DHS shall notify a State whether an additional extension has been granted
within 45 days of receipt of the request and documentsdescribed above.

(c) Subsequent extensions, if any, will be at the discretion of the Secretary.

§ 37.65 Effect of failureto comply with thisPart.

(&) Any driver's license or identificationcard issued by a Statethat DHS
determinesis not in compliance with this Part is not acceptabl eas identificationby
Federa agenciesfor official purposes.

(b) Drivers licensesand identificationcardsissued by a State that has obtained an
extension of the compliance date from DHS per § 37.51 are acceptablefor official
purposes until the end of the applicableenrollment period under § 37.05; or the State
subsequently is found by DHS under this Subpart to not be in compliance.

(c) Drivers licensesand identificationcardsissued by a State that has been
determined by DHS to be in material compliance and that are marked to identify that the
licensesand cards are materially compliant will continueto be accepted by Federa
agenciesafter the expiration of the enrollment period under § 37.05, until the expiration

date on the face of the document.
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Subpart F -Drivers Licensesand I dentification Cards|ssued Under Section
202(d)(11) of the REAL 1D Act

§ 37.71 Drivers licensesand identification cardsissued under section 202(d)(11) of
the REAL 1D Act.

(a) Except asauthorizedin § 37.27, Statesthat DHS determines are compliant with
the REAL ID Act that chooseto also issue drivers licensesand identificationcardsthat
are not acceptable by Federal agenciesfor official purposes must ensure that such
drivers licensesand identification cards--

(1) Clearly state on their face and in the machine readable zone that the card is not
acceptablefor officia purposes; and

(2) Have a unique design or color indicator that clearly distinguishesthem from
drivers licensesand identification cardsthat meet the standardsof this Part.

(b) DHS reservesthe right to approve such designations, as necessary, during

certification of compliance.
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APPENDIX A: MATERIAL COMPLIANCE CHECIUIST

Material ComplianceChecklist

_ Yes, No,will Special
Section Doesthe State is  meet by Instructions
met [date]

§ 37.11(a) Subject each applicant to a mandatory
facial image captureand retain such image
even if adriver license(DL) or
identificationcard (ID) is not issued

§ 37.11(b) Have each applicant sign a declaration
under penalty of perjury that the
information presented istrue and correct,
and the State must retain thisdeclaration

§ 37.11(c) (1) Requirean individual to present at least
one of the sourcedocumentslisted in
subsections(i) through (x) when
establishing identity

§ 37.11(d)-(g) Requiredocumentation of

e Dateof hirth

e Socia Security Number

e Addressof principal residence
e Evidenceof lawful status

§ 37.11(h) Have a documented exceptions process
that meetsthe requirementsestablishedin
37.11(h)(1)-(3) (if Stateschooseto have

such a process) _
§ 37.13(a) M ake reasonableeffortsto ensure that the Describe
applicant does not have morethan one measures taken

DL or ID already issued by that State
under a different identity

§ 37.13(b)(1)  Verify lawful statusthrough SAVE or If not through
another method approved by DHS SAVE,
describe
method
§37.13(b)(2)  Verify Social Security account numbers If not through
with the Social Security Administration SSOLV,
or another method approved by DHS describe
method
§ 37.15(b) Issue DL and IDs that contain Level 1, 2

and 3 integrated security features
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10 §37.17(a)-()

11 §37.17(n)

12 $37.21

13 §37.41

14 §37.41(b)2)

15§ 37.41(b)(5)
(i)-(ii)

17 §37.51(b)(1)

18 §37.71(b)(1)

Surface(front and back) of cardsinclude
thefollowing printed information in Latin
alpha-numericcharacters:
Full legal name
Date of birth
Gender
Unigque DL/ID number
Full facial digital photograph
Addressof principal residence
[with exceptiong]
e Signature[with exceptiong|
e Dateof transaction
e Expirationdate

e Stateor territory of issuance
Commit to mark materially compliant DL
and IDs with a DHS-approved security
marking.
Issuetemporary or limited-term licenses
to all individualswith temporary lawful
statusand tie license vaidity to the end of
lawful status
Have a documented security plan for
DMV operationsin accordancewith the
requirements set forth in $37.41
Have protectionsin placeto ensurethe
security of personaly identifiable
information
Require all employees handling source
documents or issuing DLs or IDs to
attend and completethe AAMVA
approved (or equivalent) fraudulent
document recognition training and
security awarenesstraining
Conduct name-based and fingerprint-
based criminal history and employment
eligibility checkson all employeesin
covered positionsor an alternative
procedure approved by DHS
Commit to be in material compliance
with Subparts A through D no later than
January 1, 2010 or within 90 days of
submissionof thisdocument, whichever
dateisearlier
Clearly state on theface of non-compliant
DLs or IDs that the card isnot acceptable
for official purposes, except for licenses
renewed or reissued under § 37.27
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